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Members of the San Francisco Airport Commission:

We are disappointed that, almost two months after we brought to your attention1 
clear violations of San Francisco’s Sanctuary City Ordinance (San Francisco 
Administrative Code, Chapter 12H and 12I), you have neither taken any action, 
scheduled any discussion, nor responded to any of our specific requests for action, all of 
which are within your jurisdiction and authority. We reiterate our requests that you:

1. Disclose and publicly review its contracts and collaboration with all 
components of the U.S. Department of Homeland Security (DHS).

2. Minimize collaboration, data sharing, and access to airport premises by 
DHS staff.

3. Post prominent signs informing travelers of their rights and warning that 
data provided to airlines, even for domestic flights, will be passed on by 
airlines to TSA and/or CBP and by them to ICE.

4. Review and report publicly on what SFO is doing to comply with the San 
Francisco Sanctuary City Ordinance.

5. Be prepared to challenge, in court, requests or demands from the DHS for 
collaboration or data sharing by the airport or warrantless access to 
airport premises by DHS agents not mandated by valid Federal laws.

1. Public comments of the Identity Project to the Airport Commission of the City and County of 
San Francisco, August 24, 2026, <https://papersplease.org/wp/wp-content/uploads/2026/07/IDP-
SF-Airport-Commission-24AUG2026.pdf>.
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We continue to be particularly concerned by your contract to provide facial 
recognition cameras and connectivity to the CBP “Traveler Verification System” (TVS).

Internal SFO email messages released in response to our requests under the 
California Public Records Act and San Francisco’s Sunshine Ordinance since your last 
meeting confirm that SFO “elected” to pay for this service in order to spare CBP officers 
from having to photograph departing international passengers and free up CBP officers to 
spend more time on other duties at the airport — duties which include assisting ICE 
officers with detentions of travelers and other immigration enforcement activities.

According to one of the messages released in response to our requests, 
summarizing information provided by SFO airport operations managers:2

SFO holds contract #50387 with SITA for biometric “FacePods”, a system 
which [is] used by Customs & Border Protection (CBP) for document 
verification during the boarding of international flights. SFO elected to 
procure this system for CBP, as the alternative would have required actual 
CBP officers to perform this work, which would have reduced available 
staffing in other CBP areas.

Facial images taken by these city-funded cameras are transmitted over a city-
funded connection to CBP. CBP shares them with other DHS components including ICE3, 
and uses them to train the facial recognition algorithm used by ICE to distinguish US 
citizens from non-US citizens and determine who to detain or deport.

When this system was first tested, CBP officers staffed the cameras.4 But CBP has 
since tried to get airports to provide the cameras and and airlines to operate them. Airlines 
are incentivized to collaborate in this passenger surveillance and control scheme by being 
given free use of the TVS system (paid for, in this case, by SFO) for their own business 
process automation and commercial surveillance.5

2. Email message from Doug Yakel, August 26, 2026, 
<https://papersplease.org/wp/wp-content/uploads/2026/10/SFO-email-26AUG2026.pdf>.

3. Privacy Act of 1974; U.S. Customs and Border Protection, DHS/CBP-006 Automated Targeting 
System, System of Records” 77 Federal Register 30297, May 22, 2012, 
<https://www.govinfo.gov/content/pkg/FR-2012-05-22/pdf/2012-12396.pdf>.

4. Privacy Impact Assessment for the Traveler Verification Service, DHS/CBP/PIA-056, November 
14, 2018, <https://www.dhs.gov/sites/default/files/publications/privacy-pia-cbp056-tvs-
february2021.pdf>.

5. On the malign convergence of interest in traveler surveillance and control between airlines, 
airport operators, and immigration enforcement agencies, see the Identity Project, “The airport of 
the future is the airport of today — and that’s not good”, November 23, 2020, 
<https://papersplease.org/wp/2022/11/23/the-airport-of-the-future-is-the-airport-of-today-and-
thats-not-good/>. On TVS specifically, see the Identity Project, “CBP facial recognition is a service 
for the airline industry”, December 4, 2024, <https://papersplease.org/wp/2024/12/04/cbp-facial-
recognition-is-a-service-for-the-airline-industry/>.
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Pursuant to San Francisco’s Sanctuary City Ordinance, however, city and county 
agencies such as the airport may not “elect” (i.e choose) to provide or pay for services to 
support immigration enforcement. City funds may be spent on such services not as a 
voluntary choice but only to the extent required by Federal regulations.

No Federal regulation requires any airport to provide, or any airline to use, the 
TVS facial recognition system. The notice of CBP’s regulations for use of facial 
recognition for departing air travelers makes explicit that, “Participation in CBP’s 
biometric entry-exit program will remain voluntary for carriers under this final rule. If air 
carriers or airports do not participate, they will continue conducting manual identity 
verification.”6

TVS is a choice for the airport – a choice that the Sanctuary City Ordinance 
prohibits SFO to make. Voluntary funding of immigration enforcement activities by any 
agency of the City and County of San Francisco, including the airport, is forbidden.

SFO’s contract #50387 with SITA is a voluntary payment for services that 
are used for immigration enforcement. As such, it is prohibited by the Sanctuary 
City Ordinance. It is the legal duty of the Airport Commission to terminate this 
contract immediately. We reiterate our demand that the Airport Commission place 
the termination of contract #50387 on its agenda for action at its next meeting.

Why wasn’t this illegality noticed before this contract was approved?

The records released in response to our requests show that airport officials know 
there’s an alternative: the city could make CBP do its own dirty work. If sending CBP 
officers to departure gates reduces the number available to back up and assist ICE agents 
elsewhere in the airport where travelers are being kidnapped, that would be a benefit.

The fact that this flagrantly illegal contract was negotiated by airport staff and 
approved by the Airport Commission is indicative of a systemic failure by SFO to pay 
attention to its obligations pursuant to the S.F. Sanctuary City Ordinance.

Although an unspecified quantity of records has been withheld from release in 
response to our requests, none of the records released to date indicate that there is any 
protocol for review by SFO or the City Attorney of contracts – even those with or 
providing services to DHS components – to assess whether the services to be provided 
are actually required by Federal regulations. Contracts are routinely assessed for 
compliance with other laws, but not for compliance with the Sanctuary City ordinance. 
This needs to change.

6. Collection of Biometric Data From Aliens Upon Entry to and Departure From the United States, 
90 Federal Register 48604, October 27, 2025, <https://www.govinfo.gov/content/pkg/FR-2025-10-
27/pdf/2025-19655.pdf>.
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The connection of TVS cameras to CBP and other DHS components, and the lack 
of a legal mandate for this system, have also escaped scrutiny because of the absence of 
the signage required by Federal law, CBP policy, and the contract between SFO and CBP.

The records released by SFO in response to our requests include an agreement 
signed by SFO and CBP, pursuant to which the airport promised to post signs at all 
departure gates where TVS is in use. This agreement specifies the minimum number and 
size of these signs and requires that they include CBP’s standard messaging.7

So far as we’ve been able to determine on our visits to SFO, these signs are 
entirely absent from many, perhaps all, of the gates at the “domestic” terminals at SFO 
that are also used for international departures and where TVS facial recognition is in use.

Airline staff at these gates have been trained in “biometric boarding” as an airline 
procedure, not an outsourced immigration enforcement role. In the absence of proper (or 
any) signage, some of the airline staff operating these cameras for CBP were unaware, 
until we told them, that the facial images they are collecting are being used to build the 
gallery of photos used by ICE to identify and target non-U.S. citizens to detain or deport.

Even at the international terminal at SFO, where some signs with the CBP’s 
messaging are posted, those signs fail to comply with Federal law. As the Identity Project 
and allied organizations pointed out in our comments on the proposed CBP regulations8, 
none of the CBP signs include the OMB control number and other notices required by the 
Paperwork Reduction Act (PRA) for any collection of information by or on behalf of a 
Federal agency.9

Many more U.S. citizens would opt out of “biometric boarding” if they knew that 
they could opt out and if they knew that the images collected by airlines would be used to 
train the ICE immigrant-detection facial recognition algorithm. In our experience, human 
passport checks are significantly quicker than TVS facial recognition. So everyone 
waiting to board the plan befits each time someone opt out of “biometric boarding”.

7. U.S. Customs and Border Protection, Biometric Air Exit Business Requirements, Version 2.0, 
January 2020, signed by Jeff Littlefield, Chief Operating Officer, SFO, August 17, 2020, 
<https://papersplease.org/wp/wp-content/uploads/2026/10/BiometricAirExit-signed-SFO.pdf>.

8. Comments of the Identity Project, et al., Notice of Proposed Rulemaking, “Collection of 
Biometric Data from Aliens Upon Entry to and Departure from the United States”; Docket Number 
USCBP-2020-0062, FR Doc. 2020-24707, RIN 1651-AB12, December 21, 2020, 
<https://papersplease.org/wp/wp-content/uploads/2020/12/IDP-CBP-biometric-entry-exit-
21DEC2020.pdf>. 

9. See current CBP-specified signage lacking any PRA notice or OMB control number at 
<https://www.cbp.gov/sites/default/files/2025-03/biometrics_signage_privacy-
information_biometric-departure_english.pdf>
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In addition, in the absence of proper notices the PRA (44 U.S.C. §3512) creates an 
absolute defense for anyone – regardless of citizenship – against any penalty for not 
providing requested information, including not submitting to airport mug shots.

There are similar problems of lack of awareness and need for warning signs about 
the use of airline reservations for domestic flights for immigration enforcement.

In November and December of 2025, we reported on incidents at SFO and other 
airports that suggested that the TSA was passing information from reservations for 
domestic flights to ICE to use to track and target travelers for detention or deportation.10 
We inferred that this meant the TSA had started sharing Secure Flight passenger data with 
ICE. Ten days after our second article, it was confirmed by the New York Times.11

But SFO officials weren’t paying attention to this news, despite its critical 
importance to the safety of travelers, especially domestic travelers, at SFO and other 
airports.

A thread of text messages between top SFO managers released  in response to one 
of our public records requests shows that as of late March 2026, months after the use of 
domestic flight data by ICE was confirmed, SFO airport director Mike Nakornkhet was 
seemingly unaware that this was happening, when it had started, or how the data was 
getting to ICE.12

If the Airport Director didn’t know about this threat, months after it was reported, 
how can ordinary travelers be expect to know – unless the airport posts signs to warn 
them?

SFO officials have said they lack the authority to “regulate” ICE. But as the 
owner and landlord of the airport, the city has the authority to post whatever signs it 
wants.

Travelers are being targeted and intercepted by ICE at SFO and other airports 
because they don’t know that information about their domestic air travel plans can be 
shared with ICE in advance of their flights.

10. The Identity Project, “Targeting domestic travelers and restricting the right to leave the US”, 
November 17, 2025, <https://papersplease.org/wp/2025/11/17/targeting-domestic-travelers-and-
restricting-the-right-to-leave-the-us/>; “Has the TSA added immigration enforcement to ‘Secure 
Flight’?”, December 2, 2025, <https://papersplease.org/wp/2025/12/02/has-the-tsa-added-
immigration-enforcement-to-secure-flight/>.

11. Hamed Aleaziz, “Immigration Agents Are Using Air Passenger Data for Deportation Effort”, 
New York Times, December 12, 2025, 
<https://www.nytimes.com/2025/12/12/us/politics/immigration-tsa-passenger-data.html>.

12. Message from Mike Nakornkhet, March 22, 2026, 
<https://papersplease.org/wp/wp-content/uploads/2026/10/SFO-text-messages-22MAR2026.pdf>
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SFO could and should do everything it can to warn travelers, starting with 
prominent notices on shared-use check-in kiosks and in all check-in areas, especially 
those for domestic flights where the threat is less well known: “Warning: Information you 
provide to airlines, even for domestic flights, will be shared with ICE in advance of your 
flights, and can be used to target you for ICE detention or deportation.”

Sincerely,

Edward Hasbrouck
Consultant on travel-related civil liberties and human rights issues

The Identity Project

cc: Julie Viet, Airport General Counsel
Office of San Francisco City Attorney David Chiu
Julie.Veit@sfcityatty.org
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