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1.2 
applicable City Ordinances and Mandatory City Requirements specifically incorporated into this 
Agreement by reference as provided herein. 

1.3 

 
1.4 5 of this Agreement which includes, 

without limitation, all data collected, used, maintained, processed, stored, or generated by or on behalf of 
City in connection with this Agreement. City Data includes, without limitation, Confidential Information. 
City Data does not include Contractor Data.   

1.5 anonymous or anonymized data generated from the use of 
the equipment, software or services provided by Contractor under this Agreement that relates to or is the 
performance of Contractor-provided Software systems or Services, i.e. number of passengers processed 
using a passenger processing system or the number of service tickets or reports.  Contractor Data does not 
include City Data.   

1.6 Division of the City. 

1.7 Confidential Information  

1.7.1 

local, state or federal laws restricting the use and disclosure of such information, including, but not 
limited to, Article 1, Section 1 of the California Constitution; the California Information Practices Act 
(Civil Code § 1798 et seq.); the California Confidentiality of Medical Information Act (Civil Code § 56 et 
seq.); the federal Gramm-Leach-Bliley Act (15 U.S.C. §§ 6801(b) and 6805(b)(2)); the privacy and 
information security aspects of the Administrative Simplification provisions of the federal Health 
Insurance Portability and Accountability Act (45 CFR Part 160 and Subparts A, C, and E of part 164); 

includes, without limitation, City Data. 
1.7.2 

whether written, electronic, or oral, concerning or relating to Airport technology, computer, or data 
systems, processes, or procedures, or Critical Infrastructure Information or Protected Critical 
Infrastructure Information as defined under the Homeland Security Act of 2002 and 6 CFR § 29.2, which 
information or access to such information is supplied by the Airport or on behalf of the Airport to 
Contractor or otherwise acquired by Contractor during the course of dealings with the 
Airport.  -related information, 

CFR Part 1520.  In the event Contractor acquires SSI, it shall treat such information in conformance with 
federal law and the provisions of this Agreement. 

1.7.3 
information is in its original form, a copy, or a derivative product.  
electronic material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential Information shall also be considered Confidential Information).  Confidential Information 
shall also mean proprietary, trade secret or other protected information identified as Confidential 
Information by the Airport. 

1.8  SITA Information Networking Computing USA Inc., 600 Galleria 
Parkway SE, Suite 1000, Atlanta, GA 30339. 
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1.9 

A. 

1.10 
Software, such as reference, installation, administrative and programmer manuals, provided by Contractor 
to City. 

1.11 
Software and the Documentation furnished by Contractor for the Software, or a failure of the Software 
which degrades the use of the Software. 

1.12 replacement of source, object or executable code in the Software to 
remedy an Error, Defect or Malfunction. 

1.13 onsists of the physical components of a computer that are tangible 
and essential to its functionality and operation, and provide output, storage, communication, and 
processing. These components include specialized on-premises servers, network switches, and other 
devices. 

1.14 
software programs identified in Appendix A, all related materials, Documentation, all corrections, patches 
or updates thereto, and other written information received by City from Contractor, whether in machine-
readable or printed form.  

1.15 
Municipal Code, including the duly authorized rules, regulations, and guidelines implementing such laws 
that impose specific duties and obligations upon Contractor.  

1.16 -readable form of the Licensed Software provided by 
Contractor. 

1.17 
collectively. 

1.18 
Error, Defect or Malfunction. Patches may be made permanent and released in Subsequent Releases of 
the Software. 

1.19 
designating the urgency of acknowledging, diagnosing and correcting an Error, Defect or Malfunction. 

e 
Error, Defect or Malfunction. 

1.20 the Contractor response protocol, based on the Priority 
Category, including without limitation rules specifying the turnaround time for acknowledging, 
diagnosing and correcting Errors, Malfunctions and Defects, escalation procedures, personnel assignment, 
and so forth, as provided in this Agreement. 

1.21 
A, including all services, labor, supervision, 

materials, equipment, actions and other requirements to be performed and furnished by Contractor under 
this Agreement. 

1.22 ilable form of the Licensed Software to 
be provided by Contractor. 



SITA Information Networking Computing USA Inc. 4 of 35 December 3, 2024 
AIR-649 (03-24)  1000034023 

1.23 
 

1.24 
environment which supersedes the Software. A Subsequent Release is offered and expressly designated 
by Contractor as a replacement to a specified Software product. A Subsequent Release will be supported 
by Contractor in accordance with the terms of this Agreement. Multiple Subsequent Releases may be 
supported by Contractor at any given time. A Subsequent Release excludes an Upgrade.  

1.25 
Support Services include correcting an Error, Defect or Malfunction; providing telephone and/or online 
support concerning the installation and use of the Software; training in the installation and use of the 
Software; on-site consulting and application development services; detection, warning and correction of 
viruses; and disabled/disabling code. 

1.26 
components, or software included in or connected to any PPS or IDS device that falls within the purview 
of this Agreement. 

1.27  any and all code changes, modifications, patches, bug fixes, 
enhancements, and other updates to the Services (which term, for purposes of this definition, includes 
Software maintained and/or supported by Contractor under this Agreement) that Contractor implements to 
correct non-conformities and deficiencies in the Services or otherwise optimize the functionality of the 
Services consistent with Section 6.6 of this Agreement. 

1.28  change to the Software code to add materially new features or 
functions to the system or a major version change.  For example, from version 7.x to version 8.x. Any 
Upgrade work would be handled under the task order process for as-needed Services. 

1.29 
product during which reported Errors, Defects and Malfunctions for Software products are corrected 
without charge in accordance with the provisions below. 

1.30 
Software to avoid an Error, Defect or Malfunction without significantly impairing functionality or 
degrading the use of the Software. 

 

Article 2 Term of the Agreement 
2.1 License Term. The terms of the s to use the Licensed Software are as 

detailed under  

2.2 Term of Services and Support Services. 
2.2.1 Term. The term of this Agreement shall commence on December 13, 2024 and 

expire on December 31, 2025, unless earlier terminated as otherwise provided herein.  

2.2.2 Options to Extend. City has two options to extend the term for Services and 
Support Services under the Agreement for a period of one year each. City may exercise this option at 

5, 
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Article 3 Financial Matters 
3.1 Certification of Funds; Budget and Fiscal Provisions; Termination in the Event of 

Non-Appropriation. This Agreement is subject to the budget and fiscal provisions of Section 3.105 of 

ime exceed the amount certified for the 
purpose and period stated in such advance authorization. This Agreement will terminate without penalty, 
liability or expense of any kind to City at the end of any fiscal year if funds are not appropriated for the 
next succeeding fiscal year. If funds are appropriated for a portion of the fiscal year, this Agreement will 
terminate, without penalty, liability or expense of any kind at the end of the term for which funds are 
appropriated. City has no obligation to make appropriations for this Agreement in lieu of appropriations 
for new or other agreements. City budget decisions are subject to the discretion of the Mayor and the 

-appropriation is part of the 
consideration for this Agreement. 

THIS SECTION CONTROLS AGAINST ANY AND ALL OTHER PROVISIONS OF THIS 
AGREEMENT. 

3.2 Maximum Costs
period stated in such certification. Absent an 

authorized emergency per the City Charter or applicable Code, no City representative is authorized to 
offer or promise, nor is City required to honor, any offered or promised payments to Contractor under this 
Agreement in excess of the certified maximum amount without the Controller having first certified the 
additional promised amount and the Parties having modified this Agreement as provided in Section 13.5, 

 
3.3 Authorization to Commence Work. Contractor shall not commence any work under 

this Agreement until City has issued formal written authorization to proceed, such as a purchase order, 
task order or notice to proceed. Such authorization may be for a partial or full scope of work. 

3.4 Compensation.  
3.4.1 Calculation of Charges and Contract Not to Exceed Amount.  

(a) Payment. The amount of this Agreement shall not exceed $2,000,000, 
the 
interest or late charges for any late payments. City will not honor minimum service order charges for any 
Services covered by this Agreement. 

3.4.2 Payment Limited to Satisfactory Services and Delivery of Goods. Contractor 
is not entitled to any payments from City until City approves the goods and/or Services delivered 
pursuant to this Agreement. Payments to Contractor by City shall not excuse Contractor from its 
obligation to replace unsatisfactory delivery of goods and/or Services even if the unsatisfactory character 
may not have been apparent or detected at the time such payment was made. Goods and/or Services 
delivered pursuant to this Agreement that do not conform to the requirements of this Agreement may be 
rejected by City and in such case must be replaced by Contractor without delay at no cost to City.  

3.4.3 Withhold Payments. If Contractor fails to provide goods and/or Services in 

due to Contractor until such failure to perform is cured, and Contractor shall not stop work as a result of 
 

3.4.4 Invoice Format. Invoices submitted by Contractor under this Agreement must 
be in a form acceptable to the Controller and City and include a unique invoice number and a specific 
invoice date. Payment shall be made by City as specified in Section 3.4.8, or in such alternate manner as 
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the Parties have mutually agreed upon in writing. All invoices must show the PeopleSoft Purchase Order 
ID Number, PeopleSoft Supplier Name and ID, Item numbers (if applicable), complete description of 
goods delivered or Services performed, sales/use tax (if applicable), contract payment terms and contract 
price. Invoices that do not include all required information or contain inaccurate information will not be 
processed for payment. 

3.4.5 LBE Payment and Utilization Tracking System - Reserved. 
3.4.6 Getting paid by City for Goods and/or Services. 

(a) City utilizes a commercial product through its banking partner to pay 
City contractors electronically. Contractors shall sign up to receive electronic payments to be paid under 
this Agreement. To sign up for electronic payments, visit SF City Partner at sfgov.org. 

(b) At the option of City, Contractor may be required to submit invoices 

https://sfcitypartner.sfgov.org/pages/training.aspx for more information. 

3.4.7 Grant Funded Contracts - Reserved. 
3.4.8 Payment Terms.  

Payment Due Date. Unless City notifies the Contractor that a dispute exists, Payment shall be made 
within 30 calendar days, measured from (1) the rendering of the Services, or (2) the date of receipt of the 
invoice, whichever is later. In case of a dispute that only relates to part of the charges of a relevant 
invoice, the Contractor shall reissue the invoice listing only the undisputed charges, the Airport shall pay 
the undisputed charges within 30 calendar days. Payment is deemed to be made on the date City issued a 
check to Contractor or, if Contractor agreed to electronic payment, the date City has posted electronic 
payment to Contractor. 

(a) Payment Discount Terms  Reserved. 
3.5 Audit and Inspection of Records. Contractor agrees to maintain and make available to 

City, during regular business hours, accurate books and accounting records relating to its Services. 
Contractor will permit City to audit, examine and make copies of such books and records, and to make 
audits of all invoices, materials, payrolls, records or personnel and other data related to all other matters 
covered by this Agreement, whether funded in whole or in part under this Agreement. Contractor shall 
maintain such data and records in an accessible location and condition for a period of not less than five 
years after final payment under this Agreement or until after final audit has been resolved, whichever is 
later. The State of California or any Federal agency having an interest in the subject matter of this 
Agreement shall have the same rights as conferred upon City by this Section. Contractor shall include the 
same audit and inspection rights and record retention requirements in all subcontracts. 

3.6 Submitting False Claims. The full text of San Francisco Administrative Code Section 
21.35, including the enforcement and penalty provisions, is incorporated into this Agreement. Any 
contractor or subcontractor who submits a false claim shall be liable to City for the statutory penalties set 
forth in that section. 

3.7 Payment of Prevailing Wages. 
3.7.1 Covered Services. Services to be performed by Contractor under this Agreement 

may involve the performance of trade work covered by the California Labor Code Sections 1720 and 
1782, as incorporated within Section 6.22(e) of the San Francisco Administrative Code (collectively, 

to any Covered Services performed by Contractor and its subcontractors. 
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3.7.2 Wage Rates. The latest prevailing wage rates for private employment on public 
contracts as determined by the San Francisco Board of Supervisors (BOS) and the Director of the 

during the term of this Agreement, are hereby incorporated as provisions of this Agreement, as applicable.  
For trade work covered by the provisions of Labor and Employment Code Article 102, Contractor agrees 
that it shall pay not less than the prevailing wage rates, as fixed and determined by the BOS, to all 
workers employed by Contractor who perform such Covered Services under this Agreement.  Copies of 

Internet at https://sfgov.org/olse/prevailing-wage-non-construction .  For trade work covered by the 
provisions of Administrative Code Section 6.22(e), Contractor agrees that it shall pay not less than the 
prevailing wage rates as fixed and determined by the California Department of Industrial Relations for the 
County of San Mateo to all workers employed by Contractor who perform Covered Services under this 
Agreement. Copies of such rates are available from the OLSE and on the Internet at 
http://www.dir.ca.gov/DLSR/PWD.  
 

Article 4 License 
4.1 Grant of License.  

4.1.1 Grant of License  On-Premises Solutions. Contractor hereby acknowledges 
and affirms that, pursuant to the previous agreements noted in the Recitals section above (and for good 
and valuable consideration, the sufficiency of which Contractor acknowledges), City was granted a non-
exclusive and non-transferable perpetual license to use the IDS Licensed Software hosted on-premises 
and a non-exclusive and non-transferable perpetual license to use the PPS Licensed Software hosted on-
premises (excluding SITA Smart Path, together, the Licensed Software as further defined in Section 1.13 
of this Agreement). In the event the City wishes to use the Licensed Software -premises 
solutions after the expiration of this Agreement and any extensions thereof, then such use shall only be of 
the version of such Licensed Software that was current at the time of expiration of this Agreement. 
Contractor shall not be required to provide any updates, patches, upgrades or future versions, nor support 
and maintenance of such Licensed Software after the expiration of this Agreement and any extensions 
thereof.  

4.1.2 Contractor hereby acknowledges and affirms the continuing validity of said 
grants of license referred to in Section 4.1.1 (Grant of License  On Premises Solutions) above, and, to 

Contractor hereby 
grants City a non-exclusive and non-transferable perpetual license to use the Licensed Software hosted 
on-premises, subject to the terms and conditions of this Agreement.  

4.1.3  Grant of License for Off-Premises Solutions. For and 
during the term of this Agreement, Contractor hereby grants City a non-exclusive, non-transferable 
license to access any solution that is or becomes a cloud-based solution. City acknowledges and agrees 

-based solution is the proprietary information of Contractor and that this 
Agreement grants City no title or right of ownership in the cloud-based solution. In the event the City 
wishes to have continued access -based solution after the term of this Agreement, 
such subscription based access shall be facilitated through a separate agreement or amendment hereto.  

4.1.4 Grant of License  SITA Smart Path. For purposes of this Section 4.1.4 (Grant 
of License  Solution  means Smart Path  and PaxControl used in conjunction with 
FacePods. Contractor hereby grants to the City a non-transferrable, non-exclusive license to use the 
Solution and other materials provided by Contractor solely for the purposes of this Agreement and solely 
for the duration of this Agreement. The City undertakes not to use, or authorize any third party to use, the 
Solution or any other materials related to the Solution provided by Contractor except as authorized by this 
Agreement, without consent. 
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4.1.5 Reserved. 
4.1.6 Other than the licenses expressly acknowledged and/or granted under this 

Agreement, City acknowledges and agrees that the Licensed Software is the proprietary information of 
Contractor and that this Agreement grants City no title or right of ownership in the Licensed Software. 

4.1.7 Restrictions on Use. City is authorized to use the Licensed Software only for 

Software to be used in any manner, whether directly or indirectly, that would enable any other person or 
entity not authorized by this Agreement, to use the Licensed Software. 

4.1.8 Disaster Recovery Copy. For the purpose of any bona fide City disaster 
recovery plan or with respect to the use of computer software in its municipal operations, Contractor 
agrees to perform scheduled back-ups of the System for the purposes of restoring the System in the event 
of a disaster. The use of such back-up copy shall be limited to (i) the purpose of conducting limited 

to the occurrence of an actual disaster during which Contractor requires the use of the back-up to enable 
System restoration.   

4.1.9 Transfer of Products  Reserved.  
4.1.10 Documentation. Contractor shall provide City with a minimum of two copies of 

the Documentation per installation, for any newly installed Software. Contractor grants to City permission 
 

4.1.11 Proprietary Markings. City agrees not to remove or destroy any proprietary 
markings or proprietary legends placed upon or contained within the Licensed Software or any related 
materials or Documentation. 

4.1.12 Application Program Interfaces (APIs); COTS and/or Third-Party 
Software.  

(a) Contractor's Rights  General. Any Application Program Interfaces 
(APIs), macros or other interfaces developed by Contractor shall remain the intellectual property of 
Contractor , and the development of such shall not grant City any 
right, title or interest in C  Intellectual Property, except as noted herein. Contractor hereby 
grants City a non-exclusive, non-
the purposes of using the Software and Services provided by Contractor hereunder.   

(b) City's Rights.  

(i) City shall be permitted to develop, use and modify Application 
Program Interfaces, macros and interfaces. Any such APIs, macros or other interfaces developed by the 
City shall become the property of the City . The development, use or 
modification of APIs, macros, and interfaces by City shall not grant Contractor any right, title, or interest 
in C . Any APIs  macros and 
interfaces developed by the City to communicate with or apply to Contractor's Software and/or Services 
shall only be implemented upon the mutual agreement of the Parties. City hereby grants Contractor a non-
exclusive, non-
Software and/or Services provided by Contractor hereunder.   

(ii) To the extent Contractor provides COTS and/or Third-Party 
Software in the performance of its duties in this Agreement, Contractor shall use best efforts to require the 
third-party to transfer the licenses to the City.  The terms of the third-party licenses will control.   

4.1.13 Contractor recognizes that City has and will license third party programs that 
 under this Agreement. City will seek written 
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authorization to integrate any new third party programs and Contractor 
reserves the right to request a task order for as-needed Services to the extent Contractor may need to 
provide integration services . Contractor is not responsible any changes 
that may be necessary to the third-party program.  Based on information provided to Contractor as to the 
Effective Date, Contractor agrees that use of third-party programs in place currently does not constitute an 
unauthorized modification or violate the licenses granted under this Agreement.  

4.1.14 Neither Party is permitted to modify or use the other P
in a manner not authorized by the terms of this Agreement or by a written modification of this Agreement 
pursuant to Section 13.5 (Modification of this Agreement) herein.    

4.2 Delivery. 
4.2.1 Delivery. Any Software delivered by Contractor under this Agreement will be 

delivered electronically and not by tangible, physical media. 

4.2.2 Installation. Any Software installed by Contractor under this Agreement will be 
installed electronically and not by tangible, physical media. 

4.2.3 Risk of Loss. If any of the Licensed Software products are lost or damaged 
during delivery or installation, or before installation is completed, Contractor shall promptly replace such 
products at no additional charge to City. If any of the Licensed Software products are lost or damaged 
while in the possession of City, Contractor will promptly replace such products without charge. 

4.3 Acceptance Testing. After Contractor has installed and configured any new Licensed 
Software, City shall have a period of 30 
to verify that the Licensed Software substantially performs to the specifications contained in the 
Documentation. In the event that City determines that the Licensed Software does not meet such 
specifications, City shall notify the Contractor in writing, and Contractor shall modify or correct the 
Licensed Software so that it satisfies the Acceptance criteria. The date of Acceptance will be that date 
upon which City provides Contractor with written notice of satisfactory completion of Acceptance testing. 
If City notifies Contractor after the Acceptance Testing Period that the Licensed Software does not meet 
the Acceptance criteria of this section, then City shall be entitled to terminate this Agreement in 

 
4.4 Training.  Upon request by City, Contractor will provide training in the use and 

operation of the Licensed Software training as priced and agreed to by both Parties. 
4.5  Failure or refusal of Contractor to perform or do any act herein 

required shall constitute a default. In the event of any default, in addition to any other remedy available to 
City, this Contract may be terminated by City upon ten days written notice. Such termination does not 
waive any other legal remedies available to City. 

4.6 Warranties: Right to Grant License. Contractor hereby warrants that it has title to 
and/or the authority to grant a license of the Licensed Software to City. 

4.7 Warranties: Conformity to Specifications. Contractor warrants that when the Licensed 
Software specified in the Agreement and all updates and improvements to the Licensed Software are 
delivered to City, they will be free from defects as to design, material, and workmanship and will perform 
in acco  30 

 

4.8 Nondisclosure. City agrees that it shall treat the Licensed Software with the same degree 
of care as it treats like information of its own, which it does not wish to disclose to the public, from the 
date the Licensed Software is Accepted by City until the license is ter
obligations set forth above, however, shall not apply to the Licensed Software, or any portion thereof, 
which: 
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4.8.1 is now or hereafter becomes publicly known; 
4.8.2 is disclosed to City by a third party which City has no reason to believe is not 

legally entitled to disclose such information; 

4.8.3 is known to City prior to its receipt of the Licensed Software; 

4.8.4 is subsequently developed by City independently of any disclosures made 
hereunder by Contractor; 

4.8.5  

4.8.6 is disclosed by Contractor to a third party without similar restrictions. 

 

Article 5 Services and Resources 
5.1 Services Contractor Agrees to Perform. In addition to the Software License 

maintenance and Support Services described in Article 6, Contractor agrees to perform the Services 
provided for in Appendix A  
Appendix A includes a defined Scope of Services and as-needed Services. As-needed Services shall be 
performed by Contractor only upon request by City through the issuance of a written task order signed by 
City and Contractor, which task order shall be made a part of and incorporated into the Agreement as 
though fully set forth in this Agreement without the need for a formal amendment to the Agreement. Only 

he 

-needed 
Services, the deliverables, schedule for performance, cost, and method and timing of payment. All 
Contractor costs associated with the development of any task order shall be borne by Contractor. The 
calculation of cost and the method and timing of payment for all task orders shall be in accordance with 

 Pricing for as-needed Services 
will be agreed to by both Parties based upon the agreed scope of work in a written task order as detailed 
in this Section. The cumulative total compensation due to Contractor for all task orders issued under this 
Agreement shall not exceed the amount of compensation set forth for as-needed Services in Appendix B, 

for as-needed Services performed under 
an authorized, executed task order as detailed in this Section 5.1. All task orders are governed by and 
subject to the terms and conditions of this Agreement. 

5.2 Qualified Personnel. Contractor represents and warrants that it is qualified to perform 
the Services required by City, and that all Services will be performed by competent personnel with the 
degree of skill and care required by current and sound professional procedures and practices. Contractor 

 which shall 
commit sufficient resources for timely completion within any relevant project schedule for the Services to 
be provided under this Agreement.  

5.3 Subcontracting. Contractor may subcontract portions of the Services only upon prior 
written approval of City. Contractor is responsible for its subcontractors throughout the course of the 
work required to perform the Services. All subcontracts must incorporate the terms of Article 12 

Party shall, on the basis of this Agreement, contract on behalf of, or in the name of, the other Party. Any 
agreement made in v
constitutes its approval of the subcontractors listed:  Alstef New Zealand.  

5.4 Independent Contractor; Payment of Employment Taxes and Other Expenses. 
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5.4.1 Independent Contractor
shall be deemed to include not only Contractor, but also any agent or employee of Contractor. Contractor 
acknowledges and agrees that at all times, Contractor is an independent contractor and is wholly 
responsible for the manner and means by which it performs the Services and work required under this 
Agreement. Contractor, and its agents and employees will not represent or hold themselves out to be 
employees of the City at any time. Contractor shall not have employee status with City, nor be entitled to 
participate in any plans, arrangements, or distributions by the City pertaining to or in connection with any 
retirement, health or other benefits that City may offer its employees. Contractor is liable for its acts and 
omissions. Contractor shall be responsible for all obligations and payments, whether imposed by federal, 
state or local law, including, but not limited to, FICA, income tax withholdings, unemployment 
compensation, insuran
and work, or any agent or employee of Contractor providing same. Nothing in this Agreement shall be 
construed as creating an employment or agency relationship between City and Contractor, or any of its 
agents or employees. Contractor agrees to maintain and make available to City, upon request and during 

with this Section. Should City determine that Contractor is not performing in accordance with the 
requirements of this Section, City shall provide Contractor with written notice of such failure. Within five 

ce with Contractor policy and 
procedure, Contractor shall remedy the deficiency. Notwithstanding, if City believes that an action of 
Contractor warrants immediate remedial action by Contractor, City shall contact Contractor and provide 
Contractor in writing with the reason for requesting such immediate action.  

5.4.2 Payment of Employment Taxes and Other Expenses. Should City, in its 
discretion, or a relevant taxing authority such as the Internal Revenue Service or the State Employment 
Development Division, or both, determine that Contractor is an employee for purposes of collection of 
any employment taxes, the amounts payable under this Agreement shall be reduced by amounts equal to 
both the employee and employer portions of the tax due (and offsetting any credits for amounts already 
paid by Contractor which can be applied against this liability). City shall then forward those amounts to 
the relevant taxing authority. Should a relevant taxing authority determine a liability for past Services 
performed by Contractor for City, upon notification of such fact by City, Contractor shall promptly remit 
such amount due or arrange with City to have the amount due withheld from future payments to 
Contractor under this Agreement (again, offsetting any amounts already paid by Contractor which can be 
applied as a credit against such liability). A determination of employment status pursuant to this Section 
5.4 shall be solely limited to the purposes of the particular tax in question, and for all other purposes of 
this Agreement, Contractor shall not be considered an employee of the City. Notwithstanding the 
foregoing, Contractor agrees to indemnify and hold harmless City and its officers, agents and employees 
from, and, if requested, shall defend them against any and all claims, losses, costs, damages, and 

 fees, arising from this Section.  
5.5 Assignment. The Services to be performed by Contractor are personal in character. This 

Agreement may not be directly or indirectly assigned, novated, or otherwise transferred unless first 
approved by City by written instrument executed and approved in the same manner as this Agreement. 
Any purported assignment made in violation of this provision shall be null and void. 

5.6 Warranty. Contractor warrants to City that the Services will be performed with the 
degree of skill and care that is required by current, good and sound professional procedures and practices, 
and in conformance with generally accepted professional standards prevailing at the time the Services are 
performed so as to ensure that all Services performed are correct and appropriate for the purposes 
contemplated in this Agreement.  

5.7 Liquidated Damages  Reserved. 
5.8 Performance Bond  Reserved. 
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5.9 Fidelity Bond - Reserved. 
5.10 Emergency - Priority 1 Service. In case of an emergency that affects any part of the San 

Francisco Bay Area, Contractor will give the City and County of San Francisco Priority 1 service with 
regard to the Services procured under this Agreement unless preempted by State and/or Federal laws. 
Contractor will make every good faith effort in attempting to deliver Services using all modes of 
transportation available. In addition, the Contractor shall charge fair and competitive prices for Services 
ordered during an emergency and not covered under the awarded Agreement. 

 

Article 6 Software Maintenance and Support Services 
6.1 Maintenance and Support Services. 

6.1.1 Maintenance and Support Services. Contractor will provide City with 
maintenance and Support Services for the Licensed Software as follows: (i) Contractor will provide such 
assistance as necessary to cause the Licensed Software to perform in accordance with the Specifications 
as set forth 
enhancements and Updates to the Licensed Software Contractor may make commercially available to its 
other customers; and (iii) Contractor will update the Licensed Software, as required, to cause it to operate 
under new versions or releases of the operating system specified in this Agreement so long as such 

 and the relevant Hardware is 
compliant with such operating system requirements. 

6.1.2 Changes in Operating System  Reserved.  
6.2 Priority Category Definitions.  During the term of this Agreement, Contractor will 

furnish Error, Defect or Malfunction correction in accordance with the Priority Categories listed below, 
 

reasonable analysis of the priority of the Error, Defect or Malfunction.  Contractor shall be available 
24x7x365 for handling incident calls.  The costs for Level 2 support are included in the maintenance fees 
under Appendix B (Calculation of Charges). 

6.2.1 Priority 1  Major Failures: An Error, Defect or Malfunction which renders the 
Software and/or Service inoperative, or causes the Software and/or Service to fail catastrophically, such 
as but not limited to: 

(a) Failures which affects the overall safety, security, or operation of the 
Airport. A major PPS failure is defined as a hardware or software failure which is the responsibility of 
Contractor and which affects three (3) or more units or affects two (2) or more airlines. 

(b) Any failure of the Airport Operational Database (AODB) or Resource 
Management System (RMS) software or hardware is considered a major failure. 

(c) A PPS root cause analysis report of  major system 
failures, including outages impacting more than one 
SFO within two (2) days of the incident, and follow up reports if the root cause analysis is not complete 
within two (2) days. 

(d) An IDS major failure is defined as a hardware or software problem that 
affects seven (7) or more display units or if an information feed from Airport Information Integration 
Solution (AIIS) or another source is no longer operational. 

6.2.2 Priority 2  Minor Failures: An Error, Defect or Malfunction which 

of the Hardware or Software, such as but not limited to: 
(a) Failures which do not affect the overall safety, security, or operation of 

the Airport. A minor PPS failure is defined as a hardware or software problem which is the responsibility 
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of Contractor and which affects no more than two (2) units or affects only one (1) airline for no more than 
50% of the units. 

(b) An IDS minor failure is defined as a hardware or software problem that 
affects no more than six (6) display units. 

6.3 Service Level Commitments and Priority Protocols.  Contractor will furnish Error, 
Defect or Malfunction correction in accordance with the following 

as part of rotocols, based on the Priority Category of the 
Error, Defect or Malfunction: 

6.3.1 Priority 1  Major Failure Protocol: Contractor must respond within 30 
minutes on a 24x7x365 basis to troubleshoot.  Contractor must close out the incident with the Service 
Manager within 4 hours. If the problem is not resolved within 4 hours, Contractor must notify SFO 
management personnel verbally and in writing and open a bridge line  request, and provide status 
reports every 2 hours until the issue is resolved. 

6.3.2 Priority 2  Minor Failure Protocol: Contractor must respond within 1 hour to 
isolate the problem.  Contractor must close out the incident with its service manager within 24 hours or 

 

6.4 Service Level Availability.  

6.4.1 PPS Requirements 
(a) Availability of the Shared Use System (SUS) in an off-premises solution 

shall be an average of 99.9%, which is the availability of Azure active directory service. 
(b) Availability of the remaining services for the SUS off-premises solution 

shall be an average of 99.95%. 
(c) -premises production systems shall be 

an average of 99.99%. 

(d) 
direct responsibility excluding any dependencies on SFO or others, such as but not limited to, LAN 
infrastructure, system integration, airline responsibility and VPN token process that may impact control of 
the Contractor to achieve resolution and availability of individual workstations and peripherals. Lack of 
availability is defined as a major failure. 

(e) Availability shall not take into account scheduled maintenance, changes 
or scheduled outages. 

(f) Time to recover operations with secondary server if primary fails shall be 
less than 20 seconds. 

6.4.2 Shared Use Requirements 
(a) Response time from login shall be less than 2 seconds. 
(b) Time to load application and be ready for airlines operations from system 

shall be an average of no more than one minute, however, this average time to load is outside of 
 

(c) Time to reboot after individual system freeze or failure shall be less than 
1 minute. 

6.4.3 AODB Requirements 
(a) AODB application will record data transactional logs every 15 minutes so 

as to have a Recovery Point Objective (RPO) of 15 minutes. 
(b) Response time from login to  window shall be less than 999 



SITA Information Networking Computing USA Inc. 14 of 35 December 3, 2024 
AIR-649 (03-24)  1000034023 

milliseconds. 
(c) Time to distribute updates to interfacing systems shall not exceed 5 

seconds. 

6.4.4 RMS Requirements 
(a) RMS application will record data transactional logs every 15 minutes so 

as to have a Recovery Point Objective (RPO) of 15 minutes. 
(b) Response time from login to  window shall be less than 999 

milliseconds. 
(c) Time to distribute updates to interfacing systems shall not exceed 5 

seconds. 

6.4.5 IDS Requirements 
(a) If the IDS availability is less than 99.99%, it shall be deemed a major 

failure.  If the primary server fails, the time to recover operations with the secondary server shall be less 
than 20 seconds. 

(b) IDS application must record data transactional logs every 15 minutes to 
have a Recovery Point Objective (RPO) of 15 minutes.  Given the required build-in redundancy of the 
IDS system, there should never be more than 15 minutes of lost data for any failure scenario. 

(c) IDS Response time for login shall be less than one (1) second.   Time to 
display new data/data updates shall be less than five (5) seconds from receipt of data. 

6.5 Software Support including Database Management.  Contractor shall be responsible 
for all database administration functions for the local database 
database administrator performs administration functions for the PPS and IDS systems. 

6.6 Application Security Patches, Bug Fixes, and Updates.  Contractor shall perform all 
software patches and updates to the Licensed Software and other programs using remote software support 

-site personnel including: 
6.6.1 Contractor shall provide software security updates and general bug fix updates 

developed by Contractor for all software elements required for the proper operation of the PPS and IDS 
systems including all required third-party Software including, without limitation, Linux based or 
Microsoft Windows and Microsoft Windows Server operating systems.  All work regarding Software 
updates will need to be coordinated and scheduled with the City prior to the work being performed. 

6.6.2 The Airport will make available all necessary internet connectivity from the 
servers to the internet to perform software updates as recommended by Contractor.  Contractor shall 
honor the policies and procedures as provided by the Airport with as-needed updates regarding access to 
the system. 

6.6.3 In the case of third-party applications installed as a component of the PPS and 
IDS system, the Contractor shall determine the compatible Patches to be installed in the production 
system. These include all Hardware provided by the Contractor supporting the PPS and IDS servers and 
devices. 

6.6.4 Contractor shall deploy security patches and other patches which effect stability 
and security of the PPS and IDS environment Airport Commission Cyber 
Security Requirements  

6.6.5 Contractor shall provide accurate and complete documentation for all Software 
modules. 
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6.6.6 Contractor shall provide normal improvement releases (updates) when they 
become available or when delivered to other clients. 

6.6.7 For all Software Patches and updates, the Contractor shall provide thorough 
documentation that describes: (1) patch/update designation, (2) detailed description of what the 
patch/update does, and (3) exact procedures to restore the system to pre-patch update condition. 

6.6.8 Contractor shall not require Airport to maintain authentication credentials and/or 
privileged access to any System Component managed by the Contractor as part of the services provided 
under this Agreement.  

6.6.9 Contractor shall correct all known software bugs for software provided by the 
Contractor that are reported by PPS Level 1 Support Contractor for maintenance.  Contractor will 
implement a Software Problem/Change Request process for reporting and correcting software issues. 

6.6.10 Maintain all SUS application software, COTS software and firmware at its most 
current release following system acceptance; however, if the most current software or application release 
is not supported and certified by airlines, then Contractor shall maintain the prior supported and certified 
version unless otherwise instructed by SFO. The AODB/RMS software will be maintained at the version 
accepted as part of the Final System Acceptance. 

6.6.11 Schedule all software updates with ITT ahead of time and follow the approved 
 change management process.  Prior to software release updates, Airport must be advised with 

two (2) weeks advance written notice that a new software release is available. Notice must outline all of 
the enhancements, fixes, and remaining known problems. 

6.6.12 Maintain configuration management of all software currently in production 
environment at all times. This includes application and COTS software configuration management. 

6.6.13 Contractor shall use the Test Lab Environment for debugging and testing 
software fixes. After successful test in the Test Lab Environment, Contractor will load all software, and 
test in the Production Staging Environment, and conduct functional and regression tests to ensure no 
negative impacts to other aspects of the system will occur. 

6.7 System Upgrades.  Contractor shall perform upgrades to the Licensed Software and 
-site personnel including: 

6.7.1 Implementation of System Upgrades is defined in the following paragraphs of 
this section. All work regarding System Upgrades will need to be coordinated and scheduled with the 
Airport prior to the work being performed. 

6.7.2 The City will make available all necessary internet connectivity from the servers 
to the internet to perform System Upgrades as recommended by Contractor.  Contractor shall honor the 
policies and procedures as provided by the Airport with as-needed updates regarding access to the system. 

6.7.3 In the case of third-party applications installed as a component of the PPS and 
IDS systems, the Contractor shall determine the compatible Patches to be installed in the production 
system. These include all Hardware provided by the Contractor supporting the servers and devices. 

6.7.4 When System Upgrades include new functions and/or exclude current processes, 
 two weeks prior to 

the installation of System Upgrade. 
6.8 Maintenance Logs.  Contractor shall maintain and submit to the City a monthly 

Maintenance Log of all preventative maintenance and corrective/repair services performed during the 
term of the Agreement.  The log shall be in a City-approved format.  The log shall be available for 
inspection by the Airport at any time during the contract term.  The Maintenance Log shall be turned over 
to the Airport at the end of the contract term upon request.  The log shall include a parameter-driven 
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maintenance log (by date opened, by problem type, by date resolved, resolution notes) and inventory 
reports.  The log shall itemize the history of preventative maintenance and corrective/repair activities 
including but not limited to: (1) identification of the problem, (2) priority level, (3) date/time failure 
reported, (3) reporting party, (4) assigned party, (5) acknowledgement/assignment time, (6) corrective 
action time, and (7) root cause. 

6.9 Integrations.  Contractor shall notify the City if there are any interface changes in API as 
that term is defined in Section 4.1.12 (Application Program Interfaces (APIs); COTS and/or Third Party 
Software).  Contractor shall notify the City immediately if there is an outage and/or performance 
degradation in APIs.  Contractor shall maintain and support all existing integrations with third-party 
applications/systems/data services and guarantee all integrations are in operation after any changes such 
as update, patch, and database migration. 

 
Article 7 Insurance and Indemnity 

7.1 Insurance. 
7.1.1 Required Coverages. 

of the Agreement, insurance in the following amounts and coverages:  
(a) Commercial General Liability Insurance with limits not less than 

$2,000,000 each occurrence for Bodily Injury and Property Damage, including Contractual Liability, 
Personal Injury, Products and Completed Operations. 

(b) Commercial Automobile Liability Insurance with limits not less than 
$2
Owned, Non-Owned and Hired auto coverage, as applicable.  

(c) 
 

(d) Professional Liability Insurance - Reserved. 

(e) Technology Errors and Omissions Liability Insurance, with limits of 
$2,000,000 for each claim and each loss. The policy shall at a minimum cover professional misconduct or 
lack of the requisite skill required for the performance of Services defined in this Agreement and shall 
also provide coverage for the following risks:  

(i) Network security liability arising from the unauthorized access 
to, use of, or tampering with computers or computer systems, including hacker attacks; and  

(ii) Liability arising from the introduction of any form of malicious 

computer, computer system, network, or similar computer-related property and the data, software, and 
programs thereon.  

(f) Cyber and Privacy Liability Insurance - Reserved. 

(g) Pollution Liability Insurance - Reserved. 

7.1.2 Additional Insured. 
(a) The Commercial General Liability Insurance policy must include as 

Additional Insured the City and County of San Francisco, the Airport Commission and its members, and 
all of their officers, directors, and employees.  
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(b) The Commercial Automobile Liability Insurance policy must include as 
Additional Insured the City and County of San Francisco, the Airport Commission and its members, and 
all of their officers, directors, and employees. 

7.1.3 Waiver of Subrogation. 
policy(ies) shall include a waiver of subrogation in favor of City for all work performed by the 
Contractor, and its employees, agents and subcontractors. 

7.1.4 Primary Insurance. 
(a) The Commercial General Liability Insurance policy shall provide that 

such policies are primary insurance to any other insurance available to the Additional Insureds, with 
respect to any claims arising out of this Agreement, and that the insurance applies separately to each 
insured against whom claim is made or suit is brought. 

(b) The Commercial Automobile Liability Insurance policy shall provide 
that such policies are primary insurance to any other insurance available to the Additional Insureds, with 
respect to any claims arising out of this Agreement, and that the insurance applies separately to each 
insured against whom claim is made or suit is brought.  

7.1.5 Other Insurance Requirements. 
(a) 

cancellation, intended non-renewal, or reduction in coverages, except for non-payment for which no less 
y address set forth in 

Section 13  
(b) Should any of the required insurance be provided under a claims-made 

form, Contractor shall maintain such coverage continuously throughout the term of this Agreement and, 
without lapse, be maintained for a period of three (3) years beyond the expiration of this Agreement, to 
the effect that, should occurrences during the Agreement term give rise to claims made after expiration of 
the Agreement, such claims shall be covered by such claims-made policies.  

(c) Should any of the required insurance be provided under a form of 
coverage that includes a general annual aggregate limit or provides that claims investigation or legal 
defense costs be included in such general annual aggregate limit, such general annual aggregate limit shall 
be double the occurrence or claims limits specified above. 

(d) Should any required insurance lapse during the term of this Agreement, 
requests for payments originating after such lapse shall not be processed until City receives satisfactory 
evidence of reinstated coverage as required by this Agreement, effective as of the lapse date. If insurance 
is not reinstated, City may, at its sole option, terminate this Agreement effective on the date of such lapse 
of insurance.  

(e) Before commencing any Services, Contractor shall furnish to City 
certificates of insurance including additional insured and waiver of subrogation status, as required, with 
insurers with ratings comparable to A-, VIII or higher, that are authorized to do business in the State of 
California, and that are satisfactory to City, in form evidencing all coverages set forth above. Approval of 

 

(f) If Contractor will use any subcontractor(s) to provide Services, 
Contractor shall require the subcontractor(s) to provide all necessary insurance and to name the City and 
County of San Francisco and its officers, agents, and employees, and the Contractor as additional insureds 
and waive subrogation in favor of City, where required. 
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7.2 Indemnification.  
7.2.1 General Indemnification. Contractor shall indemnify and hold harmless City 

and its officers, agents and employees from, and, if requested, shall defend them from and against any and 
all liabilities (legal, contractual, or otherwise), losses, damages, costs, expenses, or claims for injury or 

formance of 
the Agreement, including but not limited to, any: (i) injury to or death of a person, including employees of 
City or Contractor; (ii) loss of or damage to property; (iii) violation of local, state, or federal common 
law, statute or regulation, including but not limited to privacy or personal identifiable information, health 
information, disability and labor laws or regulations; (iv) strict liability imposed by any law or regulation; 

ts not in accordance with the requirements 
of this Agreement applicable to subcontractors; except to the extent such indemnity is void or otherwise 
unenforceable under applicable law, and except where such Claims are the result of the active negligence 
or willful misconduct of City and are not contributed to by any act of, or by any omission to perform 

The foregoing indemnity shall include, without limitation, reasonable fees of attorneys, consultants, 
  

and agrees that it has an immediate and independent obligation to defend City from any claim which 
actually or potentially falls within this indemnification provision, even if the allegations are or may be 
groundless, false or fraudulent, which obligation arises at the time such Claim is tendered to Contractor 
by City and continues at all times thereafter. 

7.2.2 Infringement Indemnification. If notified promptly in writing of any judicial 

patent, copyright, or any right of a third party or constitutes misuse or misappropriation of a trade secret 
or any other right in intellectual property (Infringement), Contractor will hold City harmless and defend 
such action at its own expense. Contractor will pay the costs and damages awarded in any such action or 
the cost of settling such action, provided that Contractor shall have sole control of the defense of any such 
action and all negotiations or its settlement or compromise. If notified promptly in writing of any informal 
claim (other than a judicial action) brought aga
Licensed Software constitutes Infringement, Contractor will pay the costs associated with resolving such 
claim and will pay the settlement amount (if any), provided that Contractor shall have sole control of the 
resolution of any such claim and all negotiations for its settlement.  

subject of Infringement, Contractor may at its option and expense: (a) procure for City the right to 
continue to use the Licensed Software as contemplated hereunder, (b) replace the Licensed Software with 
a non-infringing, functionally equivalent substitute Licensed Software, or (c) suitably modify the 
Licensed Software to make its use hereunder non-infringing while retaining functional equivalency to the 
unmodified version of the Licensed Software. If none of these options is reasonably available to 
Contractor, then the Agreement may be terminated at the option of either Party hereto and Contractor 
shall refund to City all amounts paid under this Agreement for the license of such infringing Licensed 
Software. Any unauthorized use, modification or attempted modification, of the Licensed Software, by 
City, or any failure by City to implement any improvements or updates to the Licensed Software, as 
supplied by Contractor, shall void this indemnity unless City has obtained prior written authorization 
from Contractor permitting such use, modification, attempted modification or failure to implement. 

Licensed Software with products or data of the type for which the Licensed Software was neither 
designed nor intended to be used. 
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7.2.3 Under no circumstances will City indemnify or hold harmless Contractor. 
 

Article 8 Liability of the Parties 
8.1 Liability of City

SHALL BE LIMITED TO THE PAYMENT OF THE COMPENSATION PROVIDED FOR IN 
SECTION 3.4.1(a)  OF THIS AGREEMENT. NOTWITHSTANDING ANY OTHER 
PROVISION OF THIS AGREEMENT, IN NO EVENT SHALL CITY BE LIABLE, REGARDLESS OF 
WHETHER ANY CLAIM IS BASED ON CONTRACT OR TORT, FOR ANY SPECIAL, 
CONSEQUENTIAL, INDIRECT OR INCIDENTAL DAMAGES, INCLUDING, BUT NOT LIMITED 
TO, LOST PROFITS, ARISING OUT OF OR IN CONNECTION WITH THIS AGREEMENT OR THE 
SERVICES PERFORMED IN CONNECTION WITH THIS AGREEMENT. 

8.2 Liability for Use of Equipment. City shall not be liable for any damage to persons or 
property as a result of the use, misuse or failure of any equipment used by Contractor, or any of its 
subcontractors, or by any of their employees, even though such equipment is furnished, rented or loaned 
by City. 

8.3 Liability for Incidental and Consequential Damages. Contractor shall be responsible 

omissions.  
 

Article 9 Payment of Taxes 
9.1 Contractor to Pay All Taxes. Except for any applicable California sales and use taxes 

charged by Contractor to City, Contractor shall pay all taxes, including possessory interest taxes levied 
upon or as a result of this Agreement, or the Services delivered pursuant hereto. Contractor shall remit to 
the State of California any sales or use taxes paid by City to Contractor under this Agreement. Contractor 

State requirements for reporting sales and use tax paid by City under this Agreement. 

9.2 Possessory Interest Taxes. Contractor acknowledges that this Agreement may 

and its permitted successors and assigns to timely report on behalf of City to the County Assessor the 
information required by San Francisco Administrative Code Section 23.39, as amended from time to time, 
and any successor provision. Contractor further agrees to provide such other information as may be 
requested by City to enable City to comply with any reporting requirements for possessory interests that 
are imposed by applicable law. 

9.3 Withholding. Contractor agrees that it is obligated to pay all amounts due to City under 
the San Francisco Business and Tax Regulations Code during the term of this Agreement. Pursuant to 
Section 6.10-2 of the San Francisco Business and Tax Regulations Code, Contractor further 
acknowledges and agrees that City may withhold any payments due to Contractor under this Agreement if 
Contractor is delinquent in the payment of any amount required to be paid to City under the San Francisco 
Business and Tax Regulations Code. Any payments withheld under this paragraph shall be made to 
Contractor, without interest, upon Contractor coming back into compliance with its obligations. 
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Article 10 Termination and Default 
10.1 Termination for Convenience.  

10.1.1 City shall have the option, in its sole discretion, to terminate this Agreement, at 
any time during the term hereof, for convenience and without cause. City shall exercise this option by 
giving Contractor at least sixty (60) days written notice of termination. The notice shall specify the date 
on which termination shall become effective. 

10.1.2 Upon receipt of the notice of termination, Contractor shall commence and 
perform, with diligence, all actions necessary on the part of Contractor to effect the termination of this 
Agreement on the date specified by City and to minimize the liability of Contractor and City to third 
parties as a result of termination. All such actions shall be subject to the prior approval of City. Such 
actions may include any or all of the following, without limitation:  

(a) Halting the performance of all Services under this Agreement on the 
date(s) and in the manner specified by City.  

(b) Terminating all existing orders and subcontracts, and not placing any 
further orders or subcontracts for materials, Services, equipment or other items.  

(c) 
title, and interest under the orders and subcontracts terminated. Upon such assignment, City shall have the 
right, in its sole discretion, to settle or pay any or all claims arising out of the termination of such orders 
and subcontracts.  

(d) 
title, and interest under the orders and subcontracts terminated. Upon such assignment, City shall have the 
right, in its sole discretion, to settle or pay any or all claims arising out of the termination of such orders 
and subcontracts.  

(e) Completing performance of any Services that City designates to be 
completed prior to the date of termination specified by City.  

(f) At the election of City, Contractor shall deliver to City all or designated 
portions of the unused Consumables, Parts and Materials for which Contactor has sought and received 
reimbursement under Appendix B of this Agreement, as designated by City, prior to the date of 
termination specified by City.  

(g) Taking such action as may be necessary, or as the City may direct, for 
the protection and preservation of any property related to this Agreement which is in the possession of 
Contractor and in which City has or may acquire an interest.  

10.1.3 Within thirty (30) days after the specified termination date, Contractor shall 
submit to City an invoice in accordance with Section 3 for the Services completed through the date of 
termination specified by City. 

10.1.4 In no event shall City be liable for costs incurred by Contractor or any of its 
subcontractors after the termination date specified by City, except for those costs specifically listed in 
Section 10.1.3. Such non-recoverable costs include, but are not limited to, anticipated profits on the 
Services under this Agreement, post-termination employee salaries, post-termination administrative 
expenses, post-termination overhead or unabsorbed overhead, atto
prosecution of a claim or lawsuit, prejudgment interest, or any other expense which is not reasonable or 
authorized under Section 10.1.3. 

10.1.5 In arriving at the amount due to Contractor under this Section, City may deduct: 

which City may have against Contractor in connection with this Agreement; (iii) any invoiced costs or 
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expenses excluded under the immediately preceding subsection 10.1.4; and (iv) in instances in which, in 
the opinion of the City, the cost of any Service performed under this Agreement is excessively high due to 
costs incurred to remedy or replace defective or rejected Services, the difference between the invoiced 
amount and 
the requirements of this Agreement. 

10.1.6 
Agreement. 

10.2 Termination for Default; Remedies. 
10.2.1 City shall have the right, without further obligation or liability to Contractor 

immediately terminate this Agreement if Contractor defaults on this Agreement and fails to remedy such 
default within thirty (30) days after written notice by City of such default, in which event, Contractor 
shall reimburse City in the same manner as for the removal of the Licensed Software due to infringement 
under Section 7.2.2; or (ii) to terminate this Agreement upon ninety (90) days prior written notice for any 
reason if the license granted hereunder is for any term other than perpetual. In the event the license 
granted is perpetual, termination of this Agreement by City shall be effective upon receipt by Contractor 
of written notice of said termination.  

10.2.2 
 

(a) Contractor fails or refuses to perform or observe any term, covenant or 
condition contained in any of the following Sections of this Agreement: 

 

 

(b) Contractor fails or refuses to perform or observe any other term, 
covenant or condition contained in this Agreement, including any obligation imposed by ordinance or 
statute and incorporated by reference herein, and such default is not cured within ten days after written 
notice thereof from City to Contractor. If Contractor defaults a second time in the same manner as a prior 
default cured by Contractor, City may in its sole discretion immediately terminate the Agreement for 
default or grant an additional period not to exceed five days for Contractor to cure the default.  

(c) Contractor (i) is generally not paying its debts as they become due; (ii) 
files, or consents by answer or otherwise to the filing against it of a petition for relief or reorganization or 
arrangement or any other petition in bankruptcy or for liquidation or to take advantage of any bankruptcy, 

creditors; (iv) consents to the appointment of a custodian, receiver, trustee or other officer with similar 

purpose of any of the foregoing. 
(d) A court or government authority enters an order (i) appointing a 

custodian, receiver, trustee or other officer with similar powers with respect to Contractor or with respect 
elief or approving a petition 

for relief or reorganization or arrangement or any other petition in bankruptcy or for liquidation or to take 

the dissolution, winding-up or liquidation of Contractor. 

3.6 Submitting False Claims 12.10 Alcohol and Drug-Free Workplace 
5.5 Assignment 13.10 Compliance with Laws 

Article 7 Insurance and Indemnity Article 15 Data and Security 
Article 9 Payment of Taxes = = = = 
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10.2.3 Default Remedies. On and after any Event of Default, City shall have the right 
to exercise its legal and equitable remedies, including, without limitation, the right to terminate this 
Agreement or to seek specific performance of all or any part of this Agreement. In addition, where 
applicable, City shall have the right (but no obligation) to cure (or cause to be cured) on behalf of 
Contractor any Event of Default; Contractor shall pay to City on demand all costs and expenses incurred 
by City in effecting such cure, with interest thereon from the date of incurrence at the maximum rate then 
permitted by law. City shall have the right to offset from any amounts due to Contractor under this 
Agreement or any other agreement between City and Contractor: (i) all damages, losses, costs or expenses 
incurred by City as a result of an Event of Default; (ii) any liquidated damages levied upon Contractor 
pursuant to the terms of this Agreement; and (iii) any damages imposed by any ordinance or statute that is 
incorporated into this Agreement by reference, or into any other agreement with City. All remedies 
provided for in this Agreement may be exercised individually or in combination with any other remedy 
available hereunder or under applicable laws, rules and regulations. The exercise of any remedy shall not 
preclude or in any way be deemed to waive any other remedy. Nothing in this Agreement shall constitute 
a waiver or limitation of any rights that City may have under applicable law. 

10.2.4 
 

10.3 Disposition of Licensed Software on Termination. Upon termination of this Agreement 

License City has paid for is other than perpetual, City shall immediately: (i) return the Licensed Software 
to Contractor together with all Documentation; (ii) purge all copies of the Licensed Software or any 

placed or permitted others to place the Licensed Software; and (iii) give Contractor written certification 
that through its best efforts and to the best of its knowledge, City has complied with all of its obligations 
under Section 10.3. 

10.4 Non-Waiver of Rights. The omission by either Party at any time to enforce any default 
or right reserved to it, or to require performance of any of the terms, covenants, or provisions hereof by 
the other Party at the time designated, shall not be a waiver of any such default or right to which the Party 
is entitled, nor shall it in any way affect the right of the Party to enforce such provisions thereafter. 

10.5 Rights and Duties upon Termination or Expiration. 
10.5.1 This Section and the following Sections of this Agreement listed below, shall 

survive termination or expiration of this Agreement:  
 

3.4.2 Payment Limited to Satisfactory 
Services 

10.4 Non-Waiver of Rights 

3.4.7(a) Grant Funded Contracts  
Disallowance 

11.1 Ownership of Results 

3.5 Audit and Inspection of Records 11.2 Works for Hire 
3.6 Submitting False Claims 13.6 Dispute Resolution Procedure 
4.1 Grant of License 13.7 Agreement Made in California; 

Venue 
5.4 Independent Contractor; Payment of 

Employment Taxes and Other 
Expenses 

13.8 Construction 

Article 7 Insurance and Indemnity 13.9 Entire Agreement 
8.1 Liability of City 13.10 Compliance with Laws 
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8.3 Liability for Incidental and 
Consequential Damages 

13.11 Severability 

Article 9 Payment of Taxes Article 15 Data and Security 
10.2.3 Default Remedies = = = = 

10.5.2 Subject to the survival of the Sections identified in Section 10.5.1, above, if this 
Agreement is terminated prior to expiration of the term specified in Article 2, this Agreement shall be of 
no further force or effect. Contractor shall transfer title to City of any deliverables created for City 
pursuant to this Agreement, and deliver in the manner, at the times, and to the extent, if any, directed by 
City, any work in progress, completed work, supplies, equipment, and other materials produced as a part 
of, or acquired in connection with the performance of this Agreement, and any completed or partially 
completed work which, if this Agreement had been completed, would have been required to be furnished 
to City.  

 

Article 11 Rights in Deliverables 
11.1 Ownership of Results  Reserved. 
11.2 Works for Hire. All copyrights in Deliverables that are considered works for hire under 

Title 17 of the United States Code, shall be the property of City. If any such Deliverables are ever 
determined not to be works for hire under federal law, Contractor hereby assigns 
copyrights to such Deliverables to City, agrees to provide any material and execute any documents 
necessary to effectuate such assignment, and agrees to include a clause in every subcontract imposing the 
same duties upon its 
may retain and use copies of such works for reference and as documentation of their respective 
experience and capabilities provided that any such use is in conformance with the confidentiality 
provisions of this Agreement. Contractor and City agree that Contractor is not providing work for hire as 
part of its Scope of Services in Appendix A in the form of Deliverables. Regarding all Deliverables to be 
provided to City under the Scope of Services herein, such as reports regarding Software system failures, 
root cause analysis, or other similar Deliverables, Contractor hereby grants City a non-transferable, 

.  

 

Article 12 Additional Requirements Incorporated by Reference 
12.1 Laws Incorporated by Reference. The full text of the laws listed in this Article 12, 

including enforcement and penalty provisions, are incorporated by reference into this Agreement. The full 
text of the San Francisco Municipal Code provisions incorporated by reference in this Article and 

https://codelibrary.amlegal.com/codes/san_francisco/latest/overview . 
12.2 Conflict of Interest. By executing this Agreement, Contractor certifies that it does not 

alifornia Government 
Code (Section 87100 et seq.); or Title 1, Division 4, Chapter 1, Article 4 of the California Government 
Code (Section 1090 et seq.), and further agrees promptly to notify City if it becomes aware of any such 
fact during the term of this Agreement. 

12.3 Prohibition on Use of Public Funds for Political Activity. In performing the Services, 
Contractor shall comply with San Francisco Administrative Code Chapter 12G, which prohibits funds 
appropriated by City for this Agreement from being expended to participate in, support, or attempt to 
influence any political campaign for a candidate or for a ballot measure. Contractor is subject to the 
enforcement and penalty provisions in Chapter 12G. 
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12.4 Consideration of Salary History. Contractor shall comply with San Francisco Labor 

Contractor is prohibited from considering current or past salary of an applicant in determining whether to 
hire the applicant or what salary to offer the applicant to the extent that such applicant is applying for 
employment to be performed on this Agreement or in furtherance of this Agreement, and whose 
application, in whole or part, will be solicited, received, processed or considered, whether or not through 
an interview, in City or on City property. The ordinance also prohibits employers from (1) asking such 
applicants about their current or past salary or (2) disclosing a cur

to the enforcement and penalty provisions in Article 141. Information about and the text of Article 141 is 
available on the web at https://sfgov.org/olse/consideration-salary-history . Contractor is required to 
comply with all of the applicable provisions of Article 141, irrespective of the listing of obligations in this 
Section.  

12.5 Nondiscrimination Requirements. 
12.5.1 Nondiscrimination in Contracts. Contractor shall comply with the provisions of 

San Francisco Labor and Employment Code Articles 131 and 132. Contractor shall incorporate by 
reference in all subcontracts the provisions of Sections 131.2(a), 131.2(c)-(k), and 132.3 of the San 
Francisco Labor and Employment Code and shall require all subcontractors to comply with such 
provisions. Contractor is subject to the enforcement and penalty provisions in Articles 131 and 132. 

12.5.2 Nondiscrimination in the Provision of Employee Benefits. San Francisco 
Labor and Employment Code Article 131.2 applies to this Agreement. Contractor does not as of the date 
of this Agreement, and will not during the term of this Agreement, in any of its operations in San 
Francisco, on real property owned by San Francisco, or where work is being performed for City 
elsewhere in the United States, discriminate in the provision of employee benefits between employees 
with domestic partners and employees with spouses and/or between the domestic partners and spouses of 
such employees, subject to the conditions set forth in San Francisco Labor and Employment Code Article 
131.2. 

12.6 Local Business Enterprise and Non-Discrimination in Contracting Ordinance. 

subject to the enforcement and penalty provisions in Chapter 14B.  
12.7 Minimum Compensation Ordinance. Labor and Employment Code Article 111 applies 

to this Agreement. Contractor shall pay covered employees no less than the minimum compensation 
required by San Francisco Labor and Employment Code Article 111, including a minimum hourly gross 
compensation, compensated time off, and uncompensated time off. Contractor is subject to the 
enforcement and penalty provisions in Article 111. Information about and the text of Article 111 is 
available on the web at http://sfgov.org/olse/mco. Contractor is required to comply with all of the 
applicable provisions of Article 111, irrespective of the listing of obligations in this Section. By signing 
and executing this Agreement, Contractor certifies that it complies with Article 111.  

12.8 Health Care Accountability Ordinance. Labor and Employment Code Article 121 
applies to this contract. Contractor shall comply with the requirements of Article 121. For each Covered 
Employee, Contractor shall provide the appropriate health benefit set forth in Article 121.3 of the HCAO. 
If Contractor chooses to offer the health plan option, such health plan shall meet the minimum standards 
set forth by the San Francisco Health Commission. Information about and the text of Article 121, as well 
as the Health C
Contractor is subject to the enforcement and penalty provisions in Article 121. Any Subcontract entered 
into by Contractor shall require any Subcontractor with 20 or more employees to comply with the 
requirements of the HCAO and shall contain contractual obligations substantially the same as those set 
forth in this Section.   
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12.9 First Source Hiring Program. Contractor must comply with all of the applicable 
provisions of the First Source Hiring Program, Chapter 83 of the San Francisco Administrative Code, that 
apply to this Agreement; and Contractor is subject to the enforcement and penalty provisions in Chapter 
83. 

12.10 Alcohol and Drug-Free Workplace. City reserves the right to deny access to, or require 
Contractor to remove from, City facilities personnel of any Contractor or subcontractor who City has 
reasonable grounds to believe has engaged in alcohol abuse or illegal drug activity which in any way 

-being of City 
employees and the general public. City shall have the right of final approval for the entry or re-entry of 
any such person previously denied access to, or removed from, City facilities. Illegal drug activity means 
possessing, furnishing, selling, offering, purchasing, using or being under the influence of illegal drugs or 
other controlled substances for which the individual lacks a valid prescription. Alcohol abuse means 
possessing, furnishing, selling, offering, or using alcoholic beverages, or being under the influence of 
alcohol.  

12.11 Limitations on Contributions. By executing this Agreement, Contractor acknowledges 

prohibits any person who contracts with, or is seeking a contract with, any department of City for the 
rendition of personal services, for the furnishing of any material, supplies or equipment, for the sale or 
lease of any land or building, for a grant, loan or loan guarantee, or for a development agreement, from 
making any campaign contribution to (i) a City elected official if the contract must be approved by that 
official, a board on which that official serves, or the board of a state agency on which an appointee of that 
official serves; (ii) a candidate for that City elective office; or (iii) a committee controlled by such elected 
official or a candidate for that office, at any time from the submission of a proposal for the contract until 
the later of either the termination of negotiations for such contract or twelve months after the date City 
approves the contract. The prohibition on contributions applies to each prospective party to the contract; 

financial officer and chief operating officer; any person with an ownership interest of more than ten 
percent (10%) in Contractor; any subcontractor listed in the bid or contract; and any committee that is 
sponsored or controlled by Contractor. Contractor certifies that it has informed each such person of the 
limitation on contributions imposed by Section 1.126 by the time it submitted a proposal for the contract, 
and has provided the names of the persons required to be informed to the City department with whom it is 
contracting.  

12.12 Slavery Era Disclosure - Reserved. 
12.13 Working with Minors - Reserved. 
12.14 Consideration of Criminal History in Hiring and Employment Decisions. 

12.14.1  Contractor agrees to comply fully with and be bound by all of the provisions of 

the remedies provided, and implementing regulations, as may be amended from time to time. The 
provisions of Article 142 are incorporated by reference and made a part of this Agreement as though fully 
set forth herein. The text of Article 142 is available on the web at http://sfgov.org/olse/fco. Contractor is 
required to comply with all of the applicable provisions of Article 142, irrespective of the listing of 
obligations in this Section. Capitalized terms used in this Section and not defined in this Agreement shall 
have the meanings assigned to such terms in Article 142. 

12.14.2 

Agreement, shall apply only to applicants and employees who would be or are performing work in 
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furtherance of this Agreement, and shall apply when the physical location of the employment or 
prospective employment of an individual is wholly or substantially within the City of San Francisco 
which excludes Airport property. Article 142 shall not apply when the application in a particular context 
would conflict with federal or state law or with a requirement of a government agency implementing 
federal or state law. 

12.15 Nonprofit Contractor Requirements  Reserved. 
12.16 Food Service Waste Reduction Requirements. Contractor shall comply with the Food 

Service Waste Reduction Ordinance, as set forth in San Francisco Environment Code Chapter 16, 
including but not limited to the remedies for noncompliance provided therein. 

12.17 Distribution of Beverages and Water. 
12.17.1 Sugar-Sweetened Beverage Prohibition. Contractor agrees that it shall not sell, 

provide, or otherwise distribute Sugar-Sweetened Beverages, as defined by San Francisco Administrative 
Code Chapter 101, as part of its performance of this Agreement. 

12.17.2 Packaged Water Prohibition. Contractor agrees that it shall not sell, provide, or 
otherwise distribute Packaged Water, as defined by San Francisco Environment Code Chapter 24, as part 
of its performance of this Agreement.  

12.18 Tropical Hardwood and Virgin Redwood Ban. Under the San Francisco Environment 
Code Section 804(b), City urges Contractor not to import, purchase, obtain, or use for any purpose, any 
tropical hardwood, tropical hardwood wood product, virgin redwood or virgin redwood wood product. 

 

Article 13 General Provisions 
13.1 Notices to the Parties. Unless otherwise indicated in this Agreement, all written 

communications sent by the Parties may be by U.S. mail or e-mail, and shall be addressed as follows:  

 
To City: Enrique Guadiamos, Director, Terminal Systems & Wayfinding, San Francisco 

International Airport, P.O. Box 8097, San Francisco, CA 94128, 650-821-5145, 
enrique.guadiamos@flysfo.com 

 
To Contractor: Oleksandr (Sasha) Poljanycka, Account Sales Director, SITA, USA Southwest 

Territory, 600 Galleria Parkway SE, Suite 1000, Atlanta, GA 30339,             
770-371-8726, oleksandr.poljanycka@sita.aero 

 
Any notice of default must be sent by registered mail or other trackable overnight mail. Either Party may 
change the address to which notice is to be sent by giving written notice of the change to the other Party. 
If email notification is used, the sender must specify a receipt notice.  

13.1.1 
DocuSign platform, to execute this Agreement and all subsequent modifications and task orders (if any). 

13.2 Compliance with Laws Requiring Access for People with Disabilities.  
13.2.1 Contractor acknowledges that, pursuant to the Americans with Disabilities Act 

(ADA), programs, services and other activities provided by a public entity to the public, whether directly 
or through a contractor, must be accessible to people with disabilities. To its understanding and belief, 
Contractor provided the services specified in this Agreement in a manner that complied with the ADA 
and all other applicable federal, state and local disability rights legislation at the time of the delivery of 
the services in the prior contracts. Contractor shall continue to provide the Services specified in this 
Agreement in a manner that complies with the ADA and all other applicable federal, state and local 
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disability rights legislation. Contractor agrees not to discriminate against people with disabilities in the 
provision of services, benefits or activities provided under this Agreement and further agrees that any 
violation of this prohibition on the part of Contractor, its employees, agents or assigns will constitute a 
material breach of this Agreement.  Contractor reserves the right to charge for material changes to the 
ADA that impact the Services provided hereunder as may be needed for the City to remain in ADA 
compliance, which would be implemented via the task order process for as-needed Services as provided 
for in this Agreement.   

13.2.2 Reserved. 
13.3 Incorporation of Recitals. The matters recited above are hereby incorporated into and 

made part of this Agreement. 
13.4 Sunshine Ordinance. Contractor acknowledges that this Agreement and all records 

California Public Records Act, (California Government Code §7920.000 et seq.), and the San Francisco 
Sunshine Ordinance, (San Francisco Administrative Code Chapter 67). Such records are subject to public 
inspection and copying unless exempt from disclosure under federal, state, or local law. 

13.5 Modification of this Agreement. This Agreement may not be modified, nor may 
compliance with any of its terms be waived, except by written instrument executed and approved in the 
same manner as this Agreement. 

13.6 Dispute Resolution Procedure.  
13.6.1 Negotiation; Alternative Dispute Resolution. The Parties will attempt in good 

faith to resolve any dispute or controversy arising out of or relating to the performance of services under 
this Agreement. Disputes will not be subject to binding arbitration. The status of any dispute or 
controversy notwithstanding, Contractor shall proceed diligently with the performance of its obligations 
under this Agreement in accordance with the Agreement and the written directions of City. Neither Party 
will be entitled to legal fees or costs for matters resolved under this Section.  

13.6.2 Government Code Claim Requirement. No suit for money or damages may be 
brought against City until a written claim therefor has been presented to and rejected by City in 
conformity with the provisions of San Francisco Administrative Code Chapter 10 and California 
Government Code Section 900, et seq. Nothing set forth in this Agreement shall operate to toll, waive or 

San Francisco Administrative Code Chapter 10 and California Government Code Section 900, et seq.  

13.7 Agreement Made in California; Venue. The formation, interpretation and performance 
of this Agreement shall be governed by the laws of the State of California. Venue for all litigation relative 
to the formation, interpretation and performance of this Agreement shall be in San Francisco. 

13.8 Construction. All paragraph captions are for reference only and shall not be considered 
in construing this Agreement. 

13.9 Entire Agreement. This contract including the appendices, sets forth the entire 
Agreement between the Parties, and supersedes all other oral or written provisions. This Agreement may 
be modified only as provided in Section 13.5  

13.10 Compliance with Laws
codes, ordinances and duly adopted rules and regulations of the City and of all state, and federal laws in 
any manner affecting the performance of this Agreement, and must at all times comply with such local 
codes, ordinances, and regulations and all applicable laws as they may be amended from time to time. 

13.11 Severability. Should the application of any provision of this Agreement to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, then 
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(i) the validity of other provisions of this Agreement shall not be affected or impaired thereby, and (ii) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the Parties 
and shall be reformed without further action by the Parties to the extent necessary to make such provision 
valid and enforceable. 

13.12 Cooperative Drafting. This Agreement has been drafted through a cooperative effort of 
City and Contractor, and both Parties have had an opportunity to have the Agreement reviewed and 
revised by legal counsel. No Party shall be considered the drafter of this Agreement, and no presumption 
or rule that an ambiguity shall be construed against the Party drafting the clause shall apply to the 
interpretation or enforcement of this Agreement. 

13.13 Order of Precedence. The Parties agree that this Agreement, including all appendices, 
 agrees to perform the services described below in 

accordance with the terms and conditions of this Agreement. If the Appendices to this Agreement include 
any standard printed terms from the Contractor, Contractor agrees that in the event of discrepancy, 
in

have no legal effect. 

13.14 Notification of Legal Requests. Contractor shall immediately notify City upon receipt of 

-four (24) 
hours after Contractor receives the request. Contractor shall not respond to Legal Requests related to City 
without first notifying City other than to notify the requestor that the information sought is potentially 
covered under a non-disclosure agreement. Contractor shall retain and preserve City Data in accordance 

litigation hold orders provided by City to Contractor, independent of where City Data is stored. 

 

Article 14 Airport Commission Specific Terms 
14.1 Airport Commission Rules and Regulations.  Contractor agrees to comply with the 

found at: http://www.flysfo.com/about-sfo/the-organization/rules-and-regulations. 
14.2 Airport Intellectual Property.  Under Resolution No. 01-0118, adopted by the Airport 

Commission on April 18, 2001, the Airport Commission affirmed that it will not tolerate the unauthorized 
use of its intellectual property, including the SFO logo, CADD designs, and copyrighted publications.  No 
proposers, bidders, contractors, tenants, permittees, and others doing business with or at the Airport in 
connection with this Agreement (including subcontractors and subtenants) may use the Airport 
intellectual property, or any intellectual property confusingly similar to the Airport intellectual property, 

 
14.3 Labor Peace/Card Check Rule.  Without limiting the generality of other provisions in 

this Agreement requiring Contractor to comply with all Airport Rules and Regulations, for all Covered 
n of 

which was adopted as Rule 12.1 on February 7, 2023 by Airport Commission Resolution No. 23-0018 (as 

Covered Employer shall comply with the Labor Peace/Card Check Rule, Section C, Covered Employer 
Duties, Items 1-13.  If the Airport determines that Contractor violated the Labor Peace/Card Check Rule, 
the Airport shall have the option to terminate this Agreement, in addition to exercising all other remedies 
available to the Airport.  Capitalized terms not defined in this provision are defined in the Labor 
Peace/Card Check Rule.   
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14.4 Federal Fair Labor Standards Act.  This Agreement incorporates by reference the 

and effect as if set forth in this Agreement. The FLSA sets minimum wage, overtime pay, recordkeeping, 
and child labor standards for full and part time workers. Contractor has full responsibility to monitor 
compliance with the FLSA and its implementing regulations. Contractor must address any claims or 
disputes that arise from this requirement directly with the U.S. Department of Labor  Wage and Hour 
Division. 

14.5 Occupational Safety and Health Act of 1970.  This Agreement incorporates by 
reference the requirements of 29 CFR Section 1910, Occupational Safety and Health Act of 1970, with 
the same force and effect as if set forth in this Agreement. Contractor must provide a work environment 
that is free from recognized hazards that may cause death or serious physical harm to the employee. 

the applicable requirements of the Occupational Safety and Health Act of 1970. Contractor must address 
any claims or disputes that arise from this requirement directly with the U.S. Department of Labor  
Occupational Safety and Health Administration. 

14.6 Federal Nondiscrimination Requirements.  During the performance of this contract, 

agrees as follows: 
14.6.1 Compliance with Regulations. The Contractor (hereinafter includes consultants) 

will comply with the Title VI List of Pertinent Nondiscrimination Acts And Authorities, as they may be 
amended from time to time, which are herein incorporated by reference and made a part of this contract. 

14.6.2 Nondiscrimination. The Contractor, with regard to the work performed by it 
during the contract, will not discriminate on the grounds of race, color, or national origin (including 
limited English proficiency), creed, sex (including sexual orientation and gender identity), age, or 
disability in the selection and retention of subcontractors, including procurements of materials and leases 
of equipment. The Contractor will not participate directly or indirectly in the discrimination prohibited by 
the Nondiscrimination Acts and Authorities, including employment practices when the contract covers 
any activity, project, or program set forth in Appendix B of 49 CFR part 21. 

14.6.3 Solicitations for Subcontracts. Including Procurements of Materials and 
Equipment: In all solicitations, either by competitive bidding, or negotiation made by Contractor for work 
to be performed under a subcontract, including procurements of materials, or leases of equipment, each 
potent
contract and the Nondiscrimination Acts and Authorities on the grounds of race, color, or national origin. 

14.6.4 Information and Reports. The Contractor will provide all information and 
reports required by the Acts, the Regulations, and directives issued pursuant thereto and will permit 
access to its books, records, accounts, other sources of information, and its facilities as may be determined 
by the Airport or the Federal Aviation Administration to be pertinent to ascertain compliance with such 
Nondiscrimination Acts and Authorities and instructions. Where any information required of a contractor 
is in the exclusive possession of another who fails or refuses to furnish the information, the contractor 
will so certify to the Airport or the Federal Aviation Administration, as appropriate, and will set forth 
what efforts it has made to obtain the information. 

14.6.5 Sanctions for Noncompliance. 
with the Non-discrimination provisions of this contract, the Airport will impose such contract sanctions as 
it or the Federal Aviation Administration may determine to be appropriate, including, but not limited to: 

(a) Withholding payments to the Contractor under the contract until the 
contractor complies; and/or 
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(b) Cancelling, terminating, or suspending a contract, in whole or in part. 
14.6.6 Incorporation of Provisions. The Contractor will include the provisions of 

paragraphs 12.6.1 through 12.6.6 in every subcontract, including procurements of materials and leases of 
equipment, unless exempt by the Acts, the Regulations and directives issued pursuant thereto. The 
Contractor will take action with respect to any subcontract or procurement as the Airport or the Federal 
Aviation Administration may direct as a means of enforcing such provisions including sanctions for 
noncompliance. Provided, that if the Contractor becomes involved in, or is threatened with litigation by a 
subcontractor, or supplier because of such direction, the Contractor may request the Airport to enter into 
any litigation to protect the interests of the Airport. In addition, the Contractor may request the United 
States to enter into the litigation to protect the interests of the United States. 

14.6.7 Title VI List of Pertinent Nondiscrimination Acts and Authorities. During 
the performance of this contract, Contractor, for itself, its assignees, and successors in interest (hereinafter 

-discrimination statutes and 
authorities; including but not limited to: 

 Title VI of the Civil Rights Act of 1964 (42 USC §2000d et seq., 78 stat. 
252), (prohibits discrimination on the basis of race, color, national origin);  

 49 CFR part 21 (Non-discrimination in Federally-Assisted programs of the 
Department of Transportation Effectuation of Title VI of the Civil Rights Act of 1964);  

 The Uniform Relocation Assistance and Real Property Acquisition Policies 
Act of 1970 (42 USC §4601) (prohibits unfair treatment of persons displaced or whose property has been 
acquired because of Federal or Federal-aid programs and projects);  

 Section 504 of the Rehabilitation Act of 1973, (29 USC. §794 et seq.), as 
amended (prohibits discrimination on the basis of disability); and 49 CFR part 27 (Nondiscrimination on 
the Basis of Disability in Programs or Activities Receiving Federal Financial Assistance);  

 The Age Discrimination Act of 1975, as amended (42 USC §6101 et seq.), 
(prohibits discrimination on the basis of age);  

 Airport and Airway Improvement Act of 1982, (49 USC § 47123), as 
amended (prohibits discrimination based on race, creed, color, national origin, or sex);  

 The Civil Rights Restoration Act of 1987, (PL 100-259), (broadened the 
scope, coverage and applicability of Title VI of the Civil Rights Act of 1964, the Age Discrimination Act 
of 1975 and Section 504 of the Rehabilitation Act of 1973, by expanding the definition of the terms 

-aid recipients, sub-
recipients and contractors, whether such programs or activities are Federally funded or not);  

 Titles II and III of the Americans with Disabilities Act of 1990 (42 USC § 
12101, et seq) (prohibit discrimination on the basis of disability in the operation of public entities, public 
and private transportation systems, places of public accommodation, and certain testing entities) as 
implemented by U.S. Department of Transportation regulations at 49 CFR parts 37 and 38;  

 -discrimination statute (49 USC 
§47123) (prohibits discrimination on the basis of race, color, national origin, and sex);  

 Executive Order 12898, Federal Actions to Address Environmental Justice in 
Minority Populations and Low-Income Populations (ensures non-discrimination against minority 
populations by discouraging programs, policies, and activities with disproportionately high and adverse 
human health or environmental effects on minority and low-income populations);  

 Executive Order 13166, Improving Access to Services for Persons with 
Limited English Proficiency, and resulting agency guidance, national origin discrimination includes 

h Title VI, you 
must take reasonable steps to ensure that LEP persons have meaningful access to your programs (70 Fed. 
Reg. 74087 (2005));  
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 Title IX of the Education Amendments of 1972, as amended, which prohibits 
you from discriminating because of sex in education programs or activities (20 USC § 1681 et seq.). 

14.7 Airport Commission Cyber Security Requirements. 
14.7.1 Should the Services provided under this Agreement require Contractor to access 

VPN solution to access such Airport systems and is prohibited from implementing any other remote 

Officer. 

14.7.2 For the purposes of this Agreement, known exploitable vulnerabilities, as that 
term is defined by the Department of Homeland Security Cybersecurity & Infrastructure Security Agency 

 until an assessment done by the 
Contractor as below. 

This designation shall remain until such time as the Contractor completes a cyber-
security assessment and determines, in their capacity as a subject matter expert, whether the software 
associated with said vulnerability, as said software it is used in the delivery and execution of the Services 
provided under this Agreement, may be safely recharacterized at a lower severity level.  

This recharacterized severity level, once communicated in writing to 
Information Security Officer, shall establish the timeframe under which the Contractor agrees to 
remediate said vulnerability. In the absence of such communication, the severity level of the KEV 
assigned by DHS/CISA shall remain in effect.  

For the purposes of section 14.7

catalog. Possible remediation options include, without limitation, removing or disabling said software, 
providing a replacement or patch for said software, or the implementation of compensating controls that 
mitigate the risk said vulnerable software has on the Services provided under this Agreement. Contractor, 
considering the nature of the vulnerability and the requirements of addressing such, shall use best efforts 
to remediate said vulnerability in the context of the below:  

(a) Vulnerabilities assessed as Critical shall be remediated within 15 calendar days. 

(b) Vulnerabilities assessed as High shall be remediated within 30 calendar days. 

(c) Vulnerabilities assessed as Moderate shall be remediated within 60 calendar 
days. 

(d) Vulnerabilities assessed as Low shall be remediated within 90 calendar days. 
 

14.7.3 In the absence of a DHS/CISA published KEV, the Common Vulnerability 
Scoring System (CVSS) shall be used to assess the severity of a cybersecurity vulnerability and establish 
the timeframe, considering the nature of the vulnerability and the requirements of addressing such, under 
which the Contractor agrees to use best efforts to remediate said vulnerability in the context of the below:  

(a) Vulnerabilities assessed as Critical shall be remediated within 15 calendar days. 

(b) Vulnerabilities assessed as High shall be remediated within 30 calendar days. 

(c) Vulnerabilities assessed as Moderate shall be remediated within 60 calendar 
days. 

(d) Vulnerabilities assessed as Low shall be remediated within 90 calendar days. 
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14.7.4 For software and services managed by the Contractor, Contractor is required to 
provide a report to the Airport Chief Information Security Officer of any known or suspected software 
vulnerabilities that, if exploited, could adversely impact the software and services being provided under 
this Agreement. 

14.7.5 
Assessment as outlined in the OCA Technology Purchasing Handbook (which may be found at:  
https://sfgov.org/oca/sites/default/files/OCA%20Technology%20Purchasing%20Guidelines%20v9.1_8-
1-21.pdf ), and, where applicable under such handbook, provide the Airport Chief Information Security 
Officer with a completed City Cyber Risk Assessment Questionnaire or SSAE 18 SOC-2 Type 2 report.  

14.7.6 City acknowledges and agrees that the provisions of this Section 14.7 have been 
proposed by the City after Contractor has provided its products and services and that as such, related costs 
are not included in the Agreement and that the requirements are not part of the 
offering.  City and Contractor agree that Contractor will provide costs within the first six months of the 
Agreement for the requirements of Section 14.7 and funds for such costs can be addressed through the as-
needed services.   

 

Article 15 Data and Security  
15.1 Nondisclosure of Private, Proprietary or Confidential Information. 

15.1.1 Protection of Private Information. If this Agreement requires City to disclose 

12M, Contractor and subcontractor shall use such information only in accordance with the restrictions 
stated in Chapter 12M and in this Agreement and only as necessary in performing the Services. 
Contractor is subject to the enforcement and penalty provisions in Chapter 12M. 

15.1.2 City Data; Confidential Information. In the performance of Services, 

Confidential Information that if disclosed to third parties may damage City. If City discloses proprietary 
or Confident
information must be held by Contractor in confidence and used only in performing the Agreement. 
Contractor shall exercise the same standard of care to protect such information as a reasonably prudent 
contractor would use to protect its own proprietary or Confidential Information.  Notwithstanding the 
foregoing provisions of this Section 15.1.2, Contractor is licensed  to use City Data to report industry 
statistics regarding the performance and usage of systems, provided that any such 
use of City Data to report industry statistics is in the aggregate, is not specific to the Airport or any 
person, is fully anonymized, and is in compliance with applicable federal, state and local data privacy 
laws and regulations . Contractor hereby grants a non-transferable, perpetual license to City to use 
Contractor Data for internal and operational purposes only.  Contractor Data is Confidential 
Information of Contractor and such must be held in confidence consistent with this Section 15.1.2, subject 
to Section 13.4 (Sunshine Ordinance) of this Agreement.   

15.2  Contractors providing services and 
products used to process, transmit or store cardholder data and/or connect with the cardholder data 

uired to support City by ensuring services and products deployed in accordance with 
vendor instruction will not prevent the City from implementing controls mandated by PCI DSS 
requirements and are subject to the following requirements:  

15.2.1 To the extent Contractor is deemed to be a Service Provider, as that term is 
defined by the PCI DSS, Contractor shall provide the City with a copy of a valid, compliant and executed 
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products and /or services being provided under this Agreement. If said AOC and ROC are not available, 
Contractor shall provide an expected completion date for the delivery of said AOC.  

15.2.2 The Contractor who processes, stores, or transmits cardholder data on behalf of 
City shall comply with evolving payment brand specifications and with security programs such as and 

 MasterCard Site Data 
. As the Contractor only transmits the data, responsibility for compliance to 

Visa and MasterCard programs are the responsibility of the individual airlines and their payment service 
provider/bank. 

15.2.3 The Contractor who provides products and services used to process, store, or 
transmit payment card data shall maintain ongoing compliance with the PCI DSS and Attestation of 

r this Agreement.  
The Contractor will provide the AOC promptly upon receipt from the PCI Qualified Security Assessor. 

15.2.4 To the extent Contractor utilizes any third-party services (e.g. third-party service 
- AOC 

shall include this scope to ensure that such third-party services are themselves fully compliant with PCI-
DSS. 

15.2.5 As required under PCI DSS, Contractor shall 
 their overall cyber-security strategy and make this documentation available 

-security team. 
15.2.6 Contractor is required to keep all software under their purview properly patched 

in accordance with PCI requirements and vendor recommendations.  
15.2.7 For the purposes of this Agreement, exploitable vulnerabilities, as that term is 

defined by PCI DSS, 
 until an assessment is done by the 

Contractor as in Section 14.7.2. 

15.2.8 Unless otherwise agreed to by the City, all costs associated with Contractor 
efforts to establish and maintain ongoing compliance with PCI DSS are the sole responsibility of the 
Contractor. 

15.2.9 Contractor shall not delegate, novate, or assign any of its PCI compliance 
obligations without the written approval of the City. 

15.2.10 Bank Accounts  Reserved. 
15.3 Business Associate Agreement - Reserved.  
15.4 Management of City Data. 

15.4.1 Use of City Data. Contractor agrees to hold City Data received from, or created 
or collected on behalf of, City, in strictest confidence. Contractor shall not use or disclose City Data 
except as permitted or required by the Agreement or as otherwise authorized in writing by City. Any work 
by Contractor or its authorized subcontractors using, or sharing or storage of, City Data outside the 
United States is prohibited, absent prior written authorization by City. Access to City Data must be 
strictly controlled -to-know basis only. 
City Data shall not be distributed, repurposed or shared across other applications, environments, or 
business units of Contractor. Contractor is provided a limited non-exclusive license to use City Data 

use. Nothing herein shall be construed to confer any license or right to City Data, by implication, estoppel 
or otherwise, under copyright or other intellectual property rights, to any third-party. Unauthorized use of 
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City Data by Contractor, subcontractors or other third-parties is prohibited. For purpose of this 
of data and/or machine 

learning from the data, stored or transmitted by the service, for unrelated commercial purposes, 
advertising or advertising-related purposes, or for any purpose that is not explicitly authorized other than 
security or service delivery analysis. 

15.4.2 Disposition of City Data. Upon request of City or termination or expiration of 
this Agreement, Contractor shall promptly, but in no event later than thirty (30) calendar days, return all 

 original 
media. Once Contractor has received written confirmation from City that City Data has been successfully 
transferred to City, Contractor shall within ten (10) business days clear or purge all City Data from its 
servers, any hosted environment Contractor has used in performance of this Agreement, including its 

data, and any other work files stored by Contractor in whatever medium. Contractor shall provide City 
with written certification that such purge occurred within five (5) business days of the purge. Secure 

National Institute of Standards and Technology (NIST) Special Publication 800-88 or most current 
industry standard. 

15.5 Ownership of City Data. The Parties agree that as between them, all rights, including all 
intellectual property rights, in and to City Data and any derivative works of City Data is the exclusive 
property of City. 

15.6  
Contractor shall comply with all applicable laws that require the notification to individuals in the event of 
unauthorized release of PII, PHI, or other event requiring notification. Contractor shall notify City of any 
actual or potential exposure or misa seventy-two (72) hours 
of the discovery of such, but within forty-eight (48) hours if the Data Leak involved PII or PHI. 
Contractor, at its own expense, will reasonably cooperate with City and law enforcement authorities to 
investigate any such Leak and to notify injured or potentially injured parties. The remedies and 
obligations set forth in this subsection are in addition to any other City may have. City shall conduct all 
media communications related to such Leak. 

 

Article 16 MacBride And Signature 
16.1 MacBride Principles - Northern Ireland. The provisions of San Francisco 

Administrative Code Chapter 12F are incorporated herein by this reference and made part of this 
Agreement. By signing this Agreement, Contractor confirms that Contractor has read and understood that 
City urges companies doing business in Northern Ireland to resolve employment inequities and to abide 
by the MacBride Principles, and urges San Francisco companies to do business with corporations that 
abide by the MacBride Principles.  
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IN WITNESS WHEREOF, the Parties hereto have executed this Agreement on the day first mentioned 
above. 
 

CITY 
AIRPORT COMMISSION 
CITY AND COUNTY OF 
SAN FRANCISCO 
 
 
 
By:   
 Ivar C. Satero, Airport Director 
 
Attest: 
 
 
 
By   
 Kantrice Ogletree, Secretary 
 Airport Commission 
 
Resolution No:  24-0254 
 
Adopted on:  December 3, 2024 
 
Approved as to Form: 
 
David Chiu 
City Attorney 
 
 
 
By   
 Cassie Coleman, Deputy City Attorney 
 
 
Approved: 
 
 
 
By   
 Sailaja Kurella, Director, Office ofContract 
 Administration/Purchasing 
 

CONTRACTOR 
 
 
 
 
 
 
  
Authorized Signature 
 
 
Harihar Subramanian, Regional CFO 
SITA Information Networking Computing 
USA Inc. 
600 Galleria Parkway SE, Suite 1000, 
Atlanta, GA 30339 
770-850-4500 
 
City Supplier Number:  0000030095 
Federal Employer ID Number:   
 
 

 
Appendices 
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2 OVERVIEW 
2.1 Passenger Processing System 

As a general definition, the Passenger Processing System includes the following: 
 

 Shared Use System (SUS) 
o Shared Use Check-in and Boarding System 
o Local Departure Control System  

 SITA Common Use Self Service Kiosks (CUSS) 
 SITA Smart Path - Biometric FacePods 
 SITA Self Bag Drop (SBD)  
 Airport Management Solution (AMS) consisting of Airport Operations Database (AODB) 

and Resource Management System (RMS) 
 Baggage Processing Systems  Provided and maintained by SFO and not part of this 

Agreement.  
o Message Broker 
o Baggage Reconciliation System Scanners (BRS) 

2.2 Information Display System  
The Information Display System includes the following: 
 

 IDS server platform  
 COTS software and application software  
 DDC, small form factor CPUs 
 Display hardware such as monitors and mounts, and  
 SITA Transit Solution 
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Table 4 - Existing Equipment Locations and Counts (As of December 2024)  

 
o Shared Use Check-in and Boarding System software license is provided 

to the City as an enterprise-wide license and covers the current quantities of CUTE workstations (as 
shown in Table 4, above) up to a total of 820 workstations, at no additional cost. Any quantity beyond 
820 workstations is chargeable as part of the As-Needed Services. 
 
The following is a summary of existing hardware: 
 

3.2.1 Shared Use Check-In Counter and Gate Workstations and Peripherals include 
the following: 
 

Item Features 
CUTE Workstations SITA CUTE HP Elite 800 G9, Intel Core i7,16GB, 512 SSDb, USB 

Keyboard and USB Mouse  
CAT6 Patch Cable 7ft Yellow (IWS)  
CAT6 Patch Cable 7ft Red (IWS) Monitor  
HP EliteDisplay E22 G5 FHD 

MSR/OCR/MPR Device DESKO MSR/OCR IDenty chrom w/5-year warranty 
ATP  Epson TM-L500A w/stacker or Fujitsu F9870-GPP with Tray and 

stacker 
Printer Cable (Green)  
Serial Adapter  

BTP Epson TM-L500A LCD and Roll Holder (Non-RFID) or Fujitsu F9870-
BTP and Roll Holder with/without RFID or Custom TK180 
Printer Cable (Violet)  
Serial Adapter  

DCP  Okidata ML320T 9 or Epson FX-890II, 24-Pin or Epson 831 or HP 
M506n LaserJet 
Printer Cable  

BGR  DESKO BGR 504 Pro w/patch cord adapter  
Printer Cable (Orange)  

LSR Honeywell 1900G 
USB cable 9ft 

 

















SITA Information Networking Computing USA Inc. Page 18 of 39 December 3, 2024 
AIR-649 (03-24) Appendix A  1000034023 

3.5.2.3 BGR Mode  If an airline chooses to opt out of the biometric service 
provided by the TVS or it cannot support the UID data format, the FacePod can be configured in the 
standard BGR mode whereby passengers are required to scan their boarding pass to board the aircraft. 
Passengers may use the integrated barcode scanner within the SITA FacePod device, or the existing BGR 
device at the existing gates. 
 

3.5.3 SITA Smart Path Biometric Hub is the central interface and gateway between all 

TVS will be via a SFO-provided Internet service. The connection between the FacePod and the Smart 
Path Hub will be via a hard-wired LAN connection provided by SFO.  

 
3.5.4 The SITA 

the following functions: 
 

3.5.4.1 
FacePod, it forwards the image, along with the flight number and flight date, to the TVS. The TVS will 
either reply with the TVS UID, confirming that the passenger has been cleared for travel, or a rejection 
message is issued. 

 
3.5.4.2 The Smart Path Hub then sends the UID or the rejection message to the 

 
 

3.5.4.3 Each airline is responsible for providing the boarding application 

ions. 
 

3.5.5 software 
resided within the SFO on-premises server infrastructure.  After the execution of this Agreement, 
Contractor will perform a migration of the SmartPath Hub server software to the SITA cloud/off-premises 
server infrastructure.  The work will begin upon agreement with the City.  No additional hardware is 
required for this migration.  There are no additional charges to the City to complete this migration.   

 
3.5.6 Responsibilities - Contractor 

 
3.5.6.1 Provide technology to perform facial image capture and facilitate 

Airport 
3.5.6.2 Provide a pass-through service to the Airport, retaining no data, 

including but not limited to facial images or CBP TVS response transmissions, and excluding log-files 
(i.e., files that record either events that occur in an operating system or other software rules, or messages 
between different users of a communication software), unless explicitly agreed among the Parties;  

 
3.5.6.3 Not store or process any photo captured or matching response from CBP 

beyond the intended purpose of processing travelers for boarding; 
 
3.5.6.4 shall perform the obligations of a systems integrator as provided in the 

CBP Business Requirements Document (BRD) in effect at the time of this Agreement. Following the 
BRD, passenger biometric data shall be deleted in accordance with the BRD; and 
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3.5.6.5 Comply with all applicable federal, state, local laws and regulations, 
including but not limited to CBP specifications, regulations and requirements.  

 
3.5.7 Responsibilities  Airport/City 

 
3.5.7.1 Obtain and maintain authorization from CBP to operate the Solution 

throughout the term of this Agreement;  
 
3.5.7.2 Update SITA of any changes in specifications from CBP relating to the 

Solution, which changes are provided to the Airport by CBP; 
 

3.5.7.3 Promptly update SITA regarding any changes in the Airport 
environment, CBP requirements or other such changes that could affect the Solution; 
 

3.5.7.4 
 

 
3.5.7.5 Not store or process any photo captured or matching response from CBP;  

 
3.5.7.6 Comply with all applicable federal and state laws and regulations, 

including, but not limited to CBP specifications, regulations, and requirements. 
 

3.5.7.7 City will perform the obligations of the business sponsor as provided in 
the BRD in effect at the time of this Agreement and shall engage with the participating airlines to ensure 
Smart Path usage agreements are in place.   

 
3.6 Existing SFO Infrastructure 

 
Existing SFO LAN consists of the following key elements relevant to the PPS Project: 
 

3.5.1 SFO's Data Center.  -tenant IP fabric 
architecture, utilizing Ethernet VPN-Virtual Extensible LAN (EVPN-VXLAN) overlay Juniper network, 
which supports the passenger processing system. The Data Center is a subset of the overall campus LAN 
network. 

 
3.5.2 Campus Distribution LAN. Campus distribution LAN is responsible for 

connecting the end user devices to the Passenger Processing headend through the Data Center network. 
The SFO campus LAN is a Juniper network switches spread throughout the terminals and boarding areas 
in Special Systems Rooms (SSRs). The current LAN topology supports Virtual LAN (VLAN) and VRF 
(Virtual Route Forwarding) for network segregation up to the edge access switch devices. The existing 
LAN switches consist of a Core, Distribution and Access Layer three-tier topology. 

 
3.5.3 Server Hardware. The current SFO ITT standards are the Dell PowerEdge R750 

rack server system. The PPS Project procured a standalone R750 server environment to host the 
PPS software, databases, interfaces and applications servers. The number of R750 servers were sized as 
necessary to support the planned rollout and future capacity requirements of the Passenger Processing 
System. 
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3.5.4 Storage Hardware. The current SFO ITT standards are the Dell PowerStore 
series storage system. The PPS Project procured a standalone PowerStore storage environment to host the 
PPS software, databases, interfaces and applications servers. The number of PowerStore storages were 
sized as necessary to support the planned rollout and future capacity requirements of the Passenger 
Processing System. 

 
3.5.5 Backup/Archive Software.  VM and machine backups are to be supported by the 

Contractor using SFO existing backup/archiving solution. SFO currently uses Rubrik. Any changes to 
 

 
3.5.6 Campus Wireless. As an extension of the SFO campus LAN, SFO ITT provides a 

wireless network in the terminal and boarding areas that supports the operational requirements for the PPS 
platform using wireless connectivity for mobile devices. 

 
3.5.7 Airline Data Feed Network. Airlines are currently able to provide data feeds 

directly to the PPS and IDS platform in one of three ways: 
 

3.5.7.1 SFO ITT provides a circuit from the back office of an airline tenant to 
the headend of the Shared Use Passenger Processing System and Information Display System over the 
SFO ITT transport network either as an Ethernet handoff or as a Time Division Multiplexing circuit. This 
is known currently as a Common Use Network Access (CUNA). 

 
3.5.7.2 SFO ITT delivers an extended Telco circuit that is terminated in one of 

the SFO Main Points of Entrance (MPOE) facilities and hands it off to the PPS and IDS headend for 
connection. 

 
3.5.7.3 Third party airline data feed providers, (such as OAG, Sabre, Passur and 

Flight View), provide an aggregation point connection to the headend of the PPS and IDS platforms. This 
aggregate handoff would still ride the SFO ITT transport or LAN networks to arrive at the Data Center 
facility where the PPS and IDS headend reside. 
 

3.5.8 Horizontal Cabling. SFO ITT provides support for all horizontal cabling required 
for the PPS and IDS. The existing cabling throughout the terminals and Airport campus is a mix of 

HMT1. Each device for the current PPS and IDS systems are connected using Airport-provided cabling 
back to an SSR. 

 
3.5.8.1 Throughout the terminal buildings, the condition of cabling varies. The 

ITB has an older horizontal cable plant comprised of a mix of Category 5 and 5e cabling with Amphenol 
connectors using 66 block punch downs in the SSRs. These locations currently support the SITA PPS and 
IDS systems, and existing cabling shall be used in all locations. 
 

3.5.8.2 Terminals 2, 3 and HMT1 use Cat 6 or above connections going to rack 
based patch panels. All cabling in these terminals is 10/100/1000 rated.  Current cabling in the ITB is 
capable of supporting varying transmission speeds. The other Terminals and boarding areas are capable of 
supporting 10/100/1000Mbps speeds. 

3.6 Description of Existing LAN 
The existing SFO LAN consists of four key elements related to the IDS project: 
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3.6.1 Data Center Network.  SFO's Data Center operates as a multi-tenant IP fabric 
architecture, utilizing Ethernet VPN-Virtual Extensible LAN (EVPN-VXLAN) overlay Juniper network, 
which supports the passenger processing system. The Data Center is a subset of the overall campus LAN 
network. 

 
3.6.2 Campus Distribution LAN.  Campus Distribution LAN. Campus distribution 

LAN is responsible for connecting the end user devices to the Passenger Processing headend through the 
Data Center network. The SFO campus LAN is a Juniper network switches spread throughout the 
terminals and boarding areas in Special Systems Rooms (SSRs). The current LAN topology supports 
Virtual LAN (VLAN) and VRF (Virtual Route Forwarding) for network segregation up to the edge access 
switch devices. The existing LAN switches consist of a Core, Distribution and Access Layer three-tier 
topology. 

 
3.6.3 Airline Data Feed Network.  The AODB receives all flight information from 

airlines. The AODB integrates with the IDS across the AIIS.  Airlines are currently able to provide data 
feeds directly to the AODB platform in one of three ways: 
 

3.6.3.1 SFO ITT provides a circuit from the back office of an airline tenant to 
the headend of the new AODB System over the SFO ITT transport network either as an Ethernet handoff 
or as a TDM circuit. 

 
3.6.3.2 SFO ITT delivers an extended Telco circuit that is terminated in one of 

the SFO MPOE facilities and hands it off to the AODB headend for connection. 
 
3.6.3.3 A third-party airline data feed provider, such as OAG, SITA or SABRE 

provides an aggregation point connection to the headend of the AODB platform. This aggregate handoff 
would ride the SFO ITT transport or LAN networks to arrive at the Data Center facility where the AODB 
headend resides. 
 
There may be a need for airlines to interface directly with the IDS for other than Flight Information (e.g. 
GIDS display of destination weather, standby lists, upgrade lists). Airlines may connect to the IDS through 
the same methods described above, but Flight Information will only be received from the AODB. 
 

3.6.4 Data Center Conditions: The current headend of the IDS is located in two 
different rooms in the ITB. The current headend of the PPS is a split core, high-availability VMWare 
platform installed in the SFO Data Center and the SFO-t3 Core Room. Contractor
headend servers will use this VMWare platform. 

 
3.6.5 On-Premises Solution.  On-Premises Solution: For on-premises solution, servers 

are physically located in the SFO Data Center(s), and use SFO-provided equipment cabinets. Contractor 
utilizes SFO networking equipment, and coordinates with SFO ITT staff for the configuration of this 
equipment. The Contractor may add networking equipment required for the security and overall operation 
of the PPS, which is segmented off and isolated from S
services.  It is the Ci  any hardware which becomes unsupported by the 
original equipment manufacturer (OEM).  To the extend the Contractor is made aware of unsupported 
dates by the OEM, then the Contractor will advise the City and the Parties will agree on any needed 
actions. 
 

3.6.5.1 All applications reside on virtualized servers in the Data Center. Contractor built its own 
VM infrastructure including VMware licenses. 
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 conduct passenger and baggage reconciliation between checked-in and boarded 
passengers with automated alerts and links to the specific baggage information and bag tag 
reference for errant or incomplete reconciliation data. 

 LDCS shall be launched by users from the standard shared use desktop interface with 
authenticated and authorized login and password. 

 LDCS shall maintain passenger status (e.g. boarded, not boarded) for each departing 
flight and update it as passengers board. 

 LDCS functionality shall include the ability to generate, open, and close flights, 
record number of bags and generate bag tags, and provide seat selection and assignment. 

 LDCS shall interface with all SU peripheral devices including 2D Bar Code Boarding 
Pass Printer, BTP, document printer, MSR/OCR, and 2D Bar Code Scanner. 

 LDCS shall maintain data associated with a departed flight on-line for a configurable 
period of time. LDCS shall be sized to maintain data for a minimum of twenty-four (24) 
hours for each departed flight. 

 Reports and queries shall be able to be generated at any point from the time boarding 
is begun until the LDCS flight data is purged for that flight. A method for sending any or all 
of these reports via fax and/or email enclosure, to a remote office on or off network shall be 
available to the user. LDCS shall provide the following information (as a minimum): 

 flight manifests; 
 flight closure report; and 
 an audit trail of errors encountered during the boarding process. 

 Every SU workstation shall have the ability to run the LDCS. These workstations 
shall be fully functional SU workstations. A simple pointing device or keyboard action shall 
allow the agent to switch between the LDCS and any other available applications. 

 LDCS shall include the following functionality as a minimum: 
 provide seat configurations for each aircraft type; 
 ability to add or cancel passengers; 
 ability to check-in a passenger or group of passengers; 
 record number of bags per passenger; 
 address single sector flights; 
 address single class; 
 ability to handle charter and domestic flights; 
 issue (and cancel) bag tags, boarding passes, and itineraries on demand using the 

shared use peripherals; 
 provide ability for manual bag tag number recording; 
 provide split seating of groups; 
 ability to handle standby passengers; 
 seat selection and assigning; 
 storing of seat preferences; and 
 provide aircraft operation information. 
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4 INFORMATION DISPLAY SYSTEM 
The IDS is a special system that allows for multiple communication channels or groups to be able to 
provide messaging and display content to groups of audience with useful information about the Airport.  
This multi-functional digital signage system supports Airport specific display functions for flight and gate 
information, baggage, airport wayfinding, visual paging and other display functions such as: marketing 
information, emergency announcements, full motion videos and animated displays.  The IDS interfaces 
with other special Airport systems such as, the PPS, RMS, AODB, public address system, etc. to provide 
passenger information and messages throughout the Airport. 
 
T  under this Agreement is AirportVision 7.x. 

4.1 IDS Hardware 
4.1.1 The existing displays include SHARP/NEC Professional (P) Series monitors 

nformation 
displays installed shall be 700 NITS. Public information displays are not required to comply with 
EnergyStar.  
 

4.1.2 Existing Manufacturers are: 
 SHARP/NEC Display Solutions Professional (P) Series 
 Daktronics LED Displays 
 LG Business Solutions 

 
4.1.3 Existing Digital Device Controllers are Dell OptiPlex 3050/60/70/80 Micro 

desktop as follows: 
 Intel Core i5-7500T 
 8GB DDR4  
 500 GB Solid State Drive 
 Windows 10 Pro 64 

4.2 IDS Displays and Formats 
IDS will support the types of displays and formats as indicated in the Table 5 below. 
 

4.2.1 IDS supports any type of display (e.g. LED, LCD, flat panel, video wall, touch 
screen). 

 
4.2.2 IDS supports a   architecture, which allows the system to use HTML5 

for display of data on displays. This architecture allows displays to operate without a dedicated DDC. 
 
4.2.3 The information displayed on the video monitors for the IDS varies depending 

on the  location and function; however, all monitors have the capacity to display all types of 
information (except those requiring interactive touch screens). 

 
4.2.4 Fonts: The IDS is able to display screens in a variety of fonts including one ADA 

recommended font. The fonts are managed from a central user interface, and the IDS are able to update 
fonts across all displays without the need to configure each individual display. SFO Font should be used 
when directed. 
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4.2.5 Colors: The user is able to specify the colors to be used in any screen format from a 
palette of no less than 65,000 colors. 

 
4.2.6 Graphics: The user is able to specify graphic images to be used within a video 

monitor display format. 
 
4.2.7 Multi-language: System is capable of displaying multiple language alphabet and 

characters including right to left reading characters. 
 
4.2.8 Display configuration: The System supports the display of all screens both 

horizontally and vertically on the display devices. 
 
4.2.9 Video Clips: A variety of video clip formats are supported including AVI and .mp4 

formats. FLASH must not be used for Video Streaming. 
 
Table 5 - Display Types (As of December 2024) 
 

 
4.3 IDS Formatting Requirements 

The IDS system has an easy-to-use Graphical User Interface (GUI) for creating and managing display 
layouts and page editing and be capable of storing any number of page formats. IDS workstations are 
capable of importing display formats. The user interface facilitates interaction with the application and 
easy management of data and system using keyboard and pointing device. 
 
The IDS allows both automatic and manual modification of text, graphics, and other data on the IDS 
display screens. Screens post information based on rules predefined for each display type and information 
received from the database, or manual updates to the information made from IDS workstations. 
 
Contractor shall support all required screen formats and template designs. All formats shall be reviewed 
by SFO prior to implementation in the production environment. SFO manages and controls all displays. 
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photographic archives for possible display. User will be able to extract files from archives 
for display as necessary. 

 

4.5 IDS Functional Requirements 

 Flight Information Displays  
o The IDS displays all required flight information from data received from the AODB. 

This includes arrival times, departure times, cancellations, departure gate, destination 
city, flight number, etc. 

o The IDS fully support all code share flights and provide mechanisms for displaying the 
appropriate code share information on public displays. In addition, the system does not 
require duplicate entry of information for code share flights (i.e. a single data input will 
update multiple flight records where code sharing exists). 
 

 Baggage Information Displays BID displays airline, specific flight number and originating city 
for bags arriving on baggage claims. 
 

 Gate Information Displays  
o GID displays flight information specific to the respective airline and flight departing from 

that gate. 
o Airlines have the ability to enter message into the display content at the GID to show boarding 

information.  
 

 Ramp Information Displays.  RID provide flight specific information, flight arrivals and 
departures to LED RIDS signs that Contractor will provide and install on the exterior of the 
building at each gate. Contractor will provide and install a smaller tri-color LED sign within the 
loading bridge at each gate, which will be fed from the IDS system. 
 

 Counter Information Displays (CID).  CIDs display ticket counter status and identify check-in 
positions on these displays (e.g. open, closed, First Class, Economy, etc.). 
 

 Baggage Input Consoles are connected to and controlled by the AODB. All BICs are IP 
addressable and use an Ethernet protocol to communicate with the AODB servers. Contractor 
shall specify any specific BIC protocol requirements that deviate from the IP protocol. Using a 
keypad, ground operator/baggage handlers shall indicate which flight is being unloaded onto the 
specific baggage carousel. The IDS do not allow the operator to specify a flight that is not an 
arriving flight contained in the current day's active flight schedule. Data entered by BIC will be 
passed to IDS by AODB for display. 
 

 Ramp Area Information Displays.  Ramp area workers have the ability to refer to information 
displays in baggage makeup areas and other apron locations which display baggage related data 
and information. 
 

 Weather.  IDS is able to draw weather information from external websites and display weather for 
destination cities or local weather. 
 

 Baggage Claim Directory Screens.  The displays located in the baggage claim area display 
flight baggage carousel assignments. These assignments are determined by the RMS and verified 
prior to unloading baggage by inputting the flight assignment into the Baggage Input Consoles. 
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 Airline Directory Screens.  Ticket counter assignments can be placed on displays located in the 
departure hall that indicate what ticket counters are assigned to each airline for checking in 
passengers on their flights. These assignments shall be determined by the RMS. 
 

 Curbside Displays.  IDS control static displays at curbside indicating airlines and airline logos. 
 

 Ground Transportation Displays.  Displays in arrival hall, ground transportation areas indicating 
bus schedules and/or air train schedules. These displays also provide wait times for taxis, TNCs 
and other transportation modes. Airport provides the data feeds for such information.   
 

 Bag Drop Location Screens.  Static images are placed on displays in Departures Hall indicating 
location of bag drop or self-service bag drop locations. 
 

 Queue Wait Time Screens.  Displays in Security Checkpoint areas indicating wait times to get 
through security. Airport provides the data feeds for such information.  
 

 Train Information Display  Located on the AirTrain station platform for providing digital 
content of rail operations such as Next Train Arriving, Doors Opening/Closing, etc.  

 
 Platform Information Display  Located in the AirTrain station for providing wayfinding 

information to riders.  
 
 Emergency Messages.  The IDS has the capability to do all of the following: 
o Define emergency messages and check spelling, 
o Display emergency message on a single screen or group of screens, 
o Quickly and easily configure emergency messages to allow near immediate reaction to 

emergency events, 
o Support State of California Missing Alert Plan such as AMBER, Silver, Blue, etc.  
o Remove emergency messages on demand. 

 
 Visual Paging.  IDS displays have the capability of accommodating visual paging for hearing 

impaired passengers throughout the SFO terminals. The IDS provide delivery of messages on 
visual media to augment audio messages from the public address system. Local displays such as 
GIDs are capable of supporting visual paging for their local audio paging zone in the gate 
rooms. Additional visual paging requirements include: 
o Every IDS display is capable of displaying visual pages.  IDS includes select display locations 

dedicated to visual paging. 
o Interface with Paging Systems: The IDS interfaces with the audio paging systems in 

SFO. The Contractor developed an interface that receives audio pages from the paging 
system and converts them into text for display on the visual paging displays. 

o Automatically display messages to passengers when triggered by defined events (e.g. gate 
changes, canceled or delayed flights). 

o From the IDS client, an authorized user is able to manually enter the following passenger 
paging information into the system: 
 Name of person that paging message is intended to reach Minimum of 30-character name 

field is required. 
 Message Contents: Information is manually entered into the IDS client and allows two 

options: 
1) Message logged into the IDS and posted to the display as a link to the intended 

 name. (Name/Message), or  
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2) Message is logged for recall by operator and a generic message instructing the intended 
recipient to call the Airport paging office. 

o Information Page: Authorized operators have the ability to enter free text message or pre-
prepared message. Contractor provides a minimum of 35 pre-prepared messages for SFO 
approval to initially populate the Visual Paging Module. A mechanism for adding and 
updating pre-prepared messages shall be provided by the Contractor. 

o Visual Paging Display Zones: The Visual Paging Module provides the authorized 
operator with zones for grouping displays the visual paging name, or name/message. Zone 
creation shall require SFO approval. Zone assignments are modifiable via a device 
assignment table or interface. 

o Paging Queue Requirements 
 The paging operator screen allows the user to select the duration of a specific message. 
 Queue Priority: The visual paging software supports a minimum of four priority levels 

for visual paging messages. The priority levels were developed with collaboration with 
SFO. These levels are defined as follows: 
1) High Priority: Display high priority messages alternately with messages of normal 

priority. 
2) Normal Priority: Display in sequence with all other messages of normal priority. 
3) Low Priority: Display only when no messages of higher priority are active. 
4) Emergency Priority: Display message and override all other messages until reset. 
5) For Normal and High Priority messages, minimum display time for each message 

cycle shall be configurable from 1 second to 120 seconds when no Emergency 
Message is present in queue. Normal Messages shall default to 10 second display 
cycle and High Priority Messages shall default to a 15 second display cycle. 
 

 Multimedia Manager. The IDS system provides a multimedia manager to control marketing 
content on monitors and video walls, including: 
o Content scheduling and control on IDS or dedicated displays, 
o Control of video walls and ability to aggregate display from one to all, 
o Support of full motion and static content, 
o An import feature for loading new promotional material content, 
o Dynamic content routines based on time, location, arriving flight origin, and departing flight 

destination, 
o Control of promotional material priority, duration and sequence. The module shall provide 

definition of content logic and triggers, and 
o A tracking feature that logs all promotional materials that have been played and details of the 

time, length, the display monitor that was used, a summary of the number of times each was 
played on each monitor, and the total number of times each ad was played in a given time 
period throughout the Airport. 
 

 Free Text Formats 
o The IDS allow a free-text format (e.g., a GID monitor 

 to be displayed on a monitor.  
o Only authorized users are able to use the free text formatting function. 
o The content to be displayed are determined by the system administrator.  
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5 ROLES AND RESPONSIBILITIES 
 
The entities involved with the PPS and IDS applications are as follows: 
 

 SFO ITT - Primarily responsible for LAN, server, system administration and support.  
 Contractor - Responsible for designing, providing and maintaining PPS applications. 
 Airlines - Primary users of Shared Use System and provider of flight information to the 

Airport. 
 SFOTEC  The International Terminal Company responsible for the day to day use of the 

PPS application and resource allocation in the International Terminal.  SFOTEC provides resource 
management for Airport commons use equipment in the Domestic Terminals 1 and 2.    

 Airport Tech Shop  Internal SFO section responsible for operations and maintenance 
activities for many airport electronic systems.  

 PPS Level 1 Support Contractor - Responsible for providing Level 1 maintenance, 
systems administration and monitoring activities for specifically defined components of the PPS, IDS, 
Baggage Reconciliation, Baggage Message Broker, AODB and CUSS systems at SFO. 

 SFO Help Desk  24x7 call center responsible for taking all trouble calls associated with 
the PPS systems, creating trouble tickets, and forwarding to the appropriate party for resolution. 

 SFO Terminal Systems  
with the airlines and providing applications for efficient passenger processing operations. Terminal 
Systems is the group within SFO to which PPS Level 1 Support Contractor shall directly report.  
 
Contractor Roles and Responsibilities are depicted in Table 7 below. 
 
Figure 1 - Reporting Structure 
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6 ADDITIONAL REQUIREMENTS 
6.1 Access Control 

Contractor shall: 
 

6.1.1 Configure each component of the procured product to operate using the principle 
of least privilege. This includes operating system permissions, file access, user 
accounts, application-to-application communications, and PPS/IDS services. 

6.1.2 Provide user accounts with configurable access and permissions associated with 
one or more organizationally defined user role(s). 

6.1.3 Provide a system administration mechanism for changing user(s) role (e.g., 
group) associations. 

6.1.4 Configure the procured product such that when a session or inter process 
communication is initiated from a less privileged application, access shall be 
limited and enforced at the more critical side. 

6.1.5 Provide a method for protecting against unauthorized privilege escalation. 
6.1.6 Recommend methods for the Airport to prevent unauthorized changes to the 

Basic Input/output System (BIOS) and other firmware. If it is not technically 
feasible to protect the BIOS to reduce the risk of unauthorized changes, 
Contractor shall document this case and provide mitigation recommendations. 

6.1.7 Deliver a product that enables the Airport to configure its components in a 
manner that limits access to and from specific locations (e.g., security zones, 
business networks, and demilitarized zones [DMZs]) on the network to which the 
components are attached, where appropriate, and provide documentation of the 
product s configuration as delivered. 

6.1.8 Every authorized user of the PPS and IDS applications shall have a user profile 
that accomplishes the following: 

 
6.1.8.1 Contains information that identifies the user, including the user s id and 

password. 

6.1.8.2 Assigns the user to a role and/or group that determines the user s 
permissions regarding the various system features and functions. 

6.1.8.3 Allows Airport to grant access to functions, screens and/or data based 
upon user group. 

6.1.8.4 System shall provide the capability for Contractor administrative 
personnel to enter identifying information about the user and to assign 
the user to one (and only one) pre- defined role. 

6.1.8.5 Every authorized user of the PPS applications shall be assigned to a pre-
defined role that will define the features and functions of the applications 
each user will be permitted to access. 

6.2 Account Management 
Contractor shall document all accounts (including, but not limited to, generic and/or default) that need to 
be active for proper operation of the procured product. Prior to delivery of the procured product to the 
Airport, Contractor shall remove or disable any accounts that are not needed for normal or maintenance 
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operations of the Airport System. As specified by the Airport, accounts for emergency operations shall be 
placed in a highly secure configuration and documentation on their configuration shall be provided to the 
Airport. 
 

6.3 Session Management 
Session Management. Contractor shall provide an appropriate level of protection (e.g., encryption and 
digital signing) for the session, commensurate with the technology platform, communications 
characteristics, and response time constraints. Unless specifically requested by the Airport, Contractor 
shall not allow multiple concurrent logins using the same authentication credentials, allow applications to 
retain login information between sessions, provide any auto-fill functionality during login, or allow 
anonymous logins. Contractor shall provide account-based and group-based configurable session-based 
logout and timeout settings (e.g., alarms and human-machine interfaces). 
 

6.4 Authentication and Password/Policy Management 
Contractor shall document the levels, methods, and capabilities for authentication and authorization. 
Contractor shall deliver a product that adheres to standard authentication protocols. Contractor shall 
provide a configurable account password management system that allows for, but is not limited to, the 
following: 
 

6.4.1 Changes to passwords (including default passwords); 

6.4.2 Selection of password length; 

6.4.3 Frequency of change; 

6.4.4 Setting of required password complexity; 

6.4.5 Number of login attempts prior to lockout; 

6.4.6 Inactive session logout; 

6.4.7 Screen lock by application; 

6.4.8 Comparison to a library of forbidden strings; 

6.4.9 Derivative use of the username; and 

7.4.10   Denial of repeated or recycled use of the same password. 

 
6.5 Malware Detection And Protection 

6.5.1 Contractor shall provide the capability to automatically scan any removable 
media that is introduced to the product being acquired. 

6.5.2 Contractor shall provide a host-based malware detection capability. Contractor 
shall quarantine (instead of automatically deleting) suspected infected files. 
Contractor shall provide an updating scheme for malware signatures. Contractor 
shall test and confirm compatibility of malware detection application patches and 
upgrades. 

6.5.3 Contractor shall validate whether SFO provided cybersecurity services running 
on the procured product (e.g., virus checking and malware detection) conflict 
with other such services running on the procured product. 
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6.6 System Administration Requirements 
 

6.6.1 -ids and passwords for 
each user. Permissions, actions, views, and device restrictions will be 
configurable to user-ids, or user groups. 

6.6.2 System must support user groups and user role definitions. User IDs will be 
associated to roles and be given associated privileges/permissions. 

6.6.3 
authentication policies for the PPS. 

6.6.4 PPS must be able to support specific terminal/workstation authorization settings. 
6.6.5 PPS must be able to log and track all logins access and unauthorized access 

attempts. 

6.6.6 PPS must support configuration and customization capabilities determined by 
user-id, user group and permission levels. 

6.6.7 PPS must support a monitoring tool indicating the status of all PPS components, 
impacting operations and performance, provided by Contractor. 

6.6.8 Any software application configuration changes to the solution shall adhere to 
. 

6.6.9  

 terminate, block or force users to change passwords upon the next logon 
attempt; and 

 support advanced authentication policies including password length, special 
characters and maximum number of log on attempts before denying access. The PPS applications shall 

 authorized to access the 
PPS. 

 
6.7 PPS Monitoring Requirements 

7.7.1 Passenger Processing System Monitoring. Contractor shall maintain the 
integration of the  existing data network to allow for optimized and secure transactions over 

network. The system includes a PPS Monitoring System (MS) software package 
and a monitor and control workstation. MS provides system monitoring of all Contractor provided 
solutions. It provides alerts, alarms and notifications to the local monitor and control workstation and to 

interfere with the existing Airport network management system. Contractor must provide its remote 
support monitoring requirements to the Airport. PPS Level 1 Support Contractor and designated SFO 
personnel must be able to access the Monitoring system from an Airport workstation. MS supports the 
following applications:  

 Shared Use System,  
 AODB, and  
 RMS. 

 
7.7.2 Remote Diagnostics - The monitoring system shall have remote diagnostic 

capabilities for the Contractor provided systems as a whole and for discrete components of the systems. 
This shall include remote (off-premises) access to the PPS, for purposes of supporting remote diagnostics, 
upgrades, and maintenance by the system provider, and remote access to individual devices. This 
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capability will include real-time tracking and reporting, and event logging over time. The system must 
report workstation devices up or down and send email alerts when a device is down. 
 
All failures of the systems shall be viewable at a central control point locally in SFO (i.e., the system 
monitoring workstation or application), including failures in communication, such as network failures or 
failures in receiving scheduled or known data updates. The failure shall initiate both an audible and a 
visual alarm and add a failure record to the failure database table. 
 
Upon server failures, the system administrator shall receive a warning message on the system 
administrator workstation and an e-mail, pager, or text message notification, notifying him/her of the 
failure. Server failure shall include any hardware or software based failure. Should a component fail, the 
system shall immediately notify the system administrator via the monitoring system. All failures of the 
systems shall be logged at a central control point (e.g. PPS Monitoring Server). The failure shall initiate 
alarms and reports (e.g., time and date of failure event). 
 
PPS Monitoring System shall provide the local monitor and control workstation user with current 
operational status and notification alerts and alarms for the following: 

 interfaces with airline hosts as available; 
 system firewalls and routers; 
 system servers; and 
 system workstations. 

 
PPS Monitoring System user workstation screen shall provide: 

 active color icons indicating all equipment status; 
 audible alerts for equipment failure; and 
 text notification for alerts. 

 
PPS Monitoring System shall provide critical alarm notifications in the following methods, based upon 
the mutually agreed classification of alarms: 

 notification to on-site PPS MS user workstation as noted above; 
 notification to Airport select staff via email; 
 notification to Airport select staff via text message and/or pager; or 
 notification to PPS System provider helpdesk. 

 
Contractor shall provide a list of all IP addresses monitored by the system, including all servers. 
Contractor shall provide all PPS VLAN information required for monitoring by the system. 
 
Contractor shall provide detail design information regarding data outlet types, locations and port counts 
needed to support the PPS System. This includes any local connections to airlines if necessary. 
 
PPS Monitoring System shall provide 24x7x365 monitoring capability to include tracking, logging and 
notification of PPS System usage and failure events and alerts. 
 
System shall include diagnostic capabilities that automatically detect and correct, when possible, failures 
in the system and automatically alert the system administrator when a failure occurs. A system console 
message and an error log will be part of the automated process. 
 
PPS Monitoring System must monitor Shared Use workstations, AODB workstations, RMS workstations, 
and the PPS server equipment, airline host connections as available, LAN connections and WAN 
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connections as available. The monitoring system shall be capable of determining status of networks and if 
a path is available from any shared use workstation to any airline host. 
 
All system failures shall be logged. The failure shall initiate alarms and reports (e.g. time and date of 
failure event). 
 
Contractor shall provide a remote helpdesk/call center 24x7x365 and toll free phone number to receive 
incident calls from 1st level maintenance. 
 
Contractor shall log and track all incoming incident calls and support troubleshooting and remote 

 
 
Contractor shall provide the Airport with access to the monitoring system data to view and to integrate 
systems to pull incidents, logs of alerts and other system events and reports. 
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7 AS-NEEDED SERVICES 
As-needed Services may include but are not limited to the following, which will be priced and 
implemented via task order as detailed in Section 5.1 (Services Contractor Agrees to Perform) of 
the Agreement: 

 PPS system application enhancements. 
 PPS application implementation in other locations at the Airport. 
 Development of other related business services. A technical resource from Contractor may develop 

and implement new business and technical services related to Shared Use, AODB, and RMS. As an 
example, developing and / or enhancing direct data and service integration from the AODB to the 

 
 IDS application implementation in other locations at the Airport. 
 SITA Transit Solution: SITA Transit is a Passenger Information Display System (PIDS) allowing the 

display of trip information on displays across the customers footprint.  The system can operate with a 
wide variety of display technologies.  Data can be ingested from a variety of sources, such as 
schedule and real time feeds.  System users can view, add, modify, or delete data. 

 Display format creation (in addition to the ones already included in the Agreement), content 
management, and display scheduling. 

 Additional display implementation and/or integration with the IDS in new location, e.g., HMT1. 
 Further IDS application integration with AIIS in which Contractor shall provide professional services   

for  
 Training of SFO and airline personnel in the operation, administration and maintenance of all 

products, equipment and systems provided by Contractor. Training shall be accomplished in a 
classroom setting augmented by individual instruction as necessary. Contractor shall provide all 
training aids, e.g., notebooks, manuals. Contractor shall keep a log of all personnel receiving and 
completing training for each system and note the type of training received.  Contractor shall conduct 
the required training at times and locations as determined by SFO. The class schedules must 
accommodate shift schedules of SFO and airline personnel and must be approved in advance. 
Contractor shall determine the appropriate length of the class.  

 User Training: System users shall be instructed in all aspects of system operations for every PPS 
application. User training shall be conducted in the Training Environment. Users must learn how to 
create and edit business rules for these applications and how to operate/create both seasonal and day-
to-day schedules. SFO staff will be trained by Contractor personnel experienced in the use and 
operation of these systems. 

 Technician Training: Training for maintenance technicians shall be provided on site, and shall 
include, but not be limited to, installation, operation, renovation, alteration, inspection, preventive 
maintenance, and maintenance service on each system and its hardware components. Training shall 
be such that maintenance technicians are able to troubleshoot problems and repair the modules, 
assemblies and boards. This class will include an in-depth trouble diagnostic tutorial with a 
troubleshooting flow chart. 

 System Monitoring Training: 
o This training shall cover all PPS and IDS monitoring functions; provide an overview of 

the complete system structure including hardware, software and networks; and describe 
all functions and applications needed to monitor the PPS and IDS as follows: 

 monitor system operations. 
 access system logs containing warnings and error notifications. 
 run audit and system health statistics, and print reports. 
 configure reports and dashboards. 

o System Monitoring Training shall include classroom work. 
o Classroom Training: Classroom training provided by Contractor shall describe all 
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systems, software and applications and support programs and include a functional 
overview of the complete software system. The course material must include Rule Base 
editing for AODB and RMS adding resources/displays to RMS and any other data base 
maintenance activities not performed in day-to-day operations. 

 Vulnerability Assessment requirements as specified in Section 14.7 Airport Commission 
Cyber Security Requirements. 

 Material changes to the scope of services resulting from any future changes to ADA 
requirements under Section 13.2 Compliance with Laws Requiring Access for People with 
Disabilities. 

 
 








