AMENDMENT NO. 1
TO DISTRIBUTION SERVICES AGREEMENT

This Amendment No. 1 to the Distribution Services Agreement, dated January 2015,
between the National Railroad Passenger Corporation ("Amtrak”) and Wanderu, Inc.
("Wanderu”) (the “Agreement") is effective as of April 1, 2016 ("Amendment Effective Date).

1. All capitalized terms shall have the same meaning as defined in the Agreement unless
otherwise specified.

2. In Section 3, “Company Compensation,” is deleted in its entirety and replaced with the
following provision:

For referral bookings andfor direct bookings of Amtrak Products, Amirak shall pay
Wanderu a fee of[PX4) By the fifteenth (15th) day of
each month, Amtrak shall provide Wanderu a report stating: (a) the total number of
PNRs booked for the preceding month from Wanderu's referrals; (b) the total price of the
PNRs; and {c) the amount due Wanderu. Wanderu shall invoice Amtrak within sixty (60)
days of receipt of the invoice and Amtrak shall remit payment within forty-five (45) days
of Amtrak's receipt of Wanderu's invoice.

3. All other terms and conditions of the Agreement shall remain in full force and effect.

By execution below, the parties agree to the above terms and conditions as of the
Amendment Effective Date.

Wanderu Inc. National Railroad Passenger Corporation
b))




Sent Via Certifted Mail and Email

July 15,2016

(0)(6)

Wanderu, Inc.
80 Bedford St, Floor 2

Boston. MA 02111
(0)(6)

RE:  Dastribution Services Agreement, between the National Railroad Passenger Corporation
(“Amtrak™) and Wanderu, Inc., dated 6™ February, 2015, (“Agreement”}

Dear rb)@ |

This letter is to notify you that Amtrak is replacing Attachment I-Amtrak Products with the
attached updated Attachment I-Amitrak Products Revised 07-15-16. Please note that under
Section 1.2 of the Agreement, Wanderu has fourteen days of receipt of this notice by certified
mail to make any necessary changes to its website, Wanderu.com.

We continue to appreciate the opportunity to work with you and your company.

Sincerely,

(0)(6)
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TRAVEL ALLIANCE AGREEMENT

This Travel Alliance Agreement ("Agreement”) is entered into as of the _  day of

. 20 ({“Effective Date”) by and between the National Railrcad Passenger

Corporation, a corporation organized under 49 U.5.C. § 24101 ef seq. and the laws of the
District of Columbia, with its principal office located at 1 Massachusetts Avenue, N.W.,
Washington, D.C. 20001 (“Amtrak”), and , a

organized under the laws of ., with its principal office located at

("Company").

1. Background

1.1

12

13

Amtrak, which provides nationwide passenger rail services in the United States,
seeks to increase its sales in certain markets {"Territory”).

Company [ ]
Company and Amtrak desire to use Company's market knowledge and resources

to market and sell select Amtrak proeducts and services ("Amtrak Products™ in the
Territory.

2. Company Services and Connectivity to Amtrak Web Services

2.1

22

23

2.4

TAA 20190301

Company shall provide the services {"Company Services”) set forth in
Attachment 1 — Company Services in accordance with all requirements and
time frames contained therein. The markets that Amtrak seeks to target with
Company are set forth in Aftachment 2 — Territory. Amtrak reserves the right,
in its sole discretion, to modify Attachment 2 — Territory at any time to (a) add
any market in which Company conducts its business or (b) remove any market
by providing written notice of the changes to Company.

Company will be an authorized, non-exclusive seller of the Amtrak Products
listed in Attachment 3 — Amtrak Products in the Territory. Amtrak reserves the
right, in its sole discretion, to revise Attachment 3 — Amtrak Products at any
time to add or remove any Amtrak Product({s) by providing written nctice of the
changes to Company.

In order for Company’s reservation system (the "System”) tc connect to Amtrak's
ticket reservation and booking engine, Arow, and Arrow's web-interface
application, Amirak Web Services, Company must develop an application to the
System. Company shall develop and support the application at its own cost and
expense.

Company shall, at no cost to Amtrak, develop, implement, support and maintain
the System, which will connect to Arrow and Amtrak Web Services. Amtrak shall
provide reasenable assistance and cooperation, at Amtrak’s sole discretion, to
Company in the development, implementation, support and maintenance of the
System, as well as in the on-going connectivity of the System to Amtrak Web
Services. The technical requirements for interfacing with Amtrak Yeb Services
are set forth in Attachment 4 — Amtrak Web Services Interface Specification.

Commented [JAM3]: Insert thy leeal nume of the contract
coumterparty.

Commented [JAM4]: Inzert the farm of the cantract
N counterparty (e.0., corporation),

" commentad [JAMSE]: Insert the state or country's laws
__under which the counterpary is crganized.

" Commented [JAMB]: Insert the address of th
bounterparty’s principal place of business.

‘ commented [JAMZ7]: Insert a description of the Campany's ‘
 business,



25

2.6

27

2.8

V¥ AMTRAK

Amtrak reserves the right to revise Attachment 4 — Amtrak Web Services
Interface Specification at any time by providing written notice to Company of
such changes. In the event of any inconsistencies between Attachment 4 —
Amtrak Web Services Interface Specification and Attachment 3 - Amtrak
Products regarding authorized Amtrak Products, Attachment 3 — Amtrak
Products controls.

During the term of this Agreement, Company shall ensure that the System
complies with Amtrak Web Services Terms of Use, set forth in Attachment 5 —
Amtrak Web Services Terms of Use. Amtrak reserves the right to revise
Attachment 5 — Amtrak Web Services Terms of Use at any time by providing
written notice to Company of such changes.

Company agrees to immediately notify its agents and subcontractors of any
changes made by Amtrak pursuant to this Section and to modify the System as
necessary to incorporate and reflect the changes made to the relevant
attachment within thirty (30) days of receiving written notice of such changes,
except for certain circumstances that require immediate change as determined
hy Amtrak. Company shall comply at all times with Amtrak’s then current ticket
booking procedures, which Amtrak will specify from time to time.

Amtrak reserves the right, in its sole discretion, to prohibit the distribution, sale or
resale of any or all Amtrak Products to any Company customer, agent or
subcontractor upon reasconable written notice to Company. Company shall
modify the System as necessary to prohibit the offering of the specified Amtrak
Product(s) to those Company customers, agents or subcontractors within five (5)
days of receipt of such netice from Amtrak.

Company shall authorize Amtrak to access the System for the sole purpose of
monitoring and ensuring compliance with this Agreement.  Only Amtrak
employees and contractors may access the System. Amtrak may not access the
System to print tickets and will not be allocated ticket stock. Company may
revoke Amtrak's access to the Systern upon termination of the Agreement or
upon any default by Amtrak.

aj Company shall supply Amtrak with the necessary software required to
access the System. Company shall provide such software components
and documentation to Amtrak within a reasonable time after execution of
this Amendment.

b) Company shall offer System training to Amtrak as reasonably necessary
to ensure that Amtrak has at least one ftrained Amitrak employee
operating the System.

c) Company shall provide Amtrak with System technical support through
access to Company's technical support desk.

3. Payment and After Sales for Amtrak Products

31

Al the time of booking a reservation for an Amtrak preduct sold pursuant to this
Agreement, Company shall securely submit to Amtrak for payment a valid credit
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card which must be included in Amtrak's list of acceptable credit cards as per
Attachment 6 - Payment Cards Accepted. Amtrak may revise Attachment 6 -
Payment Cards Accepted upon thirty (30) days written notice, except for certain
circumstances that require immediate change as determined by Amtrak. The
parties may agree by amendment to this Agreement to have payment made “on
account” by which Amtrak shall invoice Company on a monthly basis for
bookings made during the previous month and Company shall pay the inveoice
amount as specified by Amtrak.

Company shall provide adeguate communication to ensure that its customers will
have access to appropriate customer support including, without limitation,
providing its employees, agents and subcontractors appropriate training and
maintaining call center and sales staff at adequate levels. Company will be
responsible for all Amtrak-related after sales customer service issues, including
but not limited to customer complaints, ticket changes or refunds, as appropriate.

Company Compensation

Amtrak shall initially compensate Company as set forth in Attachment 7 — Company
Compensation. This attachment will be subject to review on an annual basis.

Advertising, Marketing and Promoticon

5.1

5.2

53

5.4

55

Company shall advertise, market and promote the sale of Amtrak Products
pursuant to an annual marketing plan developed by Company and approved by
Amtrak.

All advertising and promotional materials must contain disclaimers, limitations of
liability notices, proprietary notices (e.g., trademark and copyright notices) and
such other notices as required by Amtrak.

To satisfactorily perferm the duties and obligations set forth in this Agreement,
Company may need to use certain service marks, trademarks, logos and trade
names (collectively, "Marks”) and copyrighted works owned by or licensed to
Amtrak. Company agrees and acknowledges that its use of these Marks and
copyrighted works exists pursuant to a royalty-free, nontransferable,
nonexclusive license or sub-license. Company understands that it will not
acquire any ownership interest in Amtrak’s Marks or copyrighted works or have
the right to use such Marks or copyrighted works other than for the sole purpose
of performing its duties and obligations to Amtrak under this Agreement.

Company agrees to comply with all of Amtrak's instructions regarding the use of
Marks and copyrighted works, including but not limited to the Amtrak Brand
Guidelines. Company shall not use Amtrak's Marks or copyrighted works in any
manner that does, threatens to or will likely diminish their value or harm the
reputation of Amtrak.

Prior to publication, Amtrak will have the right to review and approve any and all
content, artwork, copy, advertising, promotional materials, direct mail, inserts,
press releases, newsletters, web pages or other communications or any other
publicity published, distributed or displayed by Company or at its direction or

" Commented [JAM8]: Revise as necessary, especially if
Amtrak will NOT be compensating Comganty.
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authorization which uses Amirak's Marks, name(s) or trade names or which
otherwise refers to Amtrak Products or this Agreement {collectively referred to as
“Advertising Materials™).

Company shall submit Advertising Materials to Amtrak's representative listed in
Attachment 8 - Contacts, which may be changed at any time upon written
notice, at least thirty (30) days in advance for Amtrak's written approval.

Notwithstanding Amtrak's written approval of any Advertising Materials, upon
Amtrak's written request, Company shall employ commercially reasonable efforts
to cease publishing, distributing and/or displaying any Advertising Material
immediately or within such other period as requested by Amtrak.

Contract and Program Administration

Each party shall designate a Contract and Program Representative who shall handle all
issues related to this Agreement. Each party shall designate a Technical Representative
who shall address technical issues related to this Agreement. Current contacts will be
listed in Attachment 8 - Contacts. Each party may change such representatives upon
written notice to the other party.

Term and Termination

7.1

7.2

7.3

This Agreement shall commence on the Effective Date and continue until

{"Initial Term") unless terminated earlier pursuant to the terms
herein; thereafter, either party may request to renew this Agreement for a
successive twelve (12} month period (each. a "Renewal Term" and, together with
the Initial Term, *Term”) upon the other party’s approval by providing notice to the
other party within thirty {30} days prior to the end of the Term.

Either party may terminate this Agreement upon written notice to the other party
if the other party materially breaches this Agreement and fails to cure such
breach within thirty (30) days of receiving written notice of the breach. In the
event of an incurable breach, the other party may terminate this Agreement upon
ten {10) days written notice to the breaching party.

Either party may terminate this Agreement immediately upon written notice,
without providing opportunity to cure, upon the occurrence of any of the following:

a) the filing of any petition by or against the other party under any chapter of the
Bankruptcy Code, or other insclvency or bankruptcy act enacted by a duly
constituted legislative body of government;

b} a dissolution and winding up of the other party’s business;

¢} an ocecurrence of a general assignment for the benefit of creditors of the other
party; or

d) an appointment of a receiver or trustee to take possession of all or
substantially all of the assets of the other party.
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7.4 Amtrak may terminate this Agreement immediately upon written notice, without
providing Company the opportunity to cure, if:

a) Company, its directors, officers, employees, or agents commits any
fraudulent act or makes any fraudulent representation under this Agreement;

b) Company is terminated by its credit card processor ar merchant bank;
¢} Company sells all or a substantial part of its assets; or

d) Company is subject to a data breach and/or PCI-DSS violation as defined in
Section 11 — Security of Confidential Information.

7.5 Amtrak may terminate this Agreement immediately upon written notice if there is
any adverse publicity arising out of:

a) an alleged or actual fraudulent act or statement by Company, its directors,
officers or employees; or

b) a misrepresentation by Company, its directors, officers or employees and
Company fails to remedy such adverse publicity to the satisfaction of Amtrak
within ten {10) days of Amtrak's written notice to Company.

7.6 Amtrak may terminate this Agreement immediately upon written notice if
Company’s risk rating falls within the "High” risk category as defined below and
Company fails to cure such rating deficiency within ninety {90} days of Amtrak’s
written notice of the High-risk rating. The risk rating is calculated as set forth
below:

a) A weight of sixty percent (60%) is assigned to the Credit Score Class
indicated in the Dunn & Bradstreet Comprehensive Report

b} A weight of forty percent (40%) is assigned to the Financial Stress Class
indicated in the Dunn & Bradstreet Comprehensive Report

¢} A resulting score of above 3.5 is deemed "High” risk.

Reports

8.1 Company shall provide to Amtrak the reports and information, in such format
specified in Attachment 9 — Reports.

&2 Company shall provide such other information and reports as reasonably
reguested by Amtrak at any time in such manner as prescribed by Amtrak.

Letters of Credit

If payment is made *on account” as specified in Section 3.1 — Payment and After Sales
for Amtrak Products above, Company shall, at its own expense, deliver to Amtrak an
irrevocable letter of credit (*Letter of Credit”) for the benefit of Amtrak as security for
Company’'s proper performance under and compliance with this Agreement. This
procedure will be detailed in a mutually agreed upon addendum to this Agreement.
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101 For purposes of this Agreement, "Confidential Information” means any of the

following:

aj information provided by or on behalf of either party {as the “Disclosing Party")
to the other party (as the “Receiving Party”) in connection with this
Agreement, including any information cellected or used to process payments
for the Amtrak Products, including, without limitation, credit or debit cards or
other payment or credit or debit card account infermation collected from or

relating

to customers or prospective customers ("Payment Related

Information”) belonging to a party to this Agreement and including information
provided prior to the date hereof or the Effective Date;

b} information about the Disclosing Party or its affiliates, or their respective
husiness or employees, that the Receiving Party obtains in connection with
this Agreement, in each case including, without limitation:

V.

information concerning marketing plans, objectives and financial
results;

infermation regarding business systems, methods, processes, clients,
financing data, programs and products;

information unrelated to this Agreement obtained by the Receiving
Party in connection with this Agreement. including, without limitation,
by accessing or being present at the business location of the
Disclosing Party;

proprietary technical information, including trade secrets, source
codes or other proprietary information of the Disclosing Party
developed in connection with this Agreement; and

the terms and conditions of this Agreement.

c) Without limiting the foregoing, Amtrak Cenfidential Information includes:

information relating to Amtrak customers or prospective customers
created or cbtained in connection with this Agreement or otherwise
obtained from Amtrak or directly from Amftrak’s customers or
prospective customers, including the Payment Related Information of
its customers, agents, and contractors,

lists and data concerning Amtrak customers or prospective customers
in the aggregate, and

all information related to Arrow and the Amtrak Web Services.

d) Without limiting the foregoing, Company Confidential Information includes the
System, all information regarding Company's customers, including the
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Payment Related Information of its customers, agents and subcontractors
and Company's financial statements.

The Receiving Party shall maintain, dispose of and otherwise treat all
Confidential Information of the Disclosing Party with the same degree of care as
it accords its own Confidential Information, but in no event less than a reasonable
degree of care.

The Receiving Party shall use and disclose Confidential Infermation only for the
purpose of performing its obligations or enforcing its rights with respect to this
Agreement or as otherwise expressly permitted by this Agreement, and shall not
obtain, use or disclose Confidential Information for any other purpose. The
Receiving Party shall, in accordance with the terms of this Agreement, limit
access to Confidential Information to those employees, authorized agents,
vendors, consultants, accountants, service providers who have a commercially
reasonable need to access such Confidential Information in connection with this
Agreement.

The Receiving Party agrees that any use or disclosure of Confidential Information
ather than that specifically permitted under this Agreement will cause immediate
and irreparable harm to the Disclosing Party for which money damages might not
constitute an adequate remedy. As a result, the Receiving Party agrees to the
appropriateness of injunctive relief in addition to any other remedies the
Disclosing Party may have under applicable laws.

Upon the termination or expiration of this Agreement, the Receiving Party shall
comply with the Disclosing Party’s instructions regarding the disposition of the
Confidential Information, which may include return to the Disclosing Party of any
and/or all of the Confidential Information ({including any electronic or paper
copies, reproductions, extracts or summaries thereof). The Receiving Party may
retain one archived copy of such material, subject to the terms of this Agreement,
which the Receiving Party may use solely for regulatory purposes and not for any
other purpose. The Receiving Party shall certify such compliance in writing,
including a certification that the Receiving Party has not kept any copies of
Confidential Information except as necessary for regulatory purposes.

With respect to Amtrak Confidential Information, Company shall;

a) keep the Confidential Infoermation confidential and secure in accordance with
Section 11 — Security of Confidential Information of this Agreement and
industry practices;

b} treat all Payment Related Information in accordance with the requirements of
the Payment Card Industry (PCI) Security Standards;

c) implement and maintain commercially reasonable physical, electronic,
administrative and procedural security measures, including commercially
reasonable authentication, access controls, virus protection and intrusion
detection practices and procedures in accordance with Section 11 -
Security of Confidential Information of this Agreement; and
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ensure that any person with access to the Confidential Information agrees in
writing to follow the Confidentiality provisions of this Agreement {including but
not limited to Section 10 — Confidentiality and Section 11 — Security of
Confidential Information} and maintain the existence of this Agreement and
the nature of their obligations hereunder strictly confidential. Company shall
not provide any Amtrak customer or prospective customer non-public
personal information {as defined herein} to any third party without Amtrak’s
express written approval. Furthermore, Company must make such sharing
agreement in writing and ensure that the third party has security processes
and procedures adequate to comply with its obligations both thereunder and
under applicable laws. "Non-public personal information” means (i)
personally identifiable information, and {ii} any list, description, or other
grouping of customers {and publicly available information pertaining to them)
that is derived using any personally identifiable financial information that is
not publicly available.

in the event of an information security breach by Company resulting in a
suspected or actual breach of the security of the data of any Amtrak customer
or prospective customer whose nonpublic personal information or Payment
Related Informaticn is or is reasonably believed to have been acquired by an
unauthorized person or for unauthorized purposes, Company shall {a) consult
with Amtrak regarding the appropriate response to gach actual or suspected
breach, (b} be responsible for complying with all applicable laws requiring
notification to customers whose nonpublic personal information or Payment
Related Information may be compromised or reascnably believed to be
comprised due to a security breach, including mailing notice, if required, to
the Amtrak customers or prospective customers at Company’s sole expense
and (c) obtain a new PCI-DSS certification. In addition, Company shall
provide affected customers with one (1) year of complimentary access to
credit monitoring services, credit protection services, credit fraud alerts, or
similar services. Company shall consult with Amtrak regarding the content of
any such notice and the service to be provided. In advance of mailing the
notice, and as between the parties, Amtrak, at its election, shall make the
final determination of the content of any such notice.

The restrictions on disclosure of Ceonfidential Information in this Section 10 -
Confidentiality shall not apply to information that:

aj

is already rightfully known tc the Receiving Party, wholly apart from this
Agreement as shown by the Receiving Party's written records. at the time it
obtains Confidential Information from the Disclosing Party;

at the time of the disclosure is or becomes generally available to the public
other than as a result of disclosure in breach of this Agreement or any other
confidentiality obligations;

is lawfully received by the Receiving Party on a non-confidential basis from a
third party authorized to disclose such information without restriction and
without breach of this Agreement;
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d) is contained in, or is capable of being discovered solely through examination
of publicly available records or products;

e) is required to be disclosed by applicable law, regulation, valid court order,
government agency order, for law enforcement purposes, or by a self-
requlatory beody, provided that (i} if possible, the Receiving Party shall
premptly notify the Disclosing Party of any such requirement prior to
disclosure to afford the Disclosing Party an oppeortunity to seek a protective
order or other appropriate remedy to prevent or limit that disclosure, and (ii)
Confidential Information of the Disclosing Party must only be disclosed to the
extent required; or

f) is developed by the Receiving Party without the use of any proprietary or
non-public information provided by the Disclosing Party under this
Agreement, as demonstrated by the written records of the Receiving Party.

Security of Confidential Information

111

Company shall at all times maintain physical, electronic, administrative and
procedural security measures sufficient to protect all Confidential Information
from both internal and external threats and sufficient to comply with all applicable
local, state and federal laws and all applicable credit card association rules and
regulations concerning the security of such data.

Company, its employees, agents and subcontractors shall at all times comply
with the Payment Card Industry Data Security Standard (PCI-DSS) required by
the credit card associations. Company must, at all times during the term of this
Agreement, obtain, retain, and renew, as appropriate, its certification of
compliance with the PCI-DSS. Company shall provide Amtrak with a copy of its
current PCI-DSS certification and annual audits upon the Effective Date of this
Agreement and on each anniversary date thereof for the duration of this
Agreement.

Company shall maintain an adequate information security policy and provide
Amtrak with a copy of the current policy upon the Effective Date of this
Agreement. During the term of this Agreement, Company shall provide Amtrak
timely updates and revisions thereto.

Company shall maintain and enforce safety and physical security procedures
with respect to its access and maintenance and disposal of Confidential
Informaticn that:

a) meets or exceeds industry standards for the territories listed in Attachment 2
- Territory;

b) in the case of Payment Related Information, meets or exceeds PCI
requirements for safety and physical security; and

c) provides appropriate technical and organizational safeguards against
accidental or unlawful destruction, loss, alteration or unauthorized disclosure
of or access to the Confidential Information under this Agreement.
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Company shall take all commercially reasonable measures to secure and defend
its lacation and equipment against "hackers™ and others who may seek, without
authorization, to access or modify its systems or the information found therein.
Company shall regularly test its systems for potential areas where “hackers" and
others could breach security, such testing to be conducted on at least a quarterly
basis. Company agrees to advise Amtrak immediately by telephone and in
writing via facsimile of any suspected security breach that may have
compromised any Confidential Information, or of any suspected unauthorized
misappropriation, disclosure or use by any person of the Confidential Information
or Payment Related Information, which may come to Company's attention.
Company shall take all steps and employ its best and most diligent efforts to
remedy such breach of security or unauthorized access in a timely manner and
to deliver to Amtrak a root cause assessment and future, incident-mitigation plan
with regard to any breach of security or unauthorized access affecting
Confidential Information or Payment Related Information,

Company must store all Confidential Information in a physically and logically
secure environment that protects it from unauthorized access, modification, theft,
misuse and destruction. In addition to these general standards, Company shall
maintain an adequate level of physical security controls over its facility including,
but not limited to, appropriate alarm systems, fire suppression, access controls
{including off-hour contrels) which may include visitor access procedures,
security guard force, video surveillance, and staff egress searches. Company
shall maintain an adequate level of data security controls, including, but not
limited to, those set forth in Attachment 10 — Data Security Controls. Amtrak
may revise the data security controls at any time upon written notice to
Company, giving at least thirty (30) days advance notice when possible andfor
practical.

Company shall maintain and implement disaster recovery and avoidance
procedures and backup procedures as it relates to Confidential Information.
During the term of this Agreement, Company shall provide Amtrak with an
opportunity to review at Company's premises its current disaster recovery and
avoidance plan and backup procedures and all updates thereto. Company shall
review and update, as necessary, its disaster recovery and avcidance plan and
backup procedures based on the respective recovery priority of each business
unit. If Company performs any audit with regard to its disaster recovery and
avoidance plan and backup procedures (e.g., 1SO 9000}, Company shall make
the results of that audit available to Amtrak's information security director for on-
site review. Amtrak may elect, at its option, to conduct onsite reviews of
Company’s facilities for, among other things. assessing disaster recovery
preparedness and backup procedures.

12. Records and Audit

121

During the term of this Agreement and for a period of at least three (3) years
thereafter, Company and its subcontractors shall keep and maintain complete
and accurate books, records and accounts relating te this Agreement and shall
conduct such internal audits reasonably required to verify continuing full
compliance with the terms and conditions of this Agreement.
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Amtrak reserves the right to inspect, copy and audit the records of Company and
its agents and subcontractors (*Company's Records™) in connection with all
matters related to this Agreement. Company's Records shall include, but not be
limited to: accounting records (hard copy and electronic); internal audit files;
policies and procedures; cost and pricing data; subceontract, purchasing, and
agreement files; correspondence; computations and projections; general ledger
entries; and any other evidence sufficient to substantiate, in accordance with
sound and generally accepted accounting principles and practices consistently
applied, all direct and indirect charges, credits. or other financial transactions
related in any way to this Agreement.

In addition, Amtrak will have the right to examine copy and audit Company’s
Records in order to evaluate and verify compliance of Company with
governmental and legal requirements as well as all terms, conditions, and
requirements of this Agreement.

Company's Records and systems that are used in connection with the sale of
Amtrak Products will be made available to Amtrak or its representatives at all
reasonable times. Amtrak may interview any of Company's employees, pursuant
to the provisions of this Section, throughout the term of this Agreement and for
three (3) vears thereafter. Company shall provide adequate and appropriate
workspace for Amtrak or its representatives to conduct audits in compliance with
this Section. Company shall cooperate with all audit procedures. including,
without limitation, the furnishing of a management representation letter upon
request of the auditor.

Company shall promptly pay Amtrak the amount of any underpayment (and
correct any other noncompliance) revealed by any such audit, and otherwise
provide any restitution recommended by the results of the audit.

Company shall require all of its agents and subcontractors to comply with the
provisions of this Section by insertion of the requirements hereof in a written
contract or agreement between Company and each of its agents and
subcantractors.

This Section is not in derogation of any rights, obligations or responsibilities that
Amtrak’s Office of the Inspector General has under the Inspector Generals Act of
1978. as amended, including, without limitation, the right to seek information by
subpoena.

Notices

Each party must provide any notice, request, demand or other communication required
or permitted hereunder in writing and in reference to this Agreement. The following
constitutes proper notice:

a) personal delivery;

by delivery by registered or certified mail, return receipt requested and acknowledged,
postage prepaid; or
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¢} two (2) business days after deposit with a private industry express courier, with
written confirmation of receipt.

Each party agrees to send all notices to the addresses set forth in Attachment 8 —
Contacts, which either party may change by providing proper notice to the party
hereunder.

Indemnification

14.1

14.2

14.3

Company (as the "Indemnifying Party") agrees to defend, indemnify and hold
harmless Amtrak (as the “Indemnified Party”) and its officers, directors,
employees, agents, servants, successors, assigns and subsidiaries and their
respective successors, assigns and personal representatives  (collectively
‘Indemnified Parties”), from and against any claims, losses, liabilities, fines,
penalties, actions, damages, costs and expenses whatseever (including costs of
defense and attorneys’ fees) (collectively "Claims”), which any of the Indemnified
Parties may hereafter incur, have responsibility for or pay arising out of or related
to:

aj any act or failure to act by the Indemnifying Party and/or its directors, officers,
employees, agents, subcontractors, servants, or any other person acting for
or on behalf of the Indemnifying Party;

b} the Indemnifying Party's breach of any term of this Agreement;

¢} any actual or claimed infringement or misappropriation of third-party
intellectual property right{s) by the Indemnifying Party;

d) the Indemnifying Party’s breach of any contract, promise or undertaking with
or to any third party and related to this Agreement.

Amtrak shall notify Company in writing within a reasonable time after notice of
any such Claim,

Consistent with and in addition to Section 14.1, Company accepts sole liability
for any failure of Company or any of Company's officers, directors, employees,
agents, servants, subcontractors, or any other person acting for or on behalf of
Company to maintain the confidentiality of Payment Related Information.
Company shall defend. indemnify and hold harmless Amtrak against any and all
Claims brought against Amtrak related to Payment Related Information, including
those resulting from the action or inaction of Company or any of its directors,
officers, employees, agents, servants, subcontractors, or any other person acting
for or on behalf of Company.

The existence of any insurance policy procured or maintained by Company or
any limitation on the amount or type of damages, compensation or benefits
payable by or for Company or any subcontractor shall not limit the
indemnification obligations under this Section.

Injunctive Relief
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Each party acknowledges that the breach of any provision of Section 5 — Advertising,
Marketing and Promotion {excluding Section 5.1}, Section 10 — Confidentiality; or
Section 11 — Security of Confidential Information may cause irreparable injury to the
other party, and agrees that the other party shall have the right to seek temporary,
preliminary and permanent injunctive relief, without the necessity of proving actual
damages or posting a bond, to prevent any such breach.

Performance Standards and Ability to Perform

16.1

16.2

16.3

16.4

16.5

16.6

Company represents and warrants that it shall perform its responsibilities under
this Agreement with promptness and diligence and in a professional manner, in
accordance with best practices and highest industry standards.

Company shall handle all customer inquiries and complaints in a prompt,
courteous and diligent manner. Company shall cooperate with Amtrak to deal
appropriately with any customer complaint.

Each party represents and warrants that it knows of no circumstances that would
materially impede its ability to perform under this Agreement and shall promptly
notify the other party in writing if it acquires knowledge of any circumstances that
would materially impede its ability to perfform under this Agreement. Without
limiting the foregoing, Company represents and warrants that it shall immediately
notify Amtrak of:

a) any change in its ownership or control; and/or
b} its involvement in any actual or threatened major litigation.

Neither party will be liable for any malfunction of System, Arrow, or Amtrak Web
Services due to any incompatibility with either party’s systems or due to either
party’s failure to adhere to the guidelines and system parameters under which
System, Arrow, or Amtrak Web Services is installed.

EXCEPT AS OTHERWISE PROVIDED HEREIN, AMTRAK MAKES NO OTHER
WARRANTIES, EITHER EXPRESS OR IMPLIED, UNDER THIS AGREEMENT
AND AMTRAK HEREBY DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDING
ANY WARRANTIES REGARDING FITNESS FOR A PARTICULAR PURPOSE,
MERCHANTIBILITY OR NONINFRINGEMENT.

EXCEPT FOR EACH PARTY'S INDEMNIFICATION OBLIGATIONS HEREIN,
TO THE EXTENT PERMITTED BY LAW, NEITHER PARTY OR ITS
AFFILIATES, AND THEIR RESPECTIVE OFFICERS, AGENTS AND
EMPLOYEES (COLLECTIVELY, ITS ‘REPRESENTATIVES") SHALL BE
LIABLE TC THE OTHER PARTY OR ANY THIRD PARTY FOR ANY INDIRECT,
EXEMPLARY, INCIDENTAL, SPECIAL, CONSEQUENTIAL OR PUNITIVE
DAMAGES, HOWEVER CAUSED, WHETHER BASED IN CONTRACT, TORT
{INCLUDING NEGLIGENCE} OR ANY OTHER THEORY OF LIABILITY, EVEN
IF SUCH PARTY OR ITS REPRESENTATIVES HAVE BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES OR EVEN IF ANY SUCH LOSS OR
DAMAGES WERE REASONABLY FORESEEABLE.
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Certain Representations and Warranties

171

17.2

17.3

17.4

17.5

17.6

Each party represents and warrants to the other that it has the requisite
corporate power and authority to enter into this Agreement and to carry out the
transactions contemplated by this Agreement.

Each party represents and warrants that the execution, delivery and performance
of this Agreement has been duly authorized and the reguisite corporate action on
the part of such party for the consummation of the transactions contemplated by
this Agreement have occurred.

Company represents and warrants that, it currently is and throughout the entire
term of this Agreement shall be, in compliance with all applicable local, state,
federal and foreign laws, rules and regulations.

Company represents and warrants that, it currently is and throughout the entire
term of this Agreement shall be, in compliance with the then current automated
clearinghouse and bankcard association guidelines, rules, regulations and
procedures applicable to its payment processing and other services, including,
without limitation, the provisions of the Federal Reserve Board's regulations E
and Z, the operating rules and operating guidelines of the National Autemated
Clearing House Association and the rules, regulations and procedures of all
credit card associations and companies.

Company represents and warrants that it is not the subject of any litigation
initiated by any credit card association or credit card processor with respect to its
acceptance of credit card payments on behalf of itself or any other merchant.
Company represents and warrants that no agreements, injunctions, restrictions
or otherwise exist which may prohibit it from performing its obligations under this
Agreement either by statute, rule, regulation, agreement or otherwise.

Company represents and warrants that its advertising, marketing and
promotional materials, including Cempany websites, other web space that
Company contrels and the content and other information contained or referred to
therein will not;

aj) constitute libel, defamation, false or illegal advertising;

b} constitute an invasion of privacy or a violation of the rights to publicity of any
third party;

¢} infringe any patent, copyright or trademark;

d) contain. link or refer to any offensive or indecent information of any kind;

e) contain any information that could be deemed proprietary, except proprietary
information owned by or licensed to Company for use therein or therewith
{other than trade name(s), trademarks, service marks, or any comparable
intellectual property rights); or

fi suggest or state that Company and Amtrak have any relationship as agents
for one another, as partners, as joint venturers or similar relationship, except
as expressly provided herein.
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Company becomes aware of any claim, allegation or notification that the
regeing warranties have been breached, Company shall promptly notify

Amtrak.

18. Insurance

18.1 Company shall precure and maintain, at its own cost and expense, continuously
during the term of this Agreement, and to the extent it carries any insurance on a
“claims-made." “claims-reported,” or “occurrences-reported” basis for three (3)
years beyond the term of this Agreement, the types of insurance specified below:

a) Commercial General Liability Insurance. A policy issued to and covering

liability imposed upon Company arising out of Company's premises or
operations or the services to be performed and/or planned and those of any
subcontractors or agents and all obligations assumed by Company under the
terms of this Agreement. The policy must include products/completed
operations liability, independent contractors liability, contractual liability,
personal injury liability and advertising liability coverages. The policy must
name National Railroad Passenger Corporation as an additional insured with
respect to Company's premises, operations and services, and the pelicy shall
contain a waiver of subrogation against National Railrcad Passenger
Corporation, its subsidiaries and their directors, officers, employees, and
agents. Coverage under this policy. or policies, shall have a combined single
limit of liability of(0){4)

b} Professional Liability Insurance. A professional liability insurance policy

covering liability imposed on Company for all errors or omissions committed
by Company, its subcontractors, agents, or employees in the performance of

services ur i jcy shall have limits
of liability ob)4) er claim and in the

annual aggregare:

Claims-Made Insurance. If Company provides any insurance specified above
on a “claims-made”, or “occurrences-reported” basis, then in addition to the
coverage requirements above, such policy shall provide that (i) the
retroactive date coincides with or precedes Company's start of Services
{including subsequent policies purchased as renewals or replacements); (ii)
the policy allows for the reporting of circumstances or incidents that might
give rise to future claims; {ii) Company will employ its best efforts to maintain
similar insurance for at least three (3} years following completion of the
Services; and {iv) if insurance terminates for any reason, Company agrees to
purchase an extended reporting provision of at least three (3) years to report
claims arising from performance of this Agreement.

d) Crime Insurance. Covering the loss of funds, remittances, vouchers or any

other property belonging to Amtrak and caused by fraud, theft, dishonesty,
and other wrongful acts by any Company employee, agent or subcontractor

| VET, licy will have a limit of liability of fb){4)
b4 |

" Commented [JAM3]: If tha cumulative valug of the contract
exceads §10 million, this Section 18 must be revised by
_Amirak Rizk Managamant.
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18.2 Company shall submit to Amtrak a certificate of insurance giving evidence of the
required coverages prior to the Effective Date of this Agreement. Company shall
continue to submit certificates of insurance during the term of this Agreement for
those policies to which Section 18 — Survival applies, as often as needed to
reflect any material changes in, or renewal or replacement of, the required
coverages.

18.3 Company shall procure all insurance from insurers which: (a) Amtrak reasonably
deems acceptable; (b} have financial ratings of A VIl or better in the Best's Key
Rating Guide, latest edition in effect as of the Effective Date of this Agreement,
and subsequently in effect at the time of renewal of any policies required
hereunder, and {c) agree to give Amtrak thirty {30} days advance written notice of
cancellation, non-renewal, or material change in coverage.

Survival

The following provisions shall survive expiration or termination of this Agreement:
Section 5 — Advertising, Marketing and Promotion {excluding Section 5.1); Section
10 - Confidentiality; Section 11 — Security of Confidential Information; Section 12 -
Records and Audit; Section 13 — Notices; Section 14 - Indemnification; Section 18
— Insurance; Section 19 — Survival; Section 26 — Governing Law, Jurisdiction and
Venue; and any other provision reasonably understood to survive termination or
expiration of this Agreement.

Assignment

Company shall not assign, delegate or otherwise transfer this Agreement or any right or
obligation hereunder {whether by express transfer, operation of law or otherwise) without
the prior written consent of Amtrak. Notwithstanding the foregoing, Company may
delegate the performance of certain obligations to certain third party contractors,
provided that Company gives Amtrak thirty (30} days written notice of the proposed
delegation and Company controls the delivery of such obligations to Amtrak and remains
responsible to Amtrak for the delivery of such obligations. Any attempted or purported
assignment or other transfer not complying with the foregoing will be null and void.
Subject to the foregoing, this Agreement will inure to the henefit of and bind the
successors and assigns of the parties.

Maodifications

Any waiver, maodification or amendment of any provision of this Agreement shall be
effective only if in writing and signed by the authorized representatives of both parties.

Headings

The various section headings exist for convenience of reference only and shall not affect
the meaning or interpretation of this Agreement or any section thereof.

Severability
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Subject to Section 26 — Governing Law, Jurisdiction and Venue, if any provision of
this Agreement is determined to be invalid, void or unenforceable in any respect, such
determination shall not affect, impair or invalidate any other provision hereof,

Construction

All parties drafted this Agreement and, in the event of a dispute, ne party hereto may
attempt to construe any provision against any other party by claiming that one particular
party drafted it.

No Waiver

No course of dealing, course of performance or failure of either party strictly to enforce
any term, right or condition of this Agreement constitutes a waiver of such term, right or
condition. No waiver or breach of any provision of this Agreement constitutes a waiver
of any subsequent breach of the same or any other provision,

Governing Law, Jurisdiction and Venue

Each party agrees to execute and interpret this Agreement in accordance with and
subject to the internal laws of the District of Columbia, without giving effect to any choice
of law rule that would cause the application of the laws of any jurisdiction cther than the
internal laws of the District of Columbia. Each party agrees toc commence any legal suit,
action or proceeding arising out of or relating to this Agreement in the United States
District Court for the District of Columbia, and each party irrevocably submits to the
exclusive jurisdiction and venue of such court in such suit, action or proceeding.

Compliance with Laws

Company, its directors, officers, employees, agents and subcontractors shall comply
with all applicable local, state, federal and foreign laws, rules and regulations enacted by
duly constituted governmental bodies. Company hereby agrees to notify Amtrak in
writing within a reasonable time after receiving notice of any failure to or allegation of a
failure to comply with the applicable laws. Company must defend, indemnify and hold
harmless Amtrak from and against any loss, damage, expense or other harm or liability
incurred or suffered by Amtrak due to any failure by Company. any of its directors,
officers, employees, agents or subcontractors to comply with such laws, rules, or
regulations.

Relationship of the Parties

It is understood and agreed that nothing contained in this Agreement shall be deemed or
construed as creating a partnership, joint venture, agency or employment relationship
between Amtrak and Company. Nothing contained herein or in any agreement between
Company and any agent or subcontractor shall create {a) any contractual relationship
between Amtrak and such agent or subcontractor or {b) any third-party beneficiary rights
in any such agent or subcontractor. The terms agent, subcontractor and independent
contractor as used throughout this Agreement do not include travel agents and tour
operators,

Force Majeure
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Except for the payment of menies due hereunder, and subject to Section 7 — Term and
Termination, neither party has any responsibility or liability for any delay or failure to
perform to the extent due to unforeseen circumstances or causes beyond its reasonable
control, including, without limitation, acts of God, earthquake, fire, flood, embargees,
labor disputes and strikes, ricts, acts of terrorism, war, and acts of civil and military
authorities, provided that such party gives the cther party prompt written notice of its
failure to perferm and the reason therefore and employs its reasonable efforts te limit the
resulting delay in performance. If either party fails to perform any of its obligations under
this Agreement due to a Force Majeure condition, as defined in this Section, for sixty
{60} successive days, the other party has the right to terminate this Agreement
immediately upon written notice.

Entire Agreement

This Agreement, and any attachments and exhibits thereto, contain the entire
urderstanding of the parties with respect to the subject matter of this Agreement and
merges and supersedes all prior and contemporaneous agreements and understandings
between the parties, whether oral or written, with respect to the subject matter of this
Agreement. All attachments are incorporated by reference and made a part of this
Agreement.

Facsimile Signatures Acceptable
This Agreement may be executed by facsimile in any number of counterparts, each of

which when sc executed and delivered shall be deemed tc be an original and all of
which taken together shall constitute the same instrument.

[SIGNATURE PAGE FOLLOWS]
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IN WITNESS WHEREOF, Amtrak and Company have each caused this Agreement to be
sighed and delivered by its duly autheorized officer, all as of the date first set forth above.

NATIONAL RAILROAD PASSENGER [ ]
CORPORATION

By: By:

Name: Name:

Title: Title:

Date: Date:

TAA 20190301

" Commented [JAM10]: Insart the full lagal nama of the
| Gompany.
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ATTACHMENT 1 - COMPANY SERVICES

Company shall provide Amtrak the following services:

Commented [JAM11]: List the services Company will
provide and include specific requirements and time frames.
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ATTACHMENT 2 - TERRITORY

Amtrak seeks to target the following markets with Company:

" Commented [JAM12]: List the markets Amtrak wauld like
o target with Company.
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ATTACHMENT 3 - AMTRAK PRODUCTS

Company will be an authorized, non-exclusive seller of the following Amtrak Products in the
Territory:

" Commented [JAM13]: List the Amtrak Products that
Company will be autharized to sell in the Teritary.
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ATTACHMENT 4 - AMTRAK WEB SERVICES INTERFACE SPECIFICATIONS

To interface with Amtrak Web Services, Company must satisfy the following technical
reguirements:

" Commented [JAM14]: List and describe the technical
_requirementls for interfacing with Amlrak Web Serviees.
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ATTACHMENT 5 - AMTRAK WEB SERVICES TERMS OF USE

Company must ensure that its System complies with the following terms of use:

" Commented [JAM15]: Insert Amtrak Waeb Sarvices Tarms
of Use.
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ATTACHMENT 6 - PAYMENT CARDS ACCEPTED

Company’s valid credit card, which will be submitted to Amtrak for payment under this
Agreement, must be one of the following acceptable credit cards:

" Commented [JAM16]: List Amirak's acceptabla credit
cands.
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ATTACHMENT 7 - COMPENSATION " commented [JAM17]: Deseribe how Amtrak will

compensate Company, including the amounts.
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ATTACHMENT 8 - CONTACTS

Any notices, reports, or other information required under this Agreement, should be sent to the
following addresses:

If to Amtrak:

National Railroad Passenger Corporation

Attn:

If to Company:

Attn;

" Commented [JAM18]:
_address.

Insert the appropriate Amtrak

" Commented [JAM19]:
. Amtrak officer.

Inzart title and name of appropriate

Commented [JAM20]:

| Gompany.

Commeantad [JAM21]:

_Company cofficer.

Insert full name and addrass of the

Insert title and name of appropriate ]
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ATTACHMENT 9 - REPORTS

Company shall provide Amtrak the following reports and information in the format specified
below:

" Commented [JAM22]: List the reparts that Company must
. provide and specify any faormatting requirements.
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ATTACHMENT 10 - DATA SECURITY

To keep the Confidential Information secure and confidential, Company shall:

"Commented [JAM23]: List the required confidentiality
_standards and practices.



AMENDMENT NG. 1 TO
GLOBAL SALES AND SERVICES AGREEMENT

This Amendment No. 1 to Global Sales and Services Agreement ("Agreement”}, dated April 1,
2014, between the National Railroad Passenger Corporation ("Amtrak”), a corporation organized under
49 U.S.C. § 24101 et seq. and the laws of the District of Columbia and SilverRail Technologies, inc.
(“SilverRaii”}, a corporation organized under the laws of the State of Washington, with its principal office
located at 300 Trade Center, Ste 6700, Woburn, MA 01801 is effective as of April 1, 2018 {(*Amendment
Effective Date”).

Whereas, Amtrak had entered into the Agreement with SilverRail Technologies, Inc.;

Whereas, the parties now desire to amend the Agreement.

Now Therefore, the parties agree to the following modifications to the Agreement,

1. Al defined terms shall have the meaning set forth in the Agreement unless otherwise
defined herein.

2. Section 7.1 {Term and Termination) is deleted and replaced with the following pravision:

This Agreement shall commence on the Effective Date and continue until September 30,
2018,

3. In Attachment 7 {Compensation), the Transaction Fee is changed to[®*®

4. In Attachment 8 {Contracts}, the contact for the Amtrak Contract and Program
Representative is changed tob)6)

b){8)

5. All other terms and conditions of the Agreement remain in full force and effect.

The parties have caused this Amendment No. 1 to be executed by their duly authorized
representatives as of the Amendment Effective Date.

National Railroad Passenger Carporation . SilverRail Technologies, Inc.
(b)(E)




AMENDMENT NG. 1 TO
GLOBAL SALES AND SERVICES AGREEMENT

This Amendment No. 1 to Global Sales and Services Agreement ("Agreement”}, dated April 1,
2014, between the National Railroad Passenger Corporation ("Amtrak”), a corporation organized under
49 U.S.C. § 24101 et seq. and the laws of the District of Columbia and SilverRail Technologies, inc.
(“SilverRaii”}, a corporation organized under the laws of the State of Washington, with its principal office
located at 300 Trade Center, Ste 6700, Woburn, MA 01801 is effective as of April 1, 2018 {(*Amendment
Effective Date”).

Whereas, Amtrak had entered into the Agreement with SilverRail Technologies, Inc.;

Whereas, the parties now desire to amend the Agreement.

Now Therefore, the parties agree to the following modifications to the Agreement,

1. Al defined terms shall have the meaning set forth in the Agreement unless otherwise
defined herein.

2. Section 7.1 {Term and Termination) is deleted and replaced with the following pravision:

This Agreement shall commence on the Effective Date and continue until September 30,
2018,

3. In Attachment 7 {[Compensation), the Transaction Fee is changed to (0))

4. In Attachment 8 {Contracts}, the contact for the Amtrak Contract and Program

Representative is changed toi(bJ{SJ kb)(8) | Nationa! Railroad
Passenger Corporation, 10 G Street, NE, Washington, DC 20002. The cantact for SilverRail is:
[)E) | SilverRail Technologies, Inc., 300 Trade Center,

Waburn, MA 01801,
5. All other terms and conditions of the Agreement remain in full force and effect.

The parties have caused this Amendment No. 1 to be executed by their duly authorized
representatives as of the Amendment Effective Date.

National Railroad Passenger Carporation . SilverRail Technologies, Inc.

b){8)




AMENDMENT NO. 2 TO AGREEMENT

This Sccond Amendment (“Amendment”) is made as of July 17, 2018 to the Global Sales and
Services Agreement effective as of April I, 2014 (“Apgreement™) by and between Natianal Railroad
Passenger Corporation (“Amtrak”) and SilverRail Technologics, Tnc. (“SilverRail™.  Amtrak and
SilverRail are collectively referred to herein as the “Parties”. All capitalized terms used herein shall have
the meaning assigned to them in the Agreement, unless otherwise defined herein.

WHEREAS, Amirak and SilverRail wish to amend certain terms and conditions of the Agreement,
and Amtrak and SilverRail consent 1o and approve the amendment of the Agreement as set forth herein.

NOW, THHEREFORE, for good and valuable consideration, the receipt and sufficiency of which
is hereby acknawledged, the Partics hereby agree as follows:

1 Effective Pate, The Effective Dhate of this Amendment shall be October 1, 2018,

2, Term. The original term of the Agreement, defined in Section 7.1 of the Agreement and
extended by Amendment Na. | to the Agreement, is extended for an additional 1 year
beginning on October 1, 2018 and ending on September 30, 2019.

3. Compensation. Attachment 7 — Compensation, is deleted in its entirety.

Unless otherwise modified by this Amendment, all terms and canditions contained in the Contract shall
continue in full force and effect.

IN WITNESS WHEREOF, the Parties have executed this Amendment as of the Effective Date,

_NATIONAL RAILROAD PASSKENGER CORPORATION SILVERRATL.TECHNOLOGIES Inc.

(0)(6) b)(B)
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DISTRIBUTION SERVICES AGREEMENT

This Distribution Services Agreement ("Agreement”) is entered into as of the 1st day of
_August |, 2014 {("Effective Date") by and between the National Railroad Passenger
Corporation, a corporation arganized under 48 U.S.C. § 24101 ef seq. and the laws of the
District of Columbia, with its principal office located at 60 Massachuseits Avenue, N.E,
Washington, D.C. 20002 (“Amtrak”), and Railkey Technology, LLC a Company organized under
the laws of Massachuseits, with its principal office located at 15 Hancock Ave Newton, MA
02459 ("Company”).

1. Background

1.1 Amtrak, which provides nationwide passenger rail services in the United States,
seeks to increase its sales in certain markets {(*Territory”).

1.2 Railkey is in the business of providing travei bocking distribution solutions.
Railkey's travel booking distribution solutions enable its clients to (a) obtain travel
information and book travel from their systems and/or (b) provide to clients’
customers the ability to obtain travel information and book travel from the
cusiomers’ reservation systems by connecting to the reservation systems of
travel providers. Railkey's clients may include corporate travel offices, travel
agents, tour operators, and reservation systems operators. Railkey’s travel
distribution solutions are referred to herein as “Distribution Products.”

1.3 Railkey and Amtrak desire to use Railkey's Distribution Products for the sale of
Amitrak’s products and services {"Amtrak Products”).

2. Company Services and Connectivity to Amtrak Web Services

2.1 Railkey shall provide the services (*“Company Services”) set forth in
Attachment 1 — Company Services in accordance with all requirements and
time frames contained therein. The markets that Amtrak seeks to target with
Railkey are set forth in Aftachment 2 — Territory. Amirak reserves the right, in
its sole discretion, to modify Attachment 2 — Territory at any time tc (a) add any
market in which Rallkey conducts its businass or (b} remove any market by
providing written notice of the changes to Railkey. Railkey shall modify its
Distribution Products as necessary to incorporate and reflect changes to
Attachment 2 — Territory within ninety (30} days of receiving written notice of
such changes. If a longer time petiod is necessitated to modify the products, the
parties shall use good faith efforts to agree upon the time peried for such
modification.

2.2 Railkey will be an authorized, non-exclusive seller of the Amtrak Products listed
in Attachment 3 — Amtrak Products in the Territory. Amtrak reserves the right,
in its sole discretion, to revise Attachment 3 — Amtrak Products at any time to
add or remove any Amtrak Product(s) by providing written notice of the changes
to Railkey. Railkey shall madify its Disfribution Products as necessary to
incorporate and reflect changes to Aftachment 3 — Amtrak Products within
ninety {80) days of receiving written notice of such changes. If a longer time

Form Distribution Scrvices Agreement 07714 Page 1 of 34



period is necessitated to modify the products, the parties shall use good faith
efforts to agree upon the time period for such modification.

2.3 In order for Railkey’s reservation system {the "System”) to connect to Amtrak's
ticket reservation and booking engine, Arrow, and Arrow’s web-interface
application, Amitrak Web Services, Railkey must develop a connection to the
System. Railkey shall develop and support the connection at its own cost and
axpense,

2.4 Connectivity to Arrow through Amirak Web Services may be through {(a} a
Managed Access Channel or {(b) an Unmanaged Access Channel with
different security requirements. The Managed Access Channel is available to
Raitkey only if it has in place system administration controls that {(a) limit access
sclely to Railkey's authorized travel managers and/or employees and (b)
validates authorized users identity and access rights.

2.5 Rallkey shall, at no cost to Amtrak, develop, implement, suppert and maintain the
System, which will connect to Arrow and Amtrak Web Services. Amtrak shall
provide reasonable assistance and cooperation, at Amtrak’s scle discretion, to
Railkey in the development, implementation, support and maintenance of the
System, as well as in the on-going connectivity of the System to Amtrak Web
Services. The technical requirements for interfacing with Amlrak Web Services
are set forth in Attachment 4 — Amtrak Web Services Interface Specification.
Amtrak reserves the right to revise Attachment 4 — Amtrak Web Services
Interface Specification at any time by providing written notice to Rallkey of such
changes. Railkey shall modify its Distribution Products as necessary to
incorporate and reflect changes to Attachment 4 — Amtrak Web Services
Interface Specification within ninety (9C) days of receiving writien notice of such
changes. If alonger time pericd is necessitated to modify the products, the
parties shall use good faith efforts to agree upon the time period for such
modification. In the event of any inconsistencies between Attachment 4 —
Amtrak Web Services Interface Specification and Attachment 3 — Amtrak
Products regarding authorized Amtrak Products, Attachment 3 — Amtrak
Products controls.

2.6 During the term of this Agreement, Railkey shall ensure that the System complies
with Amtrak Web Services Terms of Use, set forth in Attachment 5 — Amtrak
Web Services Terms of Use. Amtrak reserves the right {o revise Attachment 5
— Amtrak Web Services Terms of Use at any time by providing written notice to
Railkey of such changes. Railkey shall modify iis Distribution Products as
necessary to incorporate and reflect changes to Attachment 5 — Amtrak Web
Services Terms of Use within ninety (90} days of receiving writlen notice of
such changes. If a longer time period is necessitated to maodify the preducts, the
parties shall use good faith efforts to agree upon the time pericd for such
modification.

2.7 Railkey agrees to immediately notify its agents and subcontractors of any
changes made by Amtrak pursuant 1o this Section and to modify the System as
necessary to incorporate and refiect the changes made to the relevant
attachment within ninety {90} days of receiving written notice of such changes,
excepi for certain circumstances that would reasonable reguire immediate
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2.8

2.9

change as determined by Amtrak. If a longer time period is necessitated to
modify the interface, the parties shall use good faith efforts to agree upon the
time period for such modification. Railkey shali comply at all times with Amtrak’s
then current ticket booking procedures, which Amtrak will specify from time to
time. Amtrak shall strive to provide Railkey with thirty (30} days advance notice
of any change to the ticket bocking procedures.

Amtrak reserves the right, in its sole discretion, to prohibit the distribution, sale or
resale of any or all Amtrak Products to any Railkey custermer, agent or
subcontractor upon reasonable written notice to Railkey. Railkey shall modify the
System as necessary to prohibit the offering of the specified Amtrak Product(s) to
those Railkey customers, agents or subcontractors within five (5) days of receipt
of such notice from Amtrak.

Railkey shall authorize Amtrak to access the System for the sole purpose of
monitoring and ensuring compliance with this Agreement. Only Amtrak
employees and coniractors may access the System. Amtrak may not access the
System to print tickets and will not be allocated ticket stock. Railkey may revoke
Amtrak’'s access to the System upon termination of the Agreement or upon any
default by Amtrak.

a) Railkey shall supply Amtrak with the necessary software required to
access the System. Railkey shall provide such software components and
documentation to Amtrak within a reasonable time after execution of this
Agreement.

b} Railkey shall offer System training to Amirak as reasonably necessary to
ensure that Amtrak has at least one trained Amtrak employee operating
the System.

c) Railkey shall provide Amtrak with System technical support through
access to Railkey’s technical support desk.

3. Payment and After Sales Support for Amtrak Products

3.1

33

At the time of booking a reservation for an Amtrak product scld pursuant to this
Agreement, Railkey shall securely submit to Amtrak for payment a valid credit
card which must be inciuded in Amtrak’s list of acceptable credit cards as per
Attachment 6 - Payment Cards Accepted. Amtrak may revise Attachment 6 -
Payment Cards Accepted upon thirty (30} days written notice, except for certain
circumstances that require immediate change as determined by Amtrak. The
parties may agree by amendment to this Agreement to have payment made “on
account” by which Amtrak shall invoice Railkey on a monthly basis for bookings
made during the previous maonth and Railkey shall pay the invoice amount as
specified by Amtrak.

If connectivity to Arrow through Amtrak Web Services is through an Unmanaged
Access Channel, Railkey must include a credit card CVV / CID number and a
billing posta! code for each payment transaction.
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3.4

Railkey shall provide adeguate communication to ensure that its customers will
have access to appropriate customer support including, without limitation,
providing its employees, agents and subcontractors appropriate training and
maintaining call center and sales staff at adequale levels. Railkey will be
responsible for aill Amtrak-related after sales customer service issues, including
but not limited to custormer complaints, ticket changes or refunds, as appropriate.

Company Compensation

Amtrak shall initiatly compensate Railkey as set forth in Attachiment 7 — Company
Compensation. This attachment will be subject to review on an annual basis.

5. Advertising, Marketing and Promotion

5.1

5.2

5.3

5.4

5.5

56

Railkey shall advertise, market and promote the sale of Amtrak Products
pursuant to an annual marketing plan developed by Railkey and approved by
Amtrak.

All advertising and promotional materials must contain disclaimers, limitations of
liability notices, proprietary notices {e.g., trademark and copyright notices) and
such other notices as required by Amtrak.

To satisfacterily perform the duties and obligations set forth in this Agreement,
Railkey may need to use certain service marks, frademarks, lcgos and trade
names (collectively, "Marks”) and copyrighted works cwned by or licensed to
Amtrak. Railkey agrees and acknowledges that its use of these Marks and
copyrighted works exists pursuant to a royaliy-free, nontransferable,
nonexclusive license or sub-license. Railkey understands that it will not acquire
any ownership interest in Amirak’s Marks or copyrighted works or have the right
to use such Marks or copyrighted works other than for the sole purpose of
performing its duties and obligations to Amirak under this Agreement.

Railkey agrees to comply with all of Amirak’s instructions regarding the use of
Marks and copyrighted works, including but not limited to the Amtrak Brand
Guidglines. Railkey shall not use Amtrak’s Marks or copyrighted works in any
manner that does, threatens to or will likely diminish their value or harm the
reputation of Amirak.

Prior to publication, Amirak will have the right to review and approve any and all
content, artwork, copy, advertising, promotional materials, direct mail, inserts,
press releases, newsletters, web pages or other communications or any other
publicity published, distributed or displayed by Railkey or alifs direction or
authorization which uses Amtrak’s Marks, name{s) or tfrade names or which
otherwise refers to Amirak Products or this Agreement (collectively referred to as
“Advertising Materials”).

Railkey shall submit Advertising Maierials to Amtrak's representative listed in
Attachment 8 - Contacts, which may be changed at any time upon written
notice, at least thirly {30) days in advance for Amtrak’s written approval.
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5.7 Notwithstanding Amtrak’s written approval of any Advertising Materials, upon
Amtrak's written request, Railkey shall employ commercialty reasonable efforts to
cease publishing, distributing and/or displaying any Advertising Material
immediately or within such other period as requested by Amtrak.

6. Contract and Program Adminisfration

Each party shall designate a Contract and Program Representative who shall handle all
issues related to this Agreement, Each party shall designate a Technical Representative
who shall address technical issues refated to this Agreement. Current contacts will be
listed in Attachment 8 - Contacts. Each party may change such representatives upon
written natice to the other party.

7. Term and Termination

71 This Agreement shall commence on the Effective Date and continue until three
(3) years (“Initial Term”) unless terminated earlier pursuant to the terms herein;
thereafter, either party may request to renew this Agreement for a successive
twelve (12) month period {each, a "Renewal Term” and, together with the Initial
Term, “Term”) upon the other party’s approval by providing notice to the other
party within thirty (30) days prior to the end of the Term.

7.2 Either party may terminate this Agreement upcn written notice to the other party
if the other party materially breaches this Agreement and fails to cure such
breach within thirty (30) days of receiving written notice of the breach. In the
event of an incurable breach the other party may terminate this Agreement upon
fen (10) days written nofice to the breaching party.

7.3 Notwithstanding anything to the contrary in this Section 7 — Term and
Termination, either party may terminate this Agreement immediately upon
written notice, without providing opportunity to cure, upon the occurrence of any
of the following: '

a) the filing of any petition by or against the other party under any chapter of the
Bankruptcy Code, or other insolvency or bankruptcy act enacted by a duly
constituted legislative body of government,

b) a dissclution and winding up of the other party’s business;

¢} an occurrence of a general assignment for the benefit of creditors of the other
party; or

d) an appeintment of a receiver or trustee to take possession of all or
substantially all of the assets of the other party.

7.4 Notwithstanding anything to the contrary in this Section 7 — Term and
Termination, Amirak may terminate this Agreement immediately upon writien
notice, without providing Railkey the opportunity to cure, if:

a) Railkey, its directors, officers, employees, or agents commits any fraudulent
act or makes any fraudulent representation under this Agreement;
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10.

7.5

7.6

b) Railkey is terminated by ifs credit card processor or merchant bank;
c) Raitkey sells all or a substantial part of ifs assets; or

d) Railkey is subject to a data breach and/or PCI-DSS violation as defined in
Section 11 — Security of Confidential Information.

Notwithstanding anything to the contrary in this Section 7 — Term and
Termination, Amtrak may terminate this Agreement immediately upon wrilten
notice if there is any adverse publicity arising out of:

a) an alleged or actual fraudulent act or statement by Railkey, its directors,
officers or employees; or

b) a misrepresentation by Railkey, its directors, officers or employees and
Railkey fails to remedy such adverse publicity to the satisfaction of Amirak
within ten {10) days of Amtrak’s written notice to Railkey.

Notwithstanding anything to the contrary in this Section 7 - Term and
Termination, Amtrak may terminate this Agreement immediately upon written
notice if Railkey's risk rating falls within the "High" risk category as defined below
and Railkey fails to cure such rating deficiency within ninety (20} days of
Amtrak’s written notice of the High-risk rating. The risk rating is calculated as
set forth below:

a) A weight of sixty percent (60%) is assigned to the Credit Score Class
indicated in the Dunn & Bradstreet Comprehensive Report

b) A weight of foriy percent (40%) is assigned to the Financial Stress Class
indicated in the Dunn & Bradstreet Comprehensive Report

¢} Aresulting score of above 3.5 is deemed "High" risk.

Reports

8.1

82

Railkey shall provide to Amtrak the reports and information, in such format
specified in Attachment 9 — Reports.

Railkey shall provide such other information and reporis as reasonably requested
by Amtrak at any time in such manner as prescribed by Amtrak.

Letters of Credit

If payment is made “on account” as specified in Section 3.1 — Payment and After Sales
for Amtrak Products above, Railkey shall, at its own expense, deliver o Amtrak an
irrevocable lefter of credit ("Letter of Credit”) for the benefit of Amtrak as security for
Railkey's proper performance under and compliance with this Agreement. This
procedure will be detailed in a mutually agreed upon addendum to this Agreement.

Confidentiality
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10.1  For purposes of this Agreement, “Confidential Information” means any of the
following:

a) information provided by or on behalf of either party {as the "Disclosing
Party”) to the other party (as the “Receiving Party") in connection with this
Agreement, including any information collected or used to process payments
for the Amtrak Products, including, without limitation, credit or debit cards or
other payment or credit or debit card account information collected from or
relating to customers or prospective customers ("Payment Related
Information”) belonging to a party to this Agreement and including infermation
provided prior to the date hereof or the Effective Date;

b) information about the Disclosing Party or its affiliates, or their respective
business or employees, that the Receiving Party obtains in connection with
this Agreement, in each case including, without limitation:

.  information concerning marketing plans, objectives and financial
resulis;

ii.  information regarding business systems, methods, processes, clients,
financing data, pregrams and products;

iii.  information unrelated to this Agreement obtained by the Receiving
Party in connection with this Agreement, including, without limitation,
by accessing or being present at the business location of the
Disclosing Party;

iv.  proprietary technical information, including trade secrets, source
codes or other proprietary information of the Disclosing Party
developed in connection with this Agreement; and

v. the terms and conditions of this Agreement.
c) Without limiting the foregeing, Amtrak Cenfidential Information includes:

i. information relating to Amtrak customers or prospective customers
created or obtained in connection with this Agreement or otherwise
obtained from Amtrak or directly from Amtrak's customers or
prospective customers, including the Payment Related Information of
its customers, agents, and contractors,

ii. lists and data concerning Amtrak customers or prospective customers
in the aggregate, and

ii.  allinformation related to Arrow and the Amtrak Web Services.
d) Without limiting the foregoing, Railkey Confidential Information includes the
System, all information regarding Railkey’s customers, including the Payment

Related Information cf its customers, agents and subcontractors and
Raitkey’s financial statements.
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10.2  The Receiving Party shall maintain, dispose of and otherwise treat all
Canfidential Information of the Disclosing Party with the same degree of care as
it accords its own Confidential Information, but in no event less than a reasonable
degree of care.

10.3 The Receiving Party shall use and disclose Confidential Infermation only for the
purpose of performing its obligations or enforcing its rights with respect fo this
Agreement or as otherwise expressly permifted by this Agreement, and shall not
obtain, use or disclose Confidential Information for any other purpose. The
Receiving Party shall, in accordance with the terms of this Agreement, limit
access to Confidential Informalion o those employees, authorized agents,
vendors, consuitanis, accountanis, service providers who have a commercially
reasonable need to access such Confideniial Infermation in connection with this
Agreement.

10.4 The Receiving Party agrees that any use or disclosure of Confidential Information
other than that specifically permitted under this Agreement will cause immediate
and irreparable harm to the Disclosing Party for which money damages might not
constitute an adequate remedy. As a result, the Receiving Party agrees to the
appropriateness of injunctive relief in addition to any other remedies the
Disclosing Party may have under applicable laws.

10.5  Upon the termination or expiration of this Agreement, the Receiving Party shall
comply with the Disclosing Party's instructions regarding the disposition of the
Confidential Information, which may include return to the Disclosing Party of any
and/or all of the Confidential Information {including any electronic or paper
copies, reproductions, extracts or summaries thereof). The Receiving Party may
retain one archived copy of such material, subject to the terms of this Agreement,
which the Receiving Party may use solely for regulatory purposes and not for any
other purpose. The Receiving Party shall certify such compliance in writing,
including a certification that the Receiving Pariy has not kept any copies of
Confidential Information except as necessary for requlatory purpeses.

10.6  With respect to Amirak Confidential Information, Railkey shall:

a) keep the Confidential Information confidential and secure in accordance with
Section 11 — Security of Confidential Information cf this Agreement and
industry practices;

by treat all Payment Related Information in accordance with the requirements of
the Payment Card Indusiry (PCl} Security Standards;

c) implement and maintain commercially reasonable physical, electrenic,
administrative and procedural security measures, including commercially
reasonable authentication, access controls, virus protection and intrusion
detection practices and procedures in accordance with Section 11 -
Security of Confidential Information of this Agreement; and

d) ensure that any person with access to the Confidential Information agrees in

writing to follow the Confidentiality provisions of this Agreement {including but
not limited to Section 10 — Confidentiality and Section 11 ~ Security of
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Confidential Information) and mainiain the existence of this Agreement and
the nature of their obligations hereunder strictly confidential. Railkey shall not
provide any Amirak customer or prospective customer Non-Public Personal
Information {(as defined herein) to any third party without Amtrak’s express
written approval, Furthermore, Railkey must make such sharing agreement
in writing and ensure that the third party has security processes and
procedures adequate to comply with its obligations both thereunder and
under applicable laws. “Non-Public Personal Information” means {i}
personally identifiable information, and/or {ii) any list, description, or other
grouping of customers (and publicly available information pertaining to them)
that is derived using any perscenally identifiable financial information that is
not publicly available.

&) Without limiting the foregoing, in the event of an information security breach
by Railkey resulting in a suspected or actual breach of the security of the data
of any Amtrak customer or prospective customer whose nonpublic personal
information or Payment Related Information is or is reascnably believed to
have been acquired by an unauthorized person or for unauthorized purposes,
Railkey shall (a) consult with Amirak regarding the appropriate response to
each actual or suspected breach, (b} be respensible for complying with all
applicable laws requiring notification to customers whose nonpublic personal
information or Payment Related Information may be compromised or
reasonably believed to be comprised due to a security breach, including
mailing notice, if required, to the Amtrak customers or prospective customers
at Railkey's sole expense and (¢) obtain a new PCI-DSS certification. In
addition, Railkey shall provide affected customars with one (1) year of
complimentary access to credit monitoring services, credit protection
services, credit fraud alerts, or similar services. Railkey shall consult with
Amtrak regarding the content of any such notice and the service to be
provided. In advance of mailing the notice, and as between the parties,
Amtrak, at its election, shall make the final determination of the content of any
such notice.

10.7 The restrictions on disclosure of Canfidential Information in this Section 10 —
Confidentiality shali not apply to information that:

a) is already rightfully known to the Receiving Party, wholly apart from this
Agreement as shown by the Receiving Party's written records, at the time it
obtains Confidential Information from the Disclosing Party;

b) at the time of the disclasure is or becomes generaily available to the public
cther than as a result of disclosure in breach of this Agreement or any other
confidentiality obtigations;

¢} is lawfully received by the Recelving Party on a non-confidential basis from a
third party authorized to disclose such information without restriction and
without breach of this Agreement;

d) is contained in, or is capable of being discovered solely through examination
of publicly available records or products;
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22,

23.

24,

25,

26.

27.

28.

Headings

The various sectien headings exist for convenience of reference only and shall not affect
the meaning or interpretation of this Agreement or any section thereof.

Severability

Subject to Section 26 — Governing Law, Jurisdiction and Venue, if any provision of
this Agreement is determined to be invalid, void or unenforceable in any respect, such
determination shall not affect, impair or invalidate any other provision hereof.

Construction

All parties drafted this Agreement and, in the event of a dispute, no party hereto may
attemp! to construe any provision against any other party by claiming that one particular
party drafted it.

No Waiver

No course of dealing, course of performance or failure of either party strictly 1o enforce
any term, right or condition of this Agreement constitutes a waiver of such term, right or
condition. No waiver or breach of any provision of this Agreement constitutes a waiver
of any subsequent breach of the same or any other provision.

Governing Law, Jurisdiction and Venue

Each party agrees to execute and interpret this Agreement in accordance with and
subject to the internal laws of the District of Columbia, without giving effect to any choice
of law rule that would cause the application of the laws of any jurisdiction other than the
internal laws of the District of Columbia. Each party agrees to commence any legal suit,
action or proceeding arising out of or reiating to this Agreement in the United Stales
District Court for the District of Columbia, and each party irrevocably submits to the
exclusive jurisdiction and venue of such court in such suit, action or proceeding.

Compliance with Laws

Railkey, its directors, officers, employees, agents and subcontractors shall comply with
all applicable local, state, federal and foreign laws, rules and regulations enacted by duly
constituted governmental bodies. Railkey hereby agrees to notify Amtrak in writing
within a reasonable time after receiving notice of any failure to or allegation of a failure to
comply with the applicable laws. Raitkey must defend, indemnify and hold harmless
Amtrak from and against any loss, damage, expense or other harm or liability incurred or
suffered by Amtrak due to any failure by Railkey, any of its directors, officers,
employees, agents or subcontractors to comply with such laws, rules, or regulations.

Relationship of the Parlies

It is understood and agreed that nothing contained in this Agreement shall be deemed or
construed as creating a partnership, joint venture, agency or employment relationship
between Amtrak and Railkey. Nothing contained herein or in any agreement between
Railkey and any agent or subcontractor shall create (a) any contractual relationship
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29,

30.

31.

between Amtrak and such agent or subcontracior or {b) any third-party beneficiary rights
in any such agent or subcontractor. The terms agent, subcontracior and independent
contractor as used throughout this Agreement do not include travel agents and tour
operators.

Force Majeure

Except for the payment of monies due hereunder, and subject to Section 7 — Term and
Termination, neither party has any responsibility or liabiiity for any delay or failure o
perform to the extent due to unforeseen circumstances or causes beyond its reasonable
control, including, without limitation, acts of Ged, earthquake, fire, flood, embargoes,
labor disputes and strikes, riots, acts of terrorism, war, and acts of civil and military
authorities, provided that such party gives the other party prompt written notice of its
failure to perform and the reason therefore and employs its reasonable efforts to limit the
resulting delay in performance. if either party fails to perform any of its obligations under
this Agreement due to a Force Majeure condition, as defined in this Section, for sixty
(60) successive days, the other party has the right to terminate this Agreement
immediately upon written notice,

Entire Agreement

This Agreement, and any attachments and exhibits thereto, contain the entire
understanding of the parties with respect to the subject matter of this Agreement and
merges and supersedes all prior and contemporaneous agreements and understandings
between the parties, whether oral or written, with respect to the subject matter of this
Agreement. All attachments are incorporated by reference and made a part of this
Agreement.

Facsimile Signatures Acceptable
This Agreement may be executed by facsimile in any number of counterparts, each of

which when so executed and delivered shall be deemed to be an original and all of
which taken together shall constitute the same instrument.

IN WITNESS WHEREQF, Amirak and Railkey have each caused this Agreement to be signed
and delivered by its duly authorized officer, all as of the daie first set forth above.

NATIONAL RAILROAD PASSENGER Railkey Technology, LLC
CORPORATION

(0)(6)
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purchase an extended reporting provision of at least three (3) years to report
claims arising from performance of this Agreement.

d} Crime Insurance. Covering the loss of funds, remitiances, vouchers or any
cther property belonging to Amtrak and caused by fraud, theft, dishonesty,
and other wrongful acts by any Railkey employee, agent or subcontractor
employee. Coverage under this policy will have a limit of liability of at {sast

(b)i4)

18.2 Railkey shall submit to Amirak a certificate of insurance giving evidence of the
required coverages prior to the Effective Date of this Agreement. Railkey shall
continue to submit certificates of insurance during the term of this Agreement for
those policies to which Section 18 — Survival applies, as often as needed {o
reflect any material changes in, or renewal or replacement of, the required
coverages.

18.3 Railkey shall procure all insurance fram insurers which: (a} Amirak reasonably
deems acceplable; (b) have financial ratings of A VIl or better in the Best's Key
Rating Guide, latest edition in effect as of the Effective Date of this Agreement,
and subsequently in effect at the time of renewal of any policies required
hereunder, and {c) agree to give Amirak thirty (30) days advance written notice of
cancellation, non-renewal, or material change in coverage.

19. Survival

The following provisions shall survive expiration or termination of this Agreement:
Section 5 — Advertising, Marketing and Promotion (excluding Secticn 5.1); Section
10 — Confidentiality; Section 11 — Security of Confidential iInformation; Section 12 —
Records and Audit; Section 13 — Naotices; Section 14 - Indemnification; Section 18
— Insurance; Section 19 — Survival; Section 26 — Governing Law, Jurisdiction and
Venue; and any other provision reasonably understood to survive termination or
expiration of this Agreement.

20. Assignment

Railkey shall not assign, delegate or otherwise transfer this Agreement or any right or
cbligation hersunder (whether by express transfer, operation of law or otherwise) without
the prior written consent of Amirak. Notwithstanding the foregoing, Railkey may
delegate the performance of certain obligations to certain third party contractors,
provided that Railkey gives Amtrak thirty (30) days written notice of the proposed
delegation and Railkey controls the delivery of such gbligations o Amtrak and remains
responsible to Amtrak for the delivery of such obligations. Any attempted or purported
assignment or other transfer not complying with the foregoing will be null and void.
Subject to the foregoing, this Agreement will inure 1o the benefit of and hind the
successors and assigns of the parties.

21. Modifications

Any waiver, modification or amendment of any provision of this Agreement shall be
effective cnly if in writing and signed by the authorized representatives of both parties.
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18.1  Railkey shall procure and maintain, at its own cost and expense, continuously
during the term of this Agreement, and to the extent it carries any insurance on a
“claims-made,” “claims-reported,” or “occurrences-reported” basis for three (3)
years beyond the term of this Agreement, the types of insurance specified below:

a) Commercial General Liability Insurance. A policy issued to and covering
liability imposed upon Railkey arising out of Railkey’'s premises or operations
or the services to be performed and/or ptanned and those of any
subcontractors or agents and all obligalions assumed by Railkey under the
terms of this Agreement. The policy must include products/completed
operations liability, independent contractors liability, contractual liability,
personal injury liability and advertising liability coverages. The policy must
name Nalional Railroad Passenger Corporation as an additional insured with
respect to Railkey's premises, operations and services, and the policy shall
contain a waiver of subrogation against National Railroad Passenger
Corporation, its subsidiaries and their directors, officers, employees, and
agents. Coverage under this policy, or policies, shall have a combined single
limit of liability off®)4)

b} Errors and Omissions/Professional Liability Insurance, Contractor shall
maintain an errors and omissions/professional liability insurance policy
covering liability imposed on Contractor for all acts, errors, omissions,
negligence, infringement of intellectual property and network risks committed
by Contractor, its agents, or employees in its and/or their performance or
non-performance under this Agreement. Network risks includes coverage for
the perils of unauthorized network access, failure of security, and breach of
privacy, as well as the cost of notification of persons whose information may
have heen breached and the payment for the defense of, and judgments,
setflements, fines or penalties that result from, regulatory violations. Such
insurance shall include an affirmative coverage grant for contingent bodily
injury and property damage emanating from the failure of its or their action or
inaction under this Agreement or an error or omission in the
content/information provided. Coverage under this policy shall have limits of
liability of no[b)X®) |and in the
annual aggregate. Such Insurance shall be maintained in force at all times
during the term of this Agreement and for a period of three (3) years
thereafter following the date of termination of this Agreement. This insurance
shall name National Railroad Passenger Corporation as an additional insured
for the Contractor's wrongful acts under this Contract and coverage shall
include a waiver of subrogation against National Railroad Passenger
Corporation.

c) Claims-Made Insurance. If Railkey provides any insurance specified above
on a “claims-made”, or “occurrences-reported” basis, then in addition to the
coverage reguirements above, such policy shall provide that: (i) the
retroactive date coincides with or precedes Railkey's start of Services
{including subsequent policies purchased as renewals or replacements); (ii)
the policy allows for the reporting of circumstances or incidents that might
give rise to future claims; (iii) Railkey will employ its best efforts to maintain
similar insurance for at least three (3) years following completion of the
Services; and {iv} if insurance terminates for any reason, Railkey agrees to
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171

17.2

17.3

17.4

17.5

176

Each parly represents and warrants to the other that it has the requisite
corporate power and authority to enter into this Agreement and to carry out the
transactions contemplated by this Agreement.

Each pariy represents and warrants that the execution, delivery and perfoermance
of this Agreement has been duly authorized and the requisite corporate action on
the part of such party for the consummation of the transactions contemplated by
this Agreement have occurred.

Railkey represents and warrants that, it currently is and throughout the entire
term of this Agreement shall be, in compliance with all applicable local, state,
federal and foreign laws, rules and regulations.

Railkey represenis and warrants that, it currently is and throughout the entire
term of this Agreement shall be, in compliance with the then current automated
clearinghouse and bankcard association guidelines, rules, regulations and
procedures applicable to its payment processing and other services, including,
without limitation, the provisions of the Federal Reserve Board's regulations E
and Z, the operating rules and operating guidelines of the National Automated
Clearing House Association and the rules, regulations and procedures of all
credit card associations and companies.

Railkey represents and warrants that it is not the subject of any litigation initiated
by any credit card association or credit card processor with respect to its
acceptance of credit card payments on behalf of itself or any other merchant.
Railkey represents and warrants that no agreements, injunctions, restrictions or
otherwise exist which may prohibit it from performing its obligations under this
Agreement either by statute, rule, regulation, agreement or otherwise.

Railkey represenis and warrants that its advertising, marketing and promotional
materials, including Railkey websites, other web space that Railkey controls and
the content and other information contained or referred to therein will not:

a) constitute libel, defamation, false or illegal advertising;

b) constitute an invasion of privacy or a violation of the rights to publicity of any
third party;

¢} infringe any patent, copyright or trademark;

d) contain, link or refer to any offensive or indecent infermation of any kind;

e) contain any information that could be deemed proprietary, except proprietary
information owned by or licensed to Railkey for use therein or therewith (other
than frade name(s), trademarks, service marks, or any comparable
intellectual property rights); or

f) suggest or state that Railkey and Amtrak have any relationship as agents for
one another, as partners, as joint venturers or similar relationship, except as
expressly provided herein.

If Railkey becomes aware of any claim, allegation or notification that the
foregoing warranties have been breached, Railkey shall promptly nolify Amtrak.

18. Insurance
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16.

17.

preliminary and permanent injunctive relief, without the necessity of proving actual
damages or posiing 2 bond, to prevent any such breach.

Performance Standards and Ability to Perform

16.1

16.2

16.3

16.4

18.5

16.6

Railkey represents and warrants that it shall perform its responsibilities under this
Agreement with promptness and diligence and in a professional manner, in
accordance with best practices and highest industry standards.

Railkey shall handle all customer inquiries and complaints in a prompt, courteous
and difigent manner. Railkey shall cooperate with Amtrak to deal appropriately
with any customer complaint.

Each paity represents and warrants that it knows of no circumstances that would
materially impede ils ability to perform under this Agreement and shall promptly
notify the other parly in writing if it acquires knowledge of any circumstances that
would materially impede its ability to perform under this Agreement. Without
limiting the foregoing, Railkey represents and warrants that it shall immediately
notify Amtrak of:

a} any change in its ownership or control; and/or
b) its involvement in any actual or threatened major litigation.

Neither party will be liable for any malfunction of System, Arrow, or Amtrak Web
Services due to any incompatibility with either party’s systems or due to either
party’s failure to adhere to the guidelines and system parameters under which
System, Arrow, or Amtrak Web Services is installed.

EXCEPT AS OTHERWISE PROVIDED HEREIN, AMTRAK MAKES NO CTHER
WARRANTIES, EITHER EXPRESS OR IMPLIED, UNDER THIS AGREEMENT
AND AMTRAK HEREBY DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDING
ANY WARRANTIES REGARDING FITNESS FOR A PARTICULAR PURPOSE,
MERCHANTIBILITY OR NONINFRINGEMENT.

EXCEPT FOR EACH PARTY'S INDEMNIFICATION CBLIGATIONS HEREIN,
TO THE EXTENT PERMITTED BY LAW, NEITHER PARTY ORITS
AFFILIATES, AND THEIR RESPECTIVE CFFICERS, AGENTS AND
EMPLOYEES {COLLECTIVELY, ITS "REPRESENTATIVES") SHALL BE
LIABLE TO THE OTHER PARTY OR ANY THIRD PARTY FOR ANY INDIRECT,
EXEMPLARY, INCIDENTAL, SPECIAL, CONSEQUENTIAL OR PUNITIVE
DAMAGES, HOWEVER CAUSED, WHETHER BASED IN CONTRACT, TORT
(INCLUDING NEGLIGENCE) OR ANY OTHER THEORY OF LIABILITY, EVEN
fF SUCH PARTY OR ITS REPRESENTATIVES HAVE BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES OR EVEN IF ANY SUCH LOSS OR
DAMAGES WERE REASONABLY FORESEEABLE,

Certain Representations and Warranties
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14.

15.

Indemnification

14.1

14.2

14.3

Railkey {as the “Indemnifying Party”} agrees to defend, indemnify and hold
harmless Amtrak (as the “Indemnified Party”) and its officers, directors,
employees, agents, servants, contractors, subconiractors, successors, assigns
and subsidiaries and their respective successors, assigns and personal
representatives (collectively “Indemnified Parties”), from and against any claims,
losses, liabilities, fines, penalties, actions, damages, costs and expenses
whatsoever (including costs of defense and attorneys’ fees) (collectively
“Claims”), which any of the Indemnified Parties may hereafter incur, have
responsibility for or pay arising out of or related {o:

a) any act or failure to act by the Indemnifying Party and/or its directors, officers,
employees, agents, subcontractors, servants, or any olher person acting for
or on behalf of the Indemnifying Party;

b) the Indemnifying Party’s breach of any term of this Agreement;

c) any actual or claimed infringement or misappropriation of third-party
intellectual property right{s) by the indemnifying Pariy;

d) the Indemnifying Party's breach of any contract, promise or undertaking with
or to any third party and related tc this Agreement.

Amtrak shall notify Raitkey in writing within a reasonable time afier notice of any
such Claim.

Consistent with and in addition to Section 14.1, Railkey accepis sole liability for
any failure of Railkey or any of Railkey's officers, directors, employees, agents,
servants, subcontractors, or any other person acting for or on behalf of Railkey lo
maintain the confidentiality of Payment Related Information and/or Non-Public
Personal Information. Railkey shall defend, indemnify and hold harmless Amirak
against any and all Claims brought against Amtrak related to Payment Related
Information and/or Non-Public Personal Infermation, including those resulting
from the action or inaction of Railkey or any of its directors, officers, emplayees,
agents, servants, subcontractars, or any other person acting for or on behalf of
Railkey.

The existence of any insurance palicy procured or maintained by Railkey or any
limitation an the amount or type of damages, compensation or benefits payable
by or for Railkey or any subcontractcor shall not limit the indemnification
obligations under this Section.

Injunctive Relief

Each party acknowledges that the breach of any provision of Section 5 — Advertising,
Marketing and Promotion (excluding Section 5.1}; Section 10 — Confidentiality; or
Section 11 - Security of Confidential Information may cause irreparable injury {o the
other party, and agrees that the other party shall have the right to seek tempaorary,
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12.2

12.3

12.4

12.5

12.6

(b) Agreement compliance and performance, including any work or deliverables
in progress,

{(c) compliance with applicable provisions of Amtrak’s federal grant, requlations
and statutes; and

(d) support for all direct and indirect costs or prices charged to Amtrak.

Railkey agrees to maintain all such data and records throughout the term of the
Agreement and until three (3) years after final payment under the Agreement,
and agrees to cooperate with all audit activities.

In conneclion with audit and inspection activities, Amtrak OIG shall be afforded,
upon request, {(a) access to Railkey's facilities and to Agreement work or
deliverables in progress, (b) the opportunity to interview Railkey's employees
concerning any matter relating to the Agreement, and (c) adequate and
appropriate workspace.

Railkey agrees to reimburse Amtrak, within sixty (60) calendar days after receipt
of a written request, the full amount of any undisputed audit findings or
questioned costs, unless otherwise agreed by Amirak in the course of post-audit
negotiations with Railkey.

Railkey shall include the provisions of this clause in every subcontract or
purchase order exceeding $100,000, as well as a provision requiring all
subcontractors te include these provisions in any lower tier subconiracts or
purchase orders exceeding $100,000. Railkey shall be responsible for
subconiractor or lower tier subcontracter's compliance with this clause.

Nothing in this Agreement shall be construed to limit the rights, obligations,
authority, or responsibilities of Amtrak’s Office of the Inspector General pursuant
to the Inspector General Act of 1978, as amended, including the right to seek
information by subpoena.

13. Notices

Each party must provide any notice, request, demand or other communication required
or permitted hereunder in writing and in reference to this Agreement. The following
canstitutes propsr nctice:

a) perscnal delivery;

b) delivery by registered or certified mail, return receipt requested and acknowledged,
postage prepaid; or

c} two (2) business days after deposit with a private industry express courier, with
writlen confirmation of receipt.

Fach party agrees to send all notices to the addresses set forth in Attachment 8 —
Contacts, which either party may change by providing proper notice to the party
hereunder.
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equipment against “hackers” and others who may seek, without authorization, to
access or modify its systems or the information found therein. Railkey shall
regularly test its systems for potential areas where “hackers” and others could
breach security, such testing to be conducted on at least a quarterly basis.
Railkey agrees to advise Amtrak immediately by telephone and in writing via
facsimile of any suspected securily breach that may have compromised any
Confidential Information, or of any suspected unauthorized misappropriation,
disclosure or use by any person of the Confidential Information or Payment
Related Information, which may come to Railkey's attention. Railkey shall take
all steps and employ its best and most diligent efforts to remedy such breach of
seclrity or unauthorized access in a timely manner and to deliver o Amtrak a
root cause assessment and future, incident-mitigation plan with regard to any
breach of security or unautherized access affecting Confidential Information or
Payment Related Information.

Railkey must store all Confidential Information in a physically and logically secure
environment that protects it from unauthorized access, modification, theft, misuse
and destruction. In addition to these general standards, Railkey shall maintain
an adequate level of physical security controls over its facility including, but not
limited to, appropriate alarm systems, fire suppression, access controis {including
off-hour controls) which may include visitor access procedures, security guard
force, video surveillance, and staff egress searches. Railkey shall maintain an
adequate level of data security controls, including, but not limited to, those set
forth in Attachment 10 — Data Security Controls. Amtrak may revise the data
security controls at any time upon written notice to Railkey, giving at least thirty
(30) days advance notice when possible and/or practical.

Railkey shall maintain and implement disaster recovery and aveidance
procedures and backup procedures as it relaies to Confidential Information.
During the term of this Agreement, Railkey shall provide Amtrak with an
opportunity to review at Railkey’s premises its current disaster recovery and
avoidance plan and hackup procedures and all updates thereto. Railkey shall
review and update, as necessary, its disaster recovery and avoidance plan and
backup procedures based on the respective recovery pricrity of each business
unit. If Railkey performs any audit with regard to ifs disaster recovery and
avoidance plan and backup procedures (e.g., ISO 9000), Railkey shall make the
results of that audit available to Amtrak’s information security director for on-site
review. Amirak may elect, at its option, to conduct onsite reviews of Railkey's
facilities for, among other things, assessing disaster recovery preparedness and
backup procedures.

12, Records and Audit

12.1

Raitkey acknowledges and agrees that Amtrak's Office of Inspector General
(OIG) may inspect, copy and/or audit Railkey's data and records (in hard copy
and/or electronic format) related in any way to the Agreement, including without
limitation, all daia and records relating to:

{a) support for any proposal, change order, or request for equitable adjustment
submitted to Amtrak by Railkey,
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11.

g) is required to be disclosed by applicable law, regulation, valid court order,
government agency order, for law enforcement purpases, or by a self-
regulatory body, provided that (i} if possible, the Receiving Party shall
promptly nofify the Disclosing Party of any such requirement prior to
disclosure to afford the Disclosing Party an opporiunity fo seek a protective
order or other appropriate remedy to prevent or limit that disclosure, and (i)
Confidential Information of the Disclosing Party must only be disclosed to the
extent required; or

fy is developed by the Receiving Party without the use of any proprietary or
non-public information provided by the Disclosing Party under this
Agreement, as demonstrated by the written records of the Receiving Party.

Security of Confidential Information

11.1

11.4

Railkey shall at all times maintain physical, electronic, administrative and
procedural security measures sufficient to protect all Confidential Information
from both internal and external threats and sufficient to comply with all applicable
local, state and federal Jaws and all applicable credit card association rules and
regulations cencerning the security of such data.

Raitkey, its employees, agents and subcontraciors shall at all times comply with
the Payment Card Industry Data Security Standard (PCI-DSS) required by the
credit card associations. Railkey must, at all imes during the term of this
Agreement, obtain, retain, and renew, as appropriate, its certification of
compliance with the PCI-DSS. Railkey shall provide Amtrak with a copy of its
current PCI-D8S certification and annual audits upon the Effective Date of this
Agreement and on each anniversary date thereof for the duration of this
Agreement.

Railkey shall maintain an adequate information security policy and provide
Amtrak with a copy of the current policy upon the Effective Date of this
Agreement. During the term of this Agreement, Railkey shall provide Amtrak
timely updates and revisions thereto.

Railkey shall maintain and enforce safety and physical security procedures with
respect to its access and maintenance and disposat of Confidential Information
that:

a) meets or exceeds industry standards for the territories listed in Attachment 2
- Territory;

b) in the case of Payment Related Informaticn, meets or exceeds PCI
requirements for safety and physical security; and

¢} provides appropriate technical and crganizational safeguards against
accidental or unlawful destruction, loss, alteration or unauthorized disclosure
of or access to the Confidential Information under this Agreement.

Without limiting the generality of the foregoing, Railkey shall take all
commercially reasonable measures to secure and defend its tocaticn and
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ATTACHMENT 1 — COMPANY SERVICES
Company shall provide Amitrak the following services:

Upon Amtrak's anproval, Railkey shall make avaitable Amirak products to Railkey's existing
distribution channels within ninety {90) days of the effective date. Railkey's existing distribution
channels are defined as any location where cnline travel reservations are offered. Railkey shall
provide Amtrak with a listing of all distribution channels on a quarterly basis via email. By
December 31, 2014, Railkey shall provide Amitrak with a full marketing and business plan that
describes the intended business aclivities and channels that will be pursued under this
Agreement. Railkey shall only add Amirak Products to new distribution channels upon
advanced written authorization by Amtrak.
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ATTACHMENT 2 - TERRITORY
Amtrak seeks to target the following markets with Company:

Railkey's territory is not limited.
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ATTACHMENT 2 - AMTRAK PRODUCTS

Company will be an authorized, non-exclusive seller of the following Amtrak Preducts in the
Territory:

Railkey may offer all Amtrak Products, including Peint-to-Point tickets and rail passes.

Railkey may offer customers all Amirak passenger iypes, such as:

«  Adult . Military Adult

»  Student Advantage . AAA Child

+  AAA Adutt . NARP

+ ISIC . Military Child

»  Senior (62+} . Veterans Advantage
«+  Child . Infant
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ATTACHMENT 4 — AMTRAK WEB SERVICES INTERFACE SPECIFICATIONS

To interface with Amirak Web Services, Company must satisfy the technical requirements on
the attached document.
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ATTACHMENT 5 - AMTRAK WERB SERVICES TERMS OF USE

Company must ensure that its System complies with the following terms of use:

1. Amtrak Web Services user, Railkey, will utilize standard Web Services Security as defined
by Qasls in the WS Security 1.1 specification when required for a particular web service.
Currently, Amtrak requires and is using SSL {client and server certificates) for transport layer
security, Production certificates must be issued by a known signing authority. Both parties
will work together 1o ensure that all information exchanged is safe and secure. Railkey must
immediately implement, employ and suppert such other security features as requested by
Amtrak.

2. Amtrak has the right to disable and/or suspend access to Amirak Web Services to
investigate any situations that may appear as possible security attacks or breaches and
DOS {Denial of Service) attacks, provided that Amtrak will reasonably cooperate with
Railkey with respect to such investigation and not unreasonably withhold or delay such
access,

3. Inthe event Amtrak Web Services monitoring reveals workloads exceeding the agreed upon
volumes, or in situations where optimal performance of the Amtrak computer system is
being jeopardized and measures taken by Railkey to reduce the number of web service calls
back to acceptable levels are not effective, Amtrak reserves the right to limit {throttle),
disable and/or suspend access to Amtrak Web Services. Amirak agrees fo cooperaie with
Railkey in an effort to investigate alternate processing methods that return workload back
within optimal performance limits.

4. In the event Amtrak Web Services monitoring reveals volumes exceeding the agreed upon
transaction rates, Railkey will be nofified and must promptly take measures to fallback any
changes that have caused unacceptable impacts. Railkey must respond with corrective
action within timeframes agreed to by Amtrak, in an effort to ensure workload returns to the
acceptable benchmarks. Amtrak reserves the right to limit (throttle}, disable and/or suspend
access to Amirak Web Services, in the interest of preserving Amtrak computer system
optimal performance, while Railkey explores necessary alternatives. Any/all corrective
measures, timeframe extensions, or service limitations/suspension adjustments must be
mutually agreed upon, on a case by case basis, and must be signed-off by Amtrak,

5. Upon execution of the underlying Agreement, Amtrak and Railkey Contract Coordinators will
prompily meet to review the web service(s} request/response data that will be used by
Railkey from Amtrak. Railkey will register to use those web services by providing the
information for connectivity to Amtrak Web Services Test and Production environments
(refer to the Amirak Web Services Regisiration Document).

6. Railkey must promptiy conduct a regression test against new releases and versions of
Amirak Web Services against the Amtrak Web Services QA test environment within 30
calendar days of their release to that environment ¢r a mutually-agreed upon date. Railkey
must use the new release and version in production within 80 days of production release or
a mutually-agreed upon date.

7. Railkey must provide a support contact, reachable 2417, to assist with issues related to
Railkey 's activities and/or to notify Railkey of an Amtrak emergency or operating excepticon
{e.g., needing to extend weekend maintenance window)

8. Inthe event that the new release or version of Amtrak Web Services requires a change to
Raiikey's processing code, Railkey may either petform such changes to enable Railkey to
use the new release or version within the 30-day period or terminate the Agreement; this 90-
day period is subject fo exiension in case Railkey has issues with changing their processing
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code. Extensions to the 90-day period wili be mutually agreed on, on a case by case basis,
but will not exceed more than an additional 60 days.

9. Railkey must conduct all testing against the test environment and not the production
environment. Railkey shall send web services requests using a secure Internet connection.
There will be no leased lines or VPN connections. Secured Internet connections will be used
in development/QA test, QA staging and production. The Railkey application must be
configurable to accommodate changes in the URL of the Amtrak web service. The URL of
the web sarvice should not be hard coded in the application.

10. Railkey must pre-arrange all load-testing against Amirak Web Services with Amtrak
Application Testing group. Load testing will be allowed only in the web services staging
environment.

11. Railkey must inform Amtrak of their implementation schedule. Railkey must keep Amtrak
informed of any business changes (i.e. adding corporate accounts, train schedules or
extending features) that could drive an increase in transaction volumes, so that necessary
preparations can be made to support the changes. In the event that there are changes o
Railkey's business, whether considered a direct impact to Amtrak or non-impacting to
Amtrak (i.e. changes made to address another carrier) Railkey will be required to conduct
regression testing against Amtrak Web Services; testing is required for any/all
enhancements made, and Railkey must pre-arrange such regression test efforts with the
Amtrak Application Testing group.

12. Railkey must adhere to guidelines provided by Amtrak in managing transaction workload
volumes deemed acceptable by Amfrak. Using the Estimated Transaction Volumes and
Estimated Growth figures from the Amtrak Web Services Registration document provided by
Amtrak, Railkey agrees toc actively manage transaction workload.

13, Railkey agrees to work with Amtrak in a cooperative effort to address transaction worklead
concerns when transaction volumes exceed estimates from the Amtrak Web Services
Registration document, or if the above benchmarks are not being met, or as determined by
Amtrak.

14. Railkey agrees to strictly restrict sales to the specific routes authorized by Amtrak. Amirak
has the right to disable and/or suspend access to Amirak Web Services to investigate any
situations where it is determined Railkey is operating cutside of these specific authorized
routes.

15. Railkey shall recognize Amirak's 24x7 production system availability, which excludes a bi-
monthly maintenance service outage window on Sunday from 3:00 a.m. to 6:00 am. U.S.
ET. Amtrak reserves the right to extend the maintenance service outage window. Amtrak will
provide Railkey a three days’ notice where possible.

16. Railkey must adhere to Amtrak’s hours of test system availability, normally during core
business hours, Monday through Friday, 8:30 a.m. te 5 p.m. U.8. ET. Test systems are not
available on Wednesday 8 p.m. to Thursday 8:30 a.m. Railkey may have access to test
systems at other times; however, Amirak staff cannot support them. With prior arrangement,
Railkey may access a supported test system outside core business hours.
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ATTACHMENT 6 - PAYMENT CARDS ACCEPTED

Visa
MasterCard
American Express

Discover Card {NOT including Discover Partners of JCB, China Union Pay, Diners Club
Inlernational, BC Card {South Korean Card), Dina Card {Serbian Card}).

UATP {Universal Air Travel Plan)
Amtrak does NOT accept any PIN based PiN Debit Cards of any brand. However If a PIN debit

card from ane of the brands above can also function as a credit card {Signature Based) Amirak
can accept it.
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ATTACHMENT 7 — COMPENSATION

Compensation Category ‘

(0)(4)

(0)(4)
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ATTACHMENT 8 — CONTACTS

Any notices, reports, or other information required under this Agreement, should be sent to the
following addresses:

[f to Amtrak:

Marketing:

b){8)

__Contract and Proaram Representative:
b){8)

Technical Representative:
b))

If to Railkey;

Marketing:
b)(®)

Contract and Proaram Representative:
b))
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b){8)

Technical Representative:

b){8)
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ATTACHMENT 9 — REPORTS

Company shall provide Amtrak the following reporis and information in the format specified
below:

Railkey shall provide Amtrak with access o sales data generated by Railkey. Type of access
and report distribution will be determined in subseguent discussions.

The following definitions apply to the type of reporting requested;

Static Reports: standard format indicates sales for a determined period of time:
+  Top City Pair Repori by country

Ad hoc: Amtrak agrees to give Railkey reasonable advance notice to produce any of the
following ad hoc reporis that may not be available as a static report.

. FNR

. City Pair

- Train

. Riders

. Class of Service
. Passenger Type
. Discount Codes

. Booking Date
. Payment Date

All reports should be capable of download to an application such as Excel. There should be an
area for both international and Domestic Sales
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ATTACHMENT 10 — DATA SECURITY

To keep the Confidential Information secure and confidential, Company shall:

1. Amtrak has the right to disable and/or suspend access to Amirak Web Services to
investigate any situations that may appear as possible DoS (Denial of Service) attacks.

2. Railkey must implement measures to ensure that Rallkey ‘s applications/systems shall
only allow access to those who are authorized to use the applications or systems.

3. Railkey must ensure that access to rescurces required for the development. design and
operation of Railkey's processing code are based on authenticated Railkey identification.

4, Railkey must ensure that all data files, databases, etc, associated with Railkey.'s
processing code, applications and systems are protected against unauthorized access.

5. Railkey must ensure that Railkey's applications, systems and processing code generate
a security audit trail that contains information sufficient for investigation of loss or
impropriety. Railkey must ensure that at a minimum, logs record all security relevant
events, including the Railkey ID asscciated with the events. Railkey will ensure that Log
events include information regarding (a) Invalid Railkey authentication attempts, (b}
Logons and activities of privileged Railkey, e.g., System Administrators, (c}
Unsuccessful data or transaction access attempts, {d) Successful accesses of security-
critical resources (e.g., security logs, security commands), {e) Changes to security
profiles, privileges or attributes, (0 Changes to access rights of resources and (g)
Changes to the system security configuration

8. Railkey agrees tc maintain and implement disaster recovery and avoidance procedures
to ensure that Railkey's operation can be restored to normal operation in the event of the
loss of data files, hardware or the processing facility itself. Railkey agrees that a disaster
recovery plan and/or procedures will be developed, documented and maintained,
outlining the steps required to restore Railkey's application/system in the event of a
disaster. Railkey agrees that Railkey's disaster recovery plan and/or procedures will be
tested at least annually and that results of disaster recovery tests will be available to
Amtrak at Amtrak's request.

7. Railkey agrees to monitor security threat and aftack trends and assess how they affect
Raitkey's applications and systems. Railkey agrees to patch all vulnerable versions of
Railkey's software (including versions for multiple platforms) when vulnerabilities
impacting Railkey's applications and systems ars ideniified.

8. Railkey must provide a support contact, reachable 24/7, to assist with issues related to
Railkey's activities and/or to notify Railkey of an Amtrak emergency or operaling
exception (e.g., needing to extend weekend maintenance window}.
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DISTRIBUTION SERVICES AGREEMENT
BETWEEN
NATIONAL RAILROAD PASSENGER CORPORATION
AND

RAILKEY TECHNOLOGY SOLUTIONS, LLC
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DISTRIBUTION SERVICES AGREEMENT

This Distribution Services Agreement ("Agreement”) is entered into as of the 1st day of
_August |, 2014 {("Effective Date") by and between the National Railroad Passenger
Corporation, a corporation arganized under 48 U.S.C. § 24101 ef seq. and the laws of the
District of Columbia, with its principal office located at 60 Massachuseits Avenue, N.E,
Washington, D.C. 20002 (“Amtrak”), and Railkey Technology, LLC a Company organized under
the laws of Massachuseits, with its principal office located at 15 Hancock Ave Newton, MA
02459 ("Company”).

1. Background

1.1 Amtrak, which provides nationwide passenger rail services in the United States,
seeks to increase its sales in certain markets {(*Territory”).

1.2 Railkey is in the business of providing travei bocking distribution solutions.
Railkey's travel booking distribution solutions enable its clients to (a) obtain travel
information and book travel from their systems and/or (b) provide to clients’
customers the ability to obtain travel information and book travel from the
cusiomers’ reservation systems by connecting to the reservation systems of
travel providers. Railkey's clients may include corporate travel offices, travel
agents, tour operators, and reservation systems operators. Railkey’s travel
distribution solutions are referred to herein as “Distribution Products.”

1.3 Railkey and Amtrak desire to use Railkey's Distribution Products for the sale of
Amitrak’s products and services {"Amtrak Products”).

2. Company Services and Connectivity to Amtrak Web Services

2.1 Railkey shall provide the services (*“Company Services”) set forth in
Attachment 1 — Company Services in accordance with all requirements and
time frames contained therein. The markets that Amtrak seeks to target with
Railkey are set forth in Aftachment 2 — Territory. Amirak reserves the right, in
its sole discretion, to modify Attachment 2 — Territory at any time tc (a) add any
market in which Rallkey conducts its businass or (b} remove any market by
providing written notice of the changes to Railkey. Railkey shall modify its
Distribution Products as necessary to incorporate and reflect changes to
Attachment 2 — Territory within ninety (30} days of receiving written notice of
such changes. If a longer time petiod is necessitated to modify the products, the
parties shall use good faith efforts to agree upon the time peried for such
modification.

2.2 Railkey will be an authorized, non-exclusive seller of the Amtrak Products listed
in Attachment 3 — Amtrak Products in the Territory. Amtrak reserves the right,
in its sole discretion, to revise Attachment 3 — Amtrak Products at any time to
add or remove any Amtrak Product(s) by providing written notice of the changes
to Railkey. Railkey shall madify its Disfribution Products as necessary to
incorporate and reflect changes to Aftachment 3 — Amtrak Products within
ninety {80) days of receiving written notice of such changes. If a longer time
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period is necessitated to modify the products, the parties shall use good faith
efforts to agree upon the time period for such modification.

2.3 In order for Railkey’s reservation system {the "System”) to connect to Amtrak's
ticket reservation and booking engine, Arrow, and Arrow’s web-interface
application, Amitrak Web Services, Railkey must develop a connection to the
System. Railkey shall develop and support the connection at its own cost and
axpense,

2.4 Connectivity to Arrow through Amirak Web Services may be through {(a} a
Managed Access Channel or {(b) an Unmanaged Access Channel with
different security requirements. The Managed Access Channel is available to
Raitkey only if it has in place system administration controls that {(a) limit access
sclely to Railkey's authorized travel managers and/or employees and (b)
validates authorized users identity and access rights.

2.5 Rallkey shall, at no cost to Amtrak, develop, implement, suppert and maintain the
System, which will connect to Arrow and Amtrak Web Services. Amtrak shall
provide reasonable assistance and cooperation, at Amtrak’s scle discretion, to
Railkey in the development, implementation, support and maintenance of the
System, as well as in the on-going connectivity of the System to Amtrak Web
Services. The technical requirements for interfacing with Amlrak Web Services
are set forth in Attachment 4 — Amtrak Web Services Interface Specification.
Amtrak reserves the right to revise Attachment 4 — Amtrak Web Services
Interface Specification at any time by providing written notice to Rallkey of such
changes. Railkey shall modify its Distribution Products as necessary to
incorporate and reflect changes to Attachment 4 — Amtrak Web Services
Interface Specification within ninety (9C) days of receiving writien notice of such
changes. If alonger time pericd is necessitated to modify the products, the
parties shall use good faith efforts to agree upon the time period for such
modification. In the event of any inconsistencies between Attachment 4 —
Amtrak Web Services Interface Specification and Attachment 3 — Amtrak
Products regarding authorized Amtrak Products, Attachment 3 — Amtrak
Products controls.

2.6 During the term of this Agreement, Railkey shall ensure that the System complies
with Amtrak Web Services Terms of Use, set forth in Attachment 5 — Amtrak
Web Services Terms of Use. Amtrak reserves the right {o revise Attachment 5
— Amtrak Web Services Terms of Use at any time by providing written notice to
Railkey of such changes. Railkey shall modify iis Distribution Products as
necessary to incorporate and reflect changes to Attachment 5 — Amtrak Web
Services Terms of Use within ninety (90} days of receiving writlen notice of
such changes. If a longer time period is necessitated to maodify the preducts, the
parties shall use good faith efforts to agree upon the time pericd for such
modification.

2.7 Railkey agrees to immediately notify its agents and subcontractors of any
changes made by Amtrak pursuant 1o this Section and to modify the System as
necessary to incorporate and refiect the changes made to the relevant
attachment within ninety {90} days of receiving written notice of such changes,
excepi for certain circumstances that would reasonable reguire immediate
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2.8

2.9

change as determined by Amtrak. If a longer time period is necessitated to
modify the interface, the parties shall use good faith efforts to agree upon the
time period for such modification. Railkey shali comply at all times with Amtrak’s
then current ticket booking procedures, which Amtrak will specify from time to
time. Amtrak shall strive to provide Railkey with thirty (30} days advance notice
of any change to the ticket bocking procedures.

Amtrak reserves the right, in its sole discretion, to prohibit the distribution, sale or
resale of any or all Amtrak Products to any Railkey custermer, agent or
subcontractor upon reasonable written notice to Railkey. Railkey shall modify the
System as necessary to prohibit the offering of the specified Amtrak Product(s) to
those Railkey customers, agents or subcontractors within five (5) days of receipt
of such notice from Amtrak.

Railkey shall authorize Amtrak to access the System for the sole purpose of
monitoring and ensuring compliance with this Agreement. Only Amtrak
employees and coniractors may access the System. Amtrak may not access the
System to print tickets and will not be allocated ticket stock. Railkey may revoke
Amtrak’'s access to the System upon termination of the Agreement or upon any
default by Amtrak.

a) Railkey shall supply Amtrak with the necessary software required to
access the System. Railkey shall provide such software components and
documentation to Amtrak within a reasonable time after execution of this
Agreement.

b} Railkey shall offer System training to Amirak as reasonably necessary to
ensure that Amtrak has at least one trained Amtrak employee operating
the System.

c) Railkey shall provide Amtrak with System technical support through
access to Railkey’s technical support desk.

3. Payment and After Sales Support for Amtrak Products

3.1

33

At the time of booking a reservation for an Amtrak product scld pursuant to this
Agreement, Railkey shall securely submit to Amtrak for payment a valid credit
card which must be inciuded in Amtrak’s list of acceptable credit cards as per
Attachment 6 - Payment Cards Accepted. Amtrak may revise Attachment 6 -
Payment Cards Accepted upon thirty (30} days written notice, except for certain
circumstances that require immediate change as determined by Amtrak. The
parties may agree by amendment to this Agreement to have payment made “on
account” by which Amtrak shall invoice Railkey on a monthly basis for bookings
made during the previous maonth and Railkey shall pay the invoice amount as
specified by Amtrak.

If connectivity to Arrow through Amtrak Web Services is through an Unmanaged
Access Channel, Railkey must include a credit card CVV / CID number and a
billing posta! code for each payment transaction.
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3.4

Railkey shall provide adeguate communication to ensure that its customers will
have access to appropriate customer support including, without limitation,
providing its employees, agents and subcontractors appropriate training and
maintaining call center and sales staff at adequale levels. Railkey will be
responsible for aill Amtrak-related after sales customer service issues, including
but not limited to custormer complaints, ticket changes or refunds, as appropriate.

Company Compensation

Amtrak shall initiatly compensate Railkey as set forth in Attachiment 7 — Company
Compensation. This attachment will be subject to review on an annual basis.

5. Advertising, Marketing and Promotion

5.1

5.2

5.3

5.4

5.5

56

Railkey shall advertise, market and promote the sale of Amtrak Products
pursuant to an annual marketing plan developed by Railkey and approved by
Amtrak.

All advertising and promotional materials must contain disclaimers, limitations of
liability notices, proprietary notices {e.g., trademark and copyright notices) and
such other notices as required by Amtrak.

To satisfacterily perform the duties and obligations set forth in this Agreement,
Railkey may need to use certain service marks, frademarks, lcgos and trade
names (collectively, "Marks”) and copyrighted works cwned by or licensed to
Amtrak. Railkey agrees and acknowledges that its use of these Marks and
copyrighted works exists pursuant to a royaliy-free, nontransferable,
nonexclusive license or sub-license. Railkey understands that it will not acquire
any ownership interest in Amirak’s Marks or copyrighted works or have the right
to use such Marks or copyrighted works other than for the sole purpose of
performing its duties and obligations to Amirak under this Agreement.

Railkey agrees to comply with all of Amirak’s instructions regarding the use of
Marks and copyrighted works, including but not limited to the Amtrak Brand
Guidglines. Railkey shall not use Amtrak’s Marks or copyrighted works in any
manner that does, threatens to or will likely diminish their value or harm the
reputation of Amirak.

Prior to publication, Amirak will have the right to review and approve any and all
content, artwork, copy, advertising, promotional materials, direct mail, inserts,
press releases, newsletters, web pages or other communications or any other
publicity published, distributed or displayed by Railkey or alifs direction or
authorization which uses Amtrak’s Marks, name{s) or tfrade names or which
otherwise refers to Amirak Products or this Agreement (collectively referred to as
“Advertising Materials”).

Railkey shall submit Advertising Maierials to Amtrak's representative listed in
Attachment 8 - Contacts, which may be changed at any time upon written
notice, at least thirly {30) days in advance for Amtrak’s written approval.
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5.7 Notwithstanding Amtrak’s written approval of any Advertising Materials, upon
Amtrak's written request, Railkey shall employ commercialty reasonable efforts to
cease publishing, distributing and/or displaying any Advertising Material
immediately or within such other period as requested by Amtrak.

6. Contract and Program Adminisfration

Each party shall designate a Contract and Program Representative who shall handle all
issues related to this Agreement, Each party shall designate a Technical Representative
who shall address technical issues refated to this Agreement. Current contacts will be
listed in Attachment 8 - Contacts. Each party may change such representatives upon
written natice to the other party.

7. Term and Termination

71 This Agreement shall commence on the Effective Date and continue until three
(3) years (“Initial Term”) unless terminated earlier pursuant to the terms herein;
thereafter, either party may request to renew this Agreement for a successive
twelve (12) month period {each, a "Renewal Term” and, together with the Initial
Term, “Term”) upon the other party’s approval by providing notice to the other
party within thirty (30) days prior to the end of the Term.

7.2 Either party may terminate this Agreement upcn written notice to the other party
if the other party materially breaches this Agreement and fails to cure such
breach within thirty (30) days of receiving written notice of the breach. In the
event of an incurable breach the other party may terminate this Agreement upon
fen (10) days written nofice to the breaching party.

7.3 Notwithstanding anything to the contrary in this Section 7 — Term and
Termination, either party may terminate this Agreement immediately upon
written notice, without providing opportunity to cure, upon the occurrence of any
of the following: '

a) the filing of any petition by or against the other party under any chapter of the
Bankruptcy Code, or other insolvency or bankruptcy act enacted by a duly
constituted legislative body of government,

b) a dissclution and winding up of the other party’s business;

¢} an occurrence of a general assignment for the benefit of creditors of the other
party; or

d) an appeintment of a receiver or trustee to take possession of all or
substantially all of the assets of the other party.

7.4 Notwithstanding anything to the contrary in this Section 7 — Term and
Termination, Amirak may terminate this Agreement immediately upon writien
notice, without providing Railkey the opportunity to cure, if:

a) Railkey, its directors, officers, employees, or agents commits any fraudulent
act or makes any fraudulent representation under this Agreement;
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10.

7.5

7.6

b) Railkey is terminated by ifs credit card processor or merchant bank;
c) Raitkey sells all or a substantial part of ifs assets; or

d) Railkey is subject to a data breach and/or PCI-DSS violation as defined in
Section 11 — Security of Confidential Information.

Notwithstanding anything to the contrary in this Section 7 — Term and
Termination, Amtrak may terminate this Agreement immediately upon wrilten
notice if there is any adverse publicity arising out of:

a) an alleged or actual fraudulent act or statement by Railkey, its directors,
officers or employees; or

b) a misrepresentation by Railkey, its directors, officers or employees and
Railkey fails to remedy such adverse publicity to the satisfaction of Amirak
within ten {10) days of Amtrak’s written notice to Railkey.

Notwithstanding anything to the contrary in this Section 7 - Term and
Termination, Amtrak may terminate this Agreement immediately upon written
notice if Railkey's risk rating falls within the "High" risk category as defined below
and Railkey fails to cure such rating deficiency within ninety (20} days of
Amtrak’s written notice of the High-risk rating. The risk rating is calculated as
set forth below:

b)(4)

Reports

8.1

82

Railkey shall provide to Amtrak the reports and information, in such format
specified in Attachment 9 — Reports.

Railkey shall provide such other information and reporis as reasonably requested
by Amtrak at any time in such manner as prescribed by Amtrak.

Letters of Credit

If payment is made “on account” as specified in Section 3.1 — Payment and After Sales
for Amtrak Products above, Railkey shall, at its own expense, deliver o Amtrak an
irrevocable lefter of credit ("Letter of Credit”) for the benefit of Amtrak as security for
Railkey's proper performance under and compliance with this Agreement. This
procedure will be detailed in a mutually agreed upon addendum to this Agreement.

Confidentiality
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10.1  For purposes of this Agreement, “Confidential Information” means any of the
following:

a) information provided by or on behalf of either party {as the "Disclosing
Party”) to the other party (as the “Receiving Party") in connection with this
Agreement, including any information collected or used to process payments
for the Amtrak Products, including, without limitation, credit or debit cards or
other payment or credit or debit card account information collected from or
relating to customers or prospective customers ("Payment Related
Information”) belonging to a party to this Agreement and including infermation
provided prior to the date hereof or the Effective Date;

b) information about the Disclosing Party or its affiliates, or their respective
business or employees, that the Receiving Party obtains in connection with
this Agreement, in each case including, without limitation:

.  information concerning marketing plans, objectives and financial
resulis;

ii.  information regarding business systems, methods, processes, clients,
financing data, pregrams and products;

iii.  information unrelated to this Agreement obtained by the Receiving
Party in connection with this Agreement, including, without limitation,
by accessing or being present at the business location of the
Disclosing Party;

iv.  proprietary technical information, including trade secrets, source
codes or other proprietary information of the Disclosing Party
developed in connection with this Agreement; and

v. the terms and conditions of this Agreement.
c) Without limiting the foregeing, Amtrak Cenfidential Information includes:

i. information relating to Amtrak customers or prospective customers
created or obtained in connection with this Agreement or otherwise
obtained from Amtrak or directly from Amtrak's customers or
prospective customers, including the Payment Related Information of
its customers, agents, and contractors,

ii. lists and data concerning Amtrak customers or prospective customers
in the aggregate, and

ii.  allinformation related to Arrow and the Amtrak Web Services.
d) Without limiting the foregoing, Railkey Confidential Information includes the
System, all information regarding Railkey’s customers, including the Payment

Related Information cf its customers, agents and subcontractors and
Raitkey’s financial statements.
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10.2  The Receiving Party shall maintain, dispose of and otherwise treat all
Canfidential Information of the Disclosing Party with the same degree of care as
it accords its own Confidential Information, but in no event less than a reasonable
degree of care.

10.3 The Receiving Party shall use and disclose Confidential Infermation only for the
purpose of performing its obligations or enforcing its rights with respect fo this
Agreement or as otherwise expressly permifted by this Agreement, and shall not
obtain, use or disclose Confidential Information for any other purpose. The
Receiving Party shall, in accordance with the terms of this Agreement, limit
access to Confidential Informalion o those employees, authorized agents,
vendors, consuitanis, accountanis, service providers who have a commercially
reasonable need to access such Confideniial Infermation in connection with this
Agreement.

10.4 The Receiving Party agrees that any use or disclosure of Confidential Information
other than that specifically permitted under this Agreement will cause immediate
and irreparable harm to the Disclosing Party for which money damages might not
constitute an adequate remedy. As a result, the Receiving Party agrees to the
appropriateness of injunctive relief in addition to any other remedies the
Disclosing Party may have under applicable laws.

10.5  Upon the termination or expiration of this Agreement, the Receiving Party shall
comply with the Disclosing Party's instructions regarding the disposition of the
Confidential Information, which may include return to the Disclosing Party of any
and/or all of the Confidential Information {including any electronic or paper
copies, reproductions, extracts or summaries thereof). The Receiving Party may
retain one archived copy of such material, subject to the terms of this Agreement,
which the Receiving Party may use solely for regulatory purposes and not for any
other purpose. The Receiving Party shall certify such compliance in writing,
including a certification that the Receiving Pariy has not kept any copies of
Confidential Information except as necessary for requlatory purpeses.

10.6  With respect to Amirak Confidential Information, Railkey shall:

a) keep the Confidential Information confidential and secure in accordance with
Section 11 — Security of Confidential Information cf this Agreement and
industry practices;

by treat all Payment Related Information in accordance with the requirements of
the Payment Card Indusiry (PCl} Security Standards;

c) implement and maintain commercially reasonable physical, electrenic,
administrative and procedural security measures, including commercially
reasonable authentication, access controls, virus protection and intrusion
detection practices and procedures in accordance with Section 11 -
Security of Confidential Information of this Agreement; and

d) ensure that any person with access to the Confidential Information agrees in

writing to follow the Confidentiality provisions of this Agreement {including but
not limited to Section 10 — Confidentiality and Section 11 ~ Security of
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Confidential Information) and mainiain the existence of this Agreement and
the nature of their obligations hereunder strictly confidential. Railkey shall not
provide any Amirak customer or prospective customer Non-Public Personal
Information {(as defined herein) to any third party without Amtrak’s express
written approval, Furthermore, Railkey must make such sharing agreement
in writing and ensure that the third party has security processes and
procedures adequate to comply with its obligations both thereunder and
under applicable laws. “Non-Public Personal Information” means {i}
personally identifiable information, and/or {ii) any list, description, or other
grouping of customers (and publicly available information pertaining to them)
that is derived using any perscenally identifiable financial information that is
not publicly available.

&) Without limiting the foregoing, in the event of an information security breach
by Railkey resulting in a suspected or actual breach of the security of the data
of any Amtrak customer or prospective customer whose nonpublic personal
information or Payment Related Information is or is reascnably believed to
have been acquired by an unauthorized person or for unauthorized purposes,
Railkey shall (a) consult with Amirak regarding the appropriate response to
each actual or suspected breach, (b} be respensible for complying with all
applicable laws requiring notification to customers whose nonpublic personal
information or Payment Related Information may be compromised or
reasonably believed to be comprised due to a security breach, including
mailing notice, if required, to the Amtrak customers or prospective customers
at Railkey's sole expense and (¢) obtain a new PCI-DSS certification. In
addition, Railkey shall provide affected customars with one (1) year of
complimentary access to credit monitoring services, credit protection
services, credit fraud alerts, or similar services. Railkey shall consult with
Amtrak regarding the content of any such notice and the service to be
provided. In advance of mailing the notice, and as between the parties,
Amtrak, at its election, shall make the final determination of the content of any
such notice.

10.7 The restrictions on disclosure of Canfidential Information in this Section 10 —
Confidentiality shali not apply to information that:

a) is already rightfully known to the Receiving Party, wholly apart from this
Agreement as shown by the Receiving Party's written records, at the time it
obtains Confidential Information from the Disclosing Party;

b) at the time of the disclasure is or becomes generaily available to the public
cther than as a result of disclosure in breach of this Agreement or any other
confidentiality obtigations;

¢} is lawfully received by the Recelving Party on a non-confidential basis from a
third party authorized to disclose such information without restriction and
without breach of this Agreement;

d) is contained in, or is capable of being discovered solely through examination
of publicly available records or products;
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22,

23.

24,

25,

26.

27.

28.

Headings

The various sectien headings exist for convenience of reference only and shall not affect
the meaning or interpretation of this Agreement or any section thereof.

Severability

Subject to Section 26 — Governing Law, Jurisdiction and Venue, if any provision of
this Agreement is determined to be invalid, void or unenforceable in any respect, such
determination shall not affect, impair or invalidate any other provision hereof.

Construction

All parties drafted this Agreement and, in the event of a dispute, no party hereto may
attemp! to construe any provision against any other party by claiming that one particular
party drafted it.

No Waiver

No course of dealing, course of performance or failure of either party strictly 1o enforce
any term, right or condition of this Agreement constitutes a waiver of such term, right or
condition. No waiver or breach of any provision of this Agreement constitutes a waiver
of any subsequent breach of the same or any other provision.

Governing Law, Jurisdiction and Venue

Each party agrees to execute and interpret this Agreement in accordance with and
subject to the internal laws of the District of Columbia, without giving effect to any choice
of law rule that would cause the application of the laws of any jurisdiction other than the
internal laws of the District of Columbia. Each party agrees to commence any legal suit,
action or proceeding arising out of or reiating to this Agreement in the United Stales
District Court for the District of Columbia, and each party irrevocably submits to the
exclusive jurisdiction and venue of such court in such suit, action or proceeding.

Compliance with Laws

Railkey, its directors, officers, employees, agents and subcontractors shall comply with
all applicable local, state, federal and foreign laws, rules and regulations enacted by duly
constituted governmental bodies. Railkey hereby agrees to notify Amtrak in writing
within a reasonable time after receiving notice of any failure to or allegation of a failure to
comply with the applicable laws. Raitkey must defend, indemnify and hold harmless
Amtrak from and against any loss, damage, expense or other harm or liability incurred or
suffered by Amtrak due to any failure by Railkey, any of its directors, officers,
employees, agents or subcontractors to comply with such laws, rules, or regulations.

Relationship of the Parlies

It is understood and agreed that nothing contained in this Agreement shall be deemed or
construed as creating a partnership, joint venture, agency or employment relationship
between Amtrak and Railkey. Nothing contained herein or in any agreement between
Railkey and any agent or subcontractor shall create (a) any contractual relationship
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29,

30.

31.

between Amtrak and such agent or subcontracior or {b) any third-party beneficiary rights
in any such agent or subcontractor. The terms agent, subcontracior and independent
contractor as used throughout this Agreement do not include travel agents and tour
operators.

Force Majeure

Except for the payment of monies due hereunder, and subject to Section 7 — Term and
Termination, neither party has any responsibility or liabiiity for any delay or failure o
perform to the extent due to unforeseen circumstances or causes beyond its reasonable
control, including, without limitation, acts of Ged, earthquake, fire, flood, embargoes,
labor disputes and strikes, riots, acts of terrorism, war, and acts of civil and military
authorities, provided that such party gives the other party prompt written notice of its
failure to perform and the reason therefore and employs its reasonable efforts to limit the
resulting delay in performance. if either party fails to perform any of its obligations under
this Agreement due to a Force Majeure condition, as defined in this Section, for sixty
(60) successive days, the other party has the right to terminate this Agreement
immediately upon written notice,

Entire Agreement

This Agreement, and any attachments and exhibits thereto, contain the entire
understanding of the parties with respect to the subject matter of this Agreement and
merges and supersedes all prior and contemporaneous agreements and understandings
between the parties, whether oral or written, with respect to the subject matter of this
Agreement. All attachments are incorporated by reference and made a part of this
Agreement.

Facsimile Signatures Acceptable
This Agreement may be executed by facsimile in any number of counterparts, each of

which when so executed and delivered shall be deemed to be an original and all of
which taken together shall constitute the same instrument.

IN WITNESS WHEREQF, Amirak and Railkey have each caused this Agreement to be signed
and delivered by its duly authorized officer, all as of the daie first set forth above.

NATIONAL RAILROAD PASSENGER Railkey Technology, LLC
CORPORATION

b){8)
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purchase an extended reporting provision of at least three (3) years to report
claims arising from performance of this Agreement.

d} Crime Insurance. Covering the loss of funds, remitiances, vouchers or any
cther property belonging to Amtrak and caused by fraud, theft, dishonesty,
and other wrongful acts by any Railkey employee, agent or subcontractor
employee. Coverage under this policy will have a limit of liability of at {east

I(b){4)

18.2 Railkey shall submit to Amirak a certificate of insurance giving evidence of the
required coverages prior to the Effective Date of this Agreement. Railkey shall
continue to submit certificates of insurance during the term of this Agreement for
those policies to which Section 18 — Survival applies, as often as needed {o
reflect any material changes in, or renewal or replacement of, the required
coverages.

18.3 Railkey shall procure all insurance fram insurers which: (a} Amirak reasonably
deems acceplable; (b) have financial ratings of A VIl or better in the Best's Key
Rating Guide, latest edition in effect as of the Effective Date of this Agreement,
and subsequently in effect at the time of renewal of any policies required
hereunder, and {c) agree to give Amirak thirty (30) days advance written notice of
cancellation, non-renewal, or material change in coverage.

19. Survival

The following provisions shall survive expiration or termination of this Agreement:
Section 5 — Advertising, Marketing and Promotion (excluding Secticn 5.1); Section
10 — Confidentiality; Section 11 — Security of Confidential iInformation; Section 12 —
Records and Audit; Section 13 — Naotices; Section 14 - Indemnification; Section 18
— Insurance; Section 19 — Survival; Section 26 — Governing Law, Jurisdiction and
Venue; and any other provision reasonably understood to survive termination or
expiration of this Agreement.

20. Assignment

Railkey shall not assign, delegate or otherwise transfer this Agreement or any right or
cbligation hersunder (whether by express transfer, operation of law or otherwise) without
the prior written consent of Amirak. Notwithstanding the foregoing, Railkey may
delegate the performance of certain obligations to certain third party contractors,
provided that Railkey gives Amtrak thirty (30) days written notice of the proposed
delegation and Railkey controls the delivery of such gbligations o Amtrak and remains
responsible to Amtrak for the delivery of such obligations. Any attempted or purported
assignment or other transfer not complying with the foregoing will be null and void.
Subject to the foregoing, this Agreement will inure 1o the benefit of and hind the
successors and assigns of the parties.

21. Modifications

Any waiver, modification or amendment of any provision of this Agreement shall be
effective cnly if in writing and signed by the authorized representatives of both parties.

Form Distribution Services Agreement 07/14



18.1  Railkey shall procure and maintain, at its own cost and expense, continuously
during the term of this Agreement, and to the extent it carries any insurance on a
“claims-made,” “claims-reported,” or “occurrences-reported” basis for three (3)
years beyond the term of this Agreement, the types of insurance specified below:

a) Commercial General Liability Insurance. A policy issued to and covering
liability imposed upon Railkey arising out of Railkey’'s premises or operations
or the services to be performed and/or ptanned and those of any
subcontractors or agents and all obligalions assumed by Railkey under the
terms of this Agreement. The policy must include products/completed
operations liability, independent contractors liability, contractual liability,
personal injury liability and advertising liability coverages. The policy must
name Nalional Railroad Passenger Corporation as an additional insured with
respect to Railkey's premises, operations and services, and the policy shall
contain a waiver of subrogation against National Railroad Passenger
Corporation, its subsidiaries and their directors, officers, employees, and
agents. Coverage under this policy, or policies, shall have a combined single
limit of liability of at least{®}4)

b} Errors and Omissions/Professional Liability Insurance, Contractor shall
maintain an errors and omissions/professional liability insurance policy
covering liability imposed on Contractor for all acts, errors, omissions,
negligence, infringement of intellectual property and network risks committed
by Contractor, its agents, or employees in its and/or their performance or
non-performance under this Agreement. Network risks includes coverage for
the perils of unauthorized network access, failure of security, and breach of
privacy, as well as the cost of notification of persons whose information may
have heen breached and the payment for the defense of, and judgments,
setflements, fines or penalties that result from, regulatory violations. Such
insurance shall include an affirmative coverage grant for contingent bodily
injury and property damage emanating from the failure of its or their action or
inaction under this Agreement or an error or omission in the
content/information provided. Coverage under this policy shall have limits of
liability of not less thanft)4) |

|{b){4) Such insurance shail be maintained in force at all times
durmg the term of this Agreement and for a period of three (3) years
thereafter following the date of termination of this Agreement. This insurance
shall name National Railroad Passenger Corporation as an additional insured
for the Contractor's wrongful acts under this Contract and coverage shall
include a waiver of subrogation against National Railroad Passenger
Corporation.

c) Claims-Made Insurance. If Railkey provides any insurance specified above
on a “claims-made”, or “occurrences-reported” basis, then in addition to the
coverage reguirements above, such policy shall provide that: (i) the
retroactive date coincides with or precedes Railkey's start of Services
{including subsequent policies purchased as renewals or replacements); (ii)
the policy allows for the reporting of circumstances or incidents that might
give rise to future claims; (iii) Railkey will employ its best efforts to maintain
similar insurance for at least three (3) years following completion of the
Services; and {iv} if insurance terminates for any reason, Railkey agrees to
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171

17.2

17.3

17.4

17.5

176

Each parly represents and warrants to the other that it has the requisite
corporate power and authority to enter into this Agreement and to carry out the
transactions contemplated by this Agreement.

Each pariy represents and warrants that the execution, delivery and perfoermance
of this Agreement has been duly authorized and the requisite corporate action on
the part of such party for the consummation of the transactions contemplated by
this Agreement have occurred.

Railkey represents and warrants that, it currently is and throughout the entire
term of this Agreement shall be, in compliance with all applicable local, state,
federal and foreign laws, rules and regulations.

Railkey represenis and warrants that, it currently is and throughout the entire
term of this Agreement shall be, in compliance with the then current automated
clearinghouse and bankcard association guidelines, rules, regulations and
procedures applicable to its payment processing and other services, including,
without limitation, the provisions of the Federal Reserve Board's regulations E
and Z, the operating rules and operating guidelines of the National Automated
Clearing House Association and the rules, regulations and procedures of all
credit card associations and companies.

Railkey represents and warrants that it is not the subject of any litigation initiated
by any credit card association or credit card processor with respect to its
acceptance of credit card payments on behalf of itself or any other merchant.
Railkey represents and warrants that no agreements, injunctions, restrictions or
otherwise exist which may prohibit it from performing its obligations under this
Agreement either by statute, rule, regulation, agreement or otherwise.

Railkey represenis and warrants that its advertising, marketing and promotional
materials, including Railkey websites, other web space that Railkey controls and
the content and other information contained or referred to therein will not:

a) constitute libel, defamation, false or illegal advertising;

b) constitute an invasion of privacy or a violation of the rights to publicity of any
third party;

¢} infringe any patent, copyright or trademark;

d) contain, link or refer to any offensive or indecent infermation of any kind;

e) contain any information that could be deemed proprietary, except proprietary
information owned by or licensed to Railkey for use therein or therewith (other
than frade name(s), trademarks, service marks, or any comparable
intellectual property rights); or

f) suggest or state that Railkey and Amtrak have any relationship as agents for
one another, as partners, as joint venturers or similar relationship, except as
expressly provided herein.

If Railkey becomes aware of any claim, allegation or notification that the
foregoing warranties have been breached, Railkey shall promptly nolify Amtrak.

18. Insurance
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16.

17.

preliminary and permanent injunctive relief, without the necessity of proving actual
damages or posiing 2 bond, to prevent any such breach.

Performance Standards and Ability to Perform

16.1

16.2

16.3

16.4

18.5

16.6

Railkey represents and warrants that it shall perform its responsibilities under this
Agreement with promptness and diligence and in a professional manner, in
accordance with best practices and highest industry standards.

Railkey shall handle all customer inquiries and complaints in a prompt, courteous
and difigent manner. Railkey shall cooperate with Amtrak to deal appropriately
with any customer complaint.

Each paity represents and warrants that it knows of no circumstances that would
materially impede ils ability to perform under this Agreement and shall promptly
notify the other parly in writing if it acquires knowledge of any circumstances that
would materially impede its ability to perform under this Agreement. Without
limiting the foregoing, Railkey represents and warrants that it shall immediately
notify Amtrak of:

a} any change in its ownership or control; and/or
b) its involvement in any actual or threatened major litigation.

Neither party will be liable for any malfunction of System, Arrow, or Amtrak Web
Services due to any incompatibility with either party’s systems or due to either
party’s failure to adhere to the guidelines and system parameters under which
System, Arrow, or Amtrak Web Services is installed.

EXCEPT AS OTHERWISE PROVIDED HEREIN, AMTRAK MAKES NO CTHER
WARRANTIES, EITHER EXPRESS OR IMPLIED, UNDER THIS AGREEMENT
AND AMTRAK HEREBY DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDING
ANY WARRANTIES REGARDING FITNESS FOR A PARTICULAR PURPOSE,
MERCHANTIBILITY OR NONINFRINGEMENT.

EXCEPT FOR EACH PARTY'S INDEMNIFICATION CBLIGATIONS HEREIN,
TO THE EXTENT PERMITTED BY LAW, NEITHER PARTY ORITS
AFFILIATES, AND THEIR RESPECTIVE CFFICERS, AGENTS AND
EMPLOYEES {COLLECTIVELY, ITS "REPRESENTATIVES") SHALL BE
LIABLE TO THE OTHER PARTY OR ANY THIRD PARTY FOR ANY INDIRECT,
EXEMPLARY, INCIDENTAL, SPECIAL, CONSEQUENTIAL OR PUNITIVE
DAMAGES, HOWEVER CAUSED, WHETHER BASED IN CONTRACT, TORT
(INCLUDING NEGLIGENCE) OR ANY OTHER THEORY OF LIABILITY, EVEN
fF SUCH PARTY OR ITS REPRESENTATIVES HAVE BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES OR EVEN IF ANY SUCH LOSS OR
DAMAGES WERE REASONABLY FORESEEABLE,

Certain Representations and Warranties
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14.

15.

Indemnification

14.1

14.2

14.3

Railkey {as the “Indemnifying Party”} agrees to defend, indemnify and hold
harmless Amtrak (as the “Indemnified Party”) and its officers, directors,
employees, agents, servants, contractors, subconiractors, successors, assigns
and subsidiaries and their respective successors, assigns and personal
representatives (collectively “Indemnified Parties”), from and against any claims,
losses, liabilities, fines, penalties, actions, damages, costs and expenses
whatsoever (including costs of defense and attorneys’ fees) (collectively
“Claims”), which any of the Indemnified Parties may hereafter incur, have
responsibility for or pay arising out of or related {o:

a) any act or failure to act by the Indemnifying Party and/or its directors, officers,
employees, agents, subcontractors, servants, or any olher person acting for
or on behalf of the Indemnifying Party;

b) the Indemnifying Party’s breach of any term of this Agreement;

c) any actual or claimed infringement or misappropriation of third-party
intellectual property right{s) by the indemnifying Pariy;

d) the Indemnifying Party's breach of any contract, promise or undertaking with
or to any third party and related tc this Agreement.

Amtrak shall notify Raitkey in writing within a reasonable time afier notice of any
such Claim.

Consistent with and in addition to Section 14.1, Railkey accepis sole liability for
any failure of Railkey or any of Railkey's officers, directors, employees, agents,
servants, subcontractors, or any other person acting for or on behalf of Railkey lo
maintain the confidentiality of Payment Related Information and/or Non-Public
Personal Information. Railkey shall defend, indemnify and hold harmless Amirak
against any and all Claims brought against Amtrak related to Payment Related
Information and/or Non-Public Personal Infermation, including those resulting
from the action or inaction of Railkey or any of its directors, officers, emplayees,
agents, servants, subcontractars, or any other person acting for or on behalf of
Railkey.

The existence of any insurance palicy procured or maintained by Railkey or any
limitation an the amount or type of damages, compensation or benefits payable
by or for Railkey or any subcontractcor shall not limit the indemnification
obligations under this Section.

Injunctive Relief

Each party acknowledges that the breach of any provision of Section 5 — Advertising,
Marketing and Promotion (excluding Section 5.1}; Section 10 — Confidentiality; or
Section 11 - Security of Confidential Information may cause irreparable injury {o the
other party, and agrees that the other party shall have the right to seek tempaorary,
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12.2

12.3

12.4

12.5

12.6

(b) Agreement compliance and performance, including any work or deliverables
in progress,

{(c) compliance with applicable provisions of Amtrak’s federal grant, requlations
and statutes; and

(d) support for all direct and indirect costs or prices charged to Amtrak.

Railkey agrees to maintain all such data and records throughout the term of the
Agreement and until three (3) years after final payment under the Agreement,
and agrees to cooperate with all audit activities.

In conneclion with audit and inspection activities, Amtrak OIG shall be afforded,
upon request, {(a) access to Railkey's facilities and to Agreement work or
deliverables in progress, (b) the opportunity to interview Railkey's employees
concerning any matter relating to the Agreement, and (c) adequate and
appropriate workspace.

Railkey agrees to reimburse Amtrak, within sixty (60) calendar days after receipt
of a written request, the full amount of any undisputed audit findings or
questioned costs, unless otherwise agreed by Amirak in the course of post-audit
negotiations with Railkey.

Railkey shall include the provisions of this clause in every subcontract or
purchase ordevi{b){4) as well as a provision requiring all
subcontractors te include these provisions in any lower tier subconiracts or
purchase orders[®)4) Railkey shall be responsible for
subconiractor or lower tier subcontracter's compliance with this clause.

Nothing in this Agreement shall be construed to limit the rights, obligations,
authority, or responsibilities of Amtrak’s Office of the Inspector General pursuant
to the Inspector General Act of 1978, as amended, including the right to seek
information by subpoena.

13. Notices

Each party must provide any notice, request, demand or other communication required
or permitted hereunder in writing and in reference to this Agreement. The following
canstitutes propsr nctice:

a) perscnal delivery;

b) delivery by registered or certified mail, return receipt requested and acknowledged,
postage prepaid; or

c} two (2) business days after deposit with a private industry express courier, with
writlen confirmation of receipt.

Fach party agrees to send all notices to the addresses set forth in Attachment 8 —
Contacts, which either party may change by providing proper notice to the party
hereunder.
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equipment against “hackers” and others who may seek, without authorization, to
access or modify its systems or the information found therein. Railkey shall
regularly test its systems for potential areas where “hackers” and others could
breach security, such testing to be conducted on at least a quarterly basis.
Railkey agrees to advise Amtrak immediately by telephone and in writing via
facsimile of any suspected securily breach that may have compromised any
Confidential Information, or of any suspected unauthorized misappropriation,
disclosure or use by any person of the Confidential Information or Payment
Related Information, which may come to Railkey's attention. Railkey shall take
all steps and employ its best and most diligent efforts to remedy such breach of
seclrity or unauthorized access in a timely manner and to deliver o Amtrak a
root cause assessment and future, incident-mitigation plan with regard to any
breach of security or unautherized access affecting Confidential Information or
Payment Related Information.

Railkey must store all Confidential Information in a physically and logically secure
environment that protects it from unauthorized access, modification, theft, misuse
and destruction. In addition to these general standards, Railkey shall maintain
an adequate level of physical security controls over its facility including, but not
limited to, appropriate alarm systems, fire suppression, access controis {including
off-hour controls) which may include visitor access procedures, security guard
force, video surveillance, and staff egress searches. Railkey shall maintain an
adequate level of data security controls, including, but not limited to, those set
forth in Attachment 10 — Data Security Controls. Amtrak may revise the data
security controls at any time upon written notice to Railkey, giving at least thirty
(30) days advance notice when possible and/or practical.

Railkey shall maintain and implement disaster recovery and aveidance
procedures and backup procedures as it relaies to Confidential Information.
During the term of this Agreement, Railkey shall provide Amtrak with an
opportunity to review at Railkey’s premises its current disaster recovery and
avoidance plan and hackup procedures and all updates thereto. Railkey shall
review and update, as necessary, its disaster recovery and avoidance plan and
backup procedures based on the respective recovery pricrity of each business
unit. If Railkey performs any audit with regard to ifs disaster recovery and
avoidance plan and backup procedures (e.g., ISO 9000), Railkey shall make the
results of that audit available to Amtrak’s information security director for on-site
review. Amirak may elect, at its option, to conduct onsite reviews of Railkey's
facilities for, among other things, assessing disaster recovery preparedness and
backup procedures.

12, Records and Audit

12.1

Raitkey acknowledges and agrees that Amtrak's Office of Inspector General
(OIG) may inspect, copy and/or audit Railkey's data and records (in hard copy
and/or electronic format) related in any way to the Agreement, including without
limitation, all daia and records relating to:

{a) support for any proposal, change order, or request for equitable adjustment
submitted to Amtrak by Railkey,
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11.

g) is required to be disclosed by applicable law, regulation, valid court order,
government agency order, for law enforcement purpases, or by a self-
regulatory body, provided that (i} if possible, the Receiving Party shall
promptly nofify the Disclosing Party of any such requirement prior to
disclosure to afford the Disclosing Party an opporiunity fo seek a protective
order or other appropriate remedy to prevent or limit that disclosure, and (i)
Confidential Information of the Disclosing Party must only be disclosed to the
extent required; or

fy is developed by the Receiving Party without the use of any proprietary or
non-public information provided by the Disclosing Party under this
Agreement, as demonstrated by the written records of the Receiving Party.

Security of Confidential Information

11.1

11.4

Railkey shall at all times maintain physical, electronic, administrative and
procedural security measures sufficient to protect all Confidential Information
from both internal and external threats and sufficient to comply with all applicable
local, state and federal Jaws and all applicable credit card association rules and
regulations cencerning the security of such data.

Raitkey, its employees, agents and subcontraciors shall at all times comply with
the Payment Card Industry Data Security Standard (PCI-DSS) required by the
credit card associations. Railkey must, at all imes during the term of this
Agreement, obtain, retain, and renew, as appropriate, its certification of
compliance with the PCI-DSS. Railkey shall provide Amtrak with a copy of its
current PCI-D8S certification and annual audits upon the Effective Date of this
Agreement and on each anniversary date thereof for the duration of this
Agreement.

Railkey shall maintain an adequate information security policy and provide
Amtrak with a copy of the current policy upon the Effective Date of this
Agreement. During the term of this Agreement, Railkey shall provide Amtrak
timely updates and revisions thereto.

Railkey shall maintain and enforce safety and physical security procedures with
respect to its access and maintenance and disposat of Confidential Information
that:

a) meets or exceeds industry standards for the territories listed in Attachment 2
- Territory;

b) in the case of Payment Related Informaticn, meets or exceeds PCI
requirements for safety and physical security; and

¢} provides appropriate technical and crganizational safeguards against
accidental or unlawful destruction, loss, alteration or unauthorized disclosure
of or access to the Confidential Information under this Agreement.

Without limiting the generality of the foregoing, Railkey shall take all
commercially reasonable measures to secure and defend its tocaticn and
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ATTACHMENT 1 — COMPANY SERVICES
Company shall provide Amitrak the following services:

Upon Amtrak's anproval, Railkey shall make avaitable Amirak products to Railkey's existing
distribution channels within ninety {90) days of the effective date. Railkey's existing distribution
channels are defined as any location where cnline travel reservations are offered. Railkey shall
provide Amtrak with a listing of all distribution channels on a quarterly basis via email. By
December 31, 2014, Railkey shall provide Amitrak with a full marketing and business plan that
describes the intended business aclivities and channels that will be pursued under this
Agreement. Railkey shall only add Amirak Products to new distribution channels upon
advanced written authorization by Amtrak.
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ATTACHMENT 2 - TERRITORY
Amtrak seeks to target the following markets with Company:

Railkey's territory is not limited.
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ATTACHMENT 2 - AMTRAK PRODUCTS

Company will be an authorized, non-exclusive seller of the following Amtrak Preducts in the
Territory:

Railkey may offer all Amtrak Products, including Peint-to-Point tickets and rail passes.

Railkey may offer customers all Amirak passenger iypes, such as:

«  Adult . Military Adult

»  Student Advantage . AAA Child

+  AAA Adutt . NARP

+ ISIC . Military Child

»  Senior (62+} . Veterans Advantage
«+  Child . Infant
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ATTACHMENT 4 — AMTRAK WEB SERVICES INTERFACE SPECIFICATIONS

To interface with Amirak Web Services, Company must satisfy the technical requirements on
the attached document.
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ATTACHMENT 5 - AMTRAK WERB SERVICES TERMS OF USE

Company must ensure that its System complies with the following terms of use:

1. Amtrak Web Services user, Railkey, will utilize standard Web Services Security as defined
by Qasls in the WS Security 1.1 specification when required for a particular web service.
Currently, Amtrak requires and is using SSL {client and server certificates) for transport layer
security, Production certificates must be issued by a known signing authority. Both parties
will work together 1o ensure that all information exchanged is safe and secure. Railkey must
immediately implement, employ and suppert such other security features as requested by
Amtrak.

2. Amtrak has the right to disable and/or suspend access to Amirak Web Services to
investigate any situations that may appear as possible security attacks or breaches and
DOS {Denial of Service) attacks, provided that Amtrak will reasonably cooperate with
Railkey with respect to such investigation and not unreasonably withhold or delay such
access,

3. Inthe event Amtrak Web Services monitoring reveals workloads exceeding the agreed upon
volumes, or in situations where optimal performance of the Amtrak computer system is
being jeopardized and measures taken by Railkey to reduce the number of web service calls
back to acceptable levels are not effective, Amtrak reserves the right to limit {throttle),
disable and/or suspend access to Amtrak Web Services. Amirak agrees fo cooperaie with
Railkey in an effort to investigate alternate processing methods that return workload back
within optimal performance limits.

4. In the event Amtrak Web Services monitoring reveals volumes exceeding the agreed upon
transaction rates, Railkey will be nofified and must promptly take measures to fallback any
changes that have caused unacceptable impacts. Railkey must respond with corrective
action within timeframes agreed to by Amtrak, in an effort to ensure workload returns to the
acceptable benchmarks. Amtrak reserves the right to limit (throttle}, disable and/or suspend
access to Amirak Web Services, in the interest of preserving Amtrak computer system
optimal performance, while Railkey explores necessary alternatives. Any/all corrective
measures, timeframe extensions, or service limitations/suspension adjustments must be
mutually agreed upon, on a case by case basis, and must be signed-off by Amtrak,

5. Upon execution of the underlying Agreement, Amtrak and Railkey Contract Coordinators will
prompily meet to review the web service(s} request/response data that will be used by
Railkey from Amtrak. Railkey will register to use those web services by providing the
information for connectivity to Amtrak Web Services Test and Production environments
(refer to the Amirak Web Services Regisiration Document).

6. Railkey must promptiy conduct a regression test against new releases and versions of
Amirak Web Services against the Amtrak Web Services QA test environment within 30
calendar days of their release to that environment ¢r a mutually-agreed upon date. Railkey
must use the new release and version in production within 80 days of production release or
a mutually-agreed upon date.

7. Railkey must provide a support contact, reachable 2417, to assist with issues related to
Railkey 's activities and/or to notify Railkey of an Amtrak emergency or operating excepticon
{e.g., needing to extend weekend maintenance window)

8. Inthe event that the new release or version of Amtrak Web Services requires a change to
Raiikey's processing code, Railkey may either petform such changes to enable Railkey to
use the new release or version within the 30-day period or terminate the Agreement; this 90-
day period is subject fo exiension in case Railkey has issues with changing their processing
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code. Extensions to the 90-day period wili be mutually agreed on, on a case by case basis,
but will not exceed more than an additional 60 days.

9. Railkey must conduct all testing against the test environment and not the production
environment. Railkey shall send web services requests using a secure Internet connection.
There will be no leased lines or VPN connections. Secured Internet connections will be used
in development/QA test, QA staging and production. The Railkey application must be
configurable to accommodate changes in the URL of the Amtrak web service. The URL of
the web sarvice should not be hard coded in the application.

10. Railkey must pre-arrange all load-testing against Amirak Web Services with Amtrak
Application Testing group. Load testing will be allowed only in the web services staging
environment.

11. Railkey must inform Amtrak of their implementation schedule. Railkey must keep Amtrak
informed of any business changes (i.e. adding corporate accounts, train schedules or
extending features) that could drive an increase in transaction volumes, so that necessary
preparations can be made to support the changes. In the event that there are changes o
Railkey's business, whether considered a direct impact to Amtrak or non-impacting to
Amtrak (i.e. changes made to address another carrier) Railkey will be required to conduct
regression testing against Amtrak Web Services; testing is required for any/all
enhancements made, and Railkey must pre-arrange such regression test efforts with the
Amtrak Application Testing group.

12. Railkey must adhere to guidelines provided by Amtrak in managing transaction workload
volumes deemed acceptable by Amfrak. Using the Estimated Transaction Volumes and
Estimated Growth figures from the Amtrak Web Services Registration document provided by
Amtrak, Railkey agrees toc actively manage transaction workload.

13, Railkey agrees to work with Amtrak in a cooperative effort to address transaction worklead
concerns when transaction volumes exceed estimates from the Amtrak Web Services
Registration document, or if the above benchmarks are not being met, or as determined by
Amtrak.

14. Railkey agrees to strictly restrict sales to the specific routes authorized by Amtrak. Amirak
has the right to disable and/or suspend access to Amirak Web Services to investigate any
situations where it is determined Railkey is operating cutside of these specific authorized
routes.

15. Railkey shall recognize Amirak's 24x7 production system availability, which excludes a bi-
monthly maintenance service outage window on Sunday from 3:00 a.m. to 6:00 am. U.S.
ET. Amtrak reserves the right to extend the maintenance service outage window. Amtrak will
provide Railkey a three days’ notice where possible.

16. Railkey must adhere to Amtrak’s hours of test system availability, normally during core
business hours, Monday through Friday, 8:30 a.m. te 5 p.m. U.8. ET. Test systems are not
available on Wednesday 8 p.m. to Thursday 8:30 a.m. Railkey may have access to test
systems at other times; however, Amirak staff cannot support them. With prior arrangement,
Railkey may access a supported test system outside core business hours.
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ATTACHMENT 6 - PAYMENT CARDS ACCEPTED

Visa
MasterCard
American Express

Discover Card {NOT including Discover Partners of JCB, China Union Pay, Diners Club
Inlernational, BC Card {South Korean Card), Dina Card {Serbian Card}).

UATP {Universal Air Travel Plan)
Amtrak does NOT accept any PIN based PiN Debit Cards of any brand. However If a PIN debit

card from ane of the brands above can also function as a credit card {Signature Based) Amirak
can accept it.
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ATTACHMENT 7 — COMPENSATION

Compensation Category

b)(4)
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ATTACHMENT 8 — CONTACTS

Any notices, reports, or other information required under this Agreement, should be sent to the
following addresses:

[f to Amtrak:

Marketing:
(b)(6)

Contract and Program Representative;
b))

Technical Representative:
b))

If to Railkey;

Marketing:
(b)(E)

Contract and Proaram Representative:
|(b){6)
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b){8)

Technical Representative:
(0){6)
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ATTACHMENT 9 — REPORTS

Company shall provide Amtrak the following reporis and information in the format specified
below:

Railkey shall provide Amtrak with access o sales data generated by Railkey. Type of access
and report distribution will be determined in subseguent discussions.

The following definitions apply to the type of reporting requested;

Static Reports: standard format indicates sales for a determined period of time:
+  Top City Pair Repori by country

Ad hoc: Amtrak agrees to give Railkey reasonable advance notice to produce any of the
following ad hoc reporis that may not be available as a static report.

. FNR

. City Pair

- Train

. Riders

. Class of Service
. Passenger Type
. Discount Codes

. Booking Date
. Payment Date

All reports should be capable of download to an application such as Excel. There should be an
area for both international and Domestic Sales
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ATTACHMENT 10 — DATA SECURITY

To keep the Confidential Information secure and confidential, Company shall:

1. Amtrak has the right to disable and/or suspend access to Amirak Web Services to
investigate any situations that may appear as possible DoS (Denial of Service) attacks.

2. Railkey must implement measures to ensure that Rallkey ‘s applications/systems shall
only allow access to those who are authorized to use the applications or systems.

3. Railkey must ensure that access to rescurces required for the development. design and
operation of Railkey's processing code are based on authenticated Railkey identification.

4, Railkey must ensure that all data files, databases, etc, associated with Railkey.'s
processing code, applications and systems are protected against unauthorized access.

5. Railkey must ensure that Railkey's applications, systems and processing code generate
a security audit trail that contains information sufficient for investigation of loss or
impropriety. Railkey must ensure that at a minimum, logs record all security relevant
events, including the Railkey ID asscciated with the events. Railkey will ensure that Log
events include information regarding (a) Invalid Railkey authentication attempts, (b}
Logons and activities of privileged Railkey, e.g., System Administrators, (c}
Unsuccessful data or transaction access attempts, {d) Successful accesses of security-
critical resources (e.g., security logs, security commands), {e) Changes to security
profiles, privileges or attributes, (0 Changes to access rights of resources and (g)
Changes to the system security configuration

8. Railkey agrees tc maintain and implement disaster recovery and avoidance procedures
to ensure that Railkey's operation can be restored to normal operation in the event of the
loss of data files, hardware or the processing facility itself. Railkey agrees that a disaster
recovery plan and/or procedures will be developed, documented and maintained,
outlining the steps required to restore Railkey's application/system in the event of a
disaster. Railkey agrees that Railkey's disaster recovery plan and/or procedures will be
tested at least annually and that results of disaster recovery tests will be available to
Amtrak at Amtrak's request.

7. Railkey agrees to monitor security threat and aftack trends and assess how they affect
Raitkey's applications and systems. Railkey agrees to patch all vulnerable versions of
Railkey's software (including versions for multiple platforms) when vulnerabilities
impacting Railkey's applications and systems ars ideniified.

8. Railkey must provide a support contact, reachable 24/7, to assist with issues related to
Railkey's activities and/or to notify Railkey of an Amtrak emergency or operaling
exception (e.g., needing to extend weekend maintenance window}.
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ATRIS DISTRIBUTION SERVICES AGREGMENT

This Distribution Services Agresment (“Agreement”) is-entered into as of the  day of
July, 2017 (“Efi‘cchve Dafe”) bétween the National Railroad Passenger Cotporatmn
(*Amtrak™), a corporatiod organized under 49 U.S.C. § 24101 et seq. and Lhe laws of the
District &f Columbia, with its principal office located at 60 Massachusetts Avenue, N.E.,
Washinglon, D.C. 20002, and Atriis Technologies T (“ALriiy™), o compaiy witl its prmcmal
office lacated af 4880 Lower Roswell Rd Ste 165-231, Marictta, GA, 30068-5611, USA.

t. Distribution Services

1.1

12

13

14

Alriis is.in the business of providing travel booking disiribution solutiotis,

Atriis’s travel booking distribution soldtions efable ils clients to-(a) obtain travel

iisforimation find book travel fiom their sysiems add/or (b) prévide 1o élients’
customers the abiiny to abtain travel tnformation and book trave! from tlie
eistomers’ reservation systems by conneeting 1o the régervation systems of travel
providers. Atiis® elients may include. corporate travel effices, fravel agents, tour

‘operators, and reservation systems gperators. Alrdis’ ravel distribution selutions
are reftrred to herein as “Disteibution Produets.” lhmugh these Distiibution

Products, Atriis will provide Atriis’ clicnts afid dlient§’ ¢ustomers-the ability to
resgarchand book Amtrak products-and seivices (“Amntrak Products®).

Amirak Produets are listed in Attachment | ~ Amirak Products: At its sole
discretion, Amitrak may revise Atiachment | to add or remove any Amirak
Produpl{a) Within fowrteen (14) days of receipt of a revisdd Atldchiment [, Atriis

will modity its Distribution Products to reflect the changes in Attachment 1.

Atriis will cause Amtrak Produgt information ta appear on ils Distribution
Produets in a similar-manner as the ofher ;rmlqpomt:()n aptions. ‘Users. will be
able to search Amtrak seivices usihy cify names in addition to, or nistead of city
codes; as Amibrak city codes differ from airling city codes.

Atriis shall comply at-all times with: Amlrak’s then curvent ficket. bodking
proeedures, which Amtrak will specify from time to time. Aumtrak shall strive to
provide Atriig-with thirty (30) days advance notice of. any chapge to the ticket
booking procedures. Abiis shatl securely submit to Amirak for payment d valid
ereditcard of a ¢ard typu dcceptable to Amtrak. A Tist of aceeptable payiien(
uids aré set forth in Atlachmcnt 2 - Payment Cards Acoepted. Aintrak
reserves the right to revise Attachinent 2 upan thirty (30) days prier written
rotice, éxcepl Tor eertain circumstances that réquire imriedidte changc as
deterinined by Amtrak, If confiectivity Lo Amtrak Web Services fs through an
Unmanaged Access Clinnnel (se¢ Seetion 2 below), Atrils mwst include a eredit
card CVV/CID tinmber and a billing postal code-for edch payment transiction.
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1.5

Atrils shall provido quality customer suppert, including; providing appropriate

training and maintaining onll center and sales stalf at sdequate levels and handling

aiter-gdles issues thal “muy arise dul ol‘])lob]emf; using orgccessing its
Distributian Praducts.

Connectivity and System Requirements

2.1

2.2

2.3

24

2.5

Alrilg shatll, at ts owi Costs, develop.and maintain a communication link (“Link™)
to (ranstmit and receive information from Atriis’ system (“Atriis-8ystem”) to
Awiteak’s web-interfice application (“*Amtrak Web Services”) of its ticket
reservation and booking enging (“Arrow”).

Atriis shiall cotnply with the requirements set forth in Altachment.3 ~ Amteak
Web Serviees Inter face Spu:iﬁcnhons and Attachment 4 - Amirak Web:
Services Terms of Use. Amirak reserves thie right 10 revise Attachinent 3 and
Attachument 4 af any time by Pro wdmg wrillcn notice to Adriis of such ¢lifnges,
Within. ninely (90) days-of receiving writlen rotice 6f any changes, Atriis shall
modify the Atrits System and/or Link as necessary o incarporate dnd. reflect
changes to Attaclunent 3 and/or Attachment 4. Ifa longer period is necessary, the
partigs shafl use good faith efforts fo agree upon o petiod for such modification.
In the event o any inconsistencies betiweesn Attachment 3 — Amtrak Web Services
Interface Specification and Attachiment 1 ~ Awitrak Prodicts regarding authorized
Amirak Produets, Atlachment | = Awmirak Products controls,

Connectivily to Arrow through Amtrak Web Services may. be through {a) a.
Managed Access Channel or (b) an Unmanaged Access Chaniel with different
secur [ty reguirements. ‘The Managed Actéss Channel is available to Atdis only if
it has in- plauc Syslem a(hmnrstrahun controls fliat (‘l) fimit access solely ta
Atrijs’s authorized travel omna gers and/or employees and (b) validates aulhorized
users identity and access rights:

Ammtrak reserves the right, i its $olé discrétian, to prohibit:the-distribution, sale 6¢
resale of any of all Amirak Products to any Atriis customer, agent 6t
subeontractor upon written notice: (o Affiis. Afriis shall modify the Atrils Systerit
ag ticeessary to prohibiit the nffering ofthe specified Amtrak Produci(s) to those
Alriis customers, agernts orsiibsontiactors within five (5) days of receipt of such
notice from Amirak.

For:the sole purpose of moniloring Atiiis? ¢oimpliance with thifs Agreement, Atriis

shall provide Aifitrak with access to those parts of the Atriis System and Link

directly involved iu the referml booking of diréct booking and Amtrak shall not
1se such dctdss forafly other purpose. -Awriis shall supply Amtrak with the

neeessaty softwiare required to acesss theAtriis System. Atriis shall previde such
stiftwire components and doeumenlation to Amtrik withis a reasonable time after

execution of thi§ Agregment. Atriis shall offer System trainihg to Aniteak ag
Fedsonably necessary te-cosure that Amtrak hag.at lcast diie: tiained Amtrak
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3.1

32

33

34

3.5

3.6

3.7

38

emiployee ofithe Atriis Systcm operition, Airiis shall provide Amfrak: with Atriis
System technical support-through aceess to Atriis’ technipal support désk.

Advertising, I\?I_m'l_c_aﬁng and Promotion

Atriis shall advertise, market and/or promote the salé of Amirak Products
pursuant to an annual- marksting plan developed by Atriis and approvéd by
Amtrak, which dpproval shall not be utireasonably withheld ordelayed,

All advertiging and promaotional wmaterials Tor Anirak Prodigts hidist contaiii.
disclaimers, limitations of liability notices, proptietary notices (e.g., trademailc
and copyrighl notices) and stch other notices as required by Amtrak.

Subject to e terms and conditions hetein, Amtrak grants Atriis a4 royalty-lree,
nontrangferalile, nopnsublicensable, honcxelusive license fo use the trademarks and
service marks set forth in Attachmenit 5 ~ Licensed Marks (colleclively,
“Licensed Marks”) snh,ly for the prrpose of performing Atriis” obligations
and/for cxerclsmg its rights hereander ot as olherwise perniitted by the Amirak in-
wriling, Auriis vaderstands that it will not.aequire any. ownership interest in the
Licensed Marks or copyrighted works.

Subjecl to the terms apid conditions herein, Amttak-fusther geants fo Atriiz a
Timited sight to use, copy, distribule, and/or publicly display the copyrighted
materials pravided by Autrak to Atriis-solely to fultill Atriis* obligations
hereudider or as otherwise provided by the Licensor in writing,

Atrils agrees to-comply with allof Anitzak’s instrictions, fegérding the use of the
Licensctt Marks did eopyrighted works, including but not limited to the Ammtrak
Brand Guidelines. Atriis shall not use t[u: Licenged Marks ¥ copyrighted works
inany maniiér that does, tlireatens to of will likely diminish their yaluc or havnt
the reputation of Arutrak.

Amtrak will have the cight of prior review and &pprové any and all-content,
aitwotk, copy, advertising, promotional materials, direct mall, inserls, press
releases, newslelters, wel pages or other commimicationg:or any other publicity
publishied, distributed or displayed by Alrils or at ity direction or authoiization,
which ysesthe Licensed Maks , nemig(s) Or tiade.names or which otherwise'refers
10 Amtrak Produets or-this- Agreenient (eolleclively referred to as “Advertising
Materials™), which approval shall ot be unreasonably withhetd or delayed,

Atriis shall submit Advertising Materials for approval to Amirak’s marketing
representative listed in Attachmént 6 - Contadts,

Notwithstariding Amtiak’s writién approval of any Advertising Malerials, upon
Aintrak’s written request, Atriis shall nse commercially redsonable éfforts to
aezse publishitng, digtributiig aud/or displaying any Advertising Material
immediately or within such gther period a8 requiested by Amtrak,

Page 3

i



Contract and Program Adwministration

Bach party shall designate a Coniraet and Program Representalive who shiall handle a}f

jsstes velaled to this Agreement. Each-party shall designutc a Teehuieal Ropresentafive

who shall address fechnical issies reluted 1o this Agreement. ‘Such gantactsare listed in
Attachment 6.- Contacts.

5.1

5.2

5.3

5.4

Term and Termiristion

This Agreement shall commence on the Effective Date and continue util fora
period of two (2) years (“Initial Term”) iinless termindted earlier pursyant to the
terms Hétein, Thercafier, either party may request fo renew this Agreement for a
suceessive twelve (12) nonth peiiod (cach, & “Renewvdl Term” and, togetherwith
{he Inftial Term, *“Terin™) upon the other parly’s approval by piowdmg notice to.
the.other party at least thirly (30) days prior to-the end of the Term,

Either parly may terminate this Agreement upon wrillen notice (o the other party
if the other party breaches-(liis Agieeiment and [ails (o cure such breach within

1hirty (30) days of recelving written noticg'of the breach. Inthe event of an

incurable breach, e non—blmuhmg party may lerminate this Agreement upen ten

(10) days written nofice o Uie breaching parly.

Notwithstanding anything to the confrary in this Section 5 —~Terw and

Tevinination, ¢ither party may terminate this Agreement immediately upon
written notice, withoul providing spportunity to cure, ypon tlie beurrence of any
of the following:

#) the filing 6f any petition by.or against ihe other party under any chapter of the

Bankruptey Code,or othei insdivency or bcmkruptcy aél endcted by a duly
coustifuted legislative.body-of govermment;

B) a dissolution and winding up of the ether party’s business;

¢} an oceurrence of'a generdl assipnment for the benefil of ereditors:of the othe
parly; or
d) an appointiment of i receiver or {rustee to take possession.afall or

substantially all of thie asgets of the dther party.

Notwilhstanding anylhing to the conteary in this. Seetion 5 — Tetin and
Termination; Amirak may terminale (s Agreemient imumediately B0l Wiitteh
notice, W.ll,h_ou_t_ pl.Qv;dmg Alms the opportunity. to curc, ifl.

(&) Afii iis, its directors, officers, employees, or-agents commits-any fraudulent act
ot niakes any fraudulent rgpresentation gnder this Agreement;
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6.

(b) Afrils Is terminated by its eredif cird progessor or merchiant bank;
() Company sclly all ova substantiad part of its assets;

(d) Atiiis is subjéct to a dila Greach or fails te comp[y wilh or to validate
compliance with the PCT-1388 or any othi¢rreguirements of the PCI SSC ot
payment card networks:(as defined in Section 8 —Seeurity of Canfidential
Tiiformition); or

(e) Amirak is prohibited by its eredit card provessor or merchant bank from TSitig
Atdis to perfaem any of the distribution services contemplated under this
Apreement.

5.5  Notwithstanding anything to the contrary in this Seetion 6 — Tern and
Terimination, either party may ferminage this Aglccmcnl unmedlately updn.
written notice if there i any adverse publicity arfsing out off

() an alleged or actual fimidulen act or stalement by the other party, or its
direclors, officers o employses; or

{5) a misrepresentation by the dther patty, of its direstors, 6fficers or cmployees.
and the other party fails to remedy such adverse pubhc;ty within ten (10) ddys
of written nolice.to thereof,

5.6  Notwithstanding anyihing tothe conteaty in this Section 6 — Term-and
‘Fermination, Amtrak may terminale:this Agrecment ihmediately upon Wiitten
pofice if Atms. risk rating falls withia the *High” risk category as-defined below
and Ariis fails to oure such rating deficlency wittiin ninety (90) days of Amtrak’s
written notice of the Higli-risk citing, The risk rating is caloulated as set forth
Belowr:

b)(4)

Reports

Adtriig ghall provide: (o Anirak a list of agency demographic data on a monthly basis, ina
format specificd by Ammtrak. Anils siall provide such othér inforiaion and reports as
teasonably requested by Amirdk.als any timein such manner ag proseribed by Amtrak.

Page 5

L4



7.

7y

Confidentiality

Bacli parly (as the “Receiving Party™). shall regard 85 confidential information:
céinmunicated to it by the alher party (as the “Disclosing Party*) in cotineetion
with this Agrcement fhat is designated as confidential or, given ihe nature of the
information of the citcutmstanses surrounding its ducloswc 1easunably shouid be
considered confidential (*Confidential Tnformation™), Confidentia)
Infeirmation includes:

{a) information provided by or an behalf of cither party {as the “Disclosing
Party™ to the pther party (as the “Reteiving Party”) in contiection with this
Agleemcut including any mformation collected or used to process payments
for the Amtrak Produces, including, without {imitation, credit or debit cards or
other payment or eredit or debit Lﬂ](i_ aecotnl information colleeted from or
relating to customers or prospective customers (“Fayment Related
Information™y;

{8 inforaiation abiar the Disclosing Party of its affilistes, or theit respective
business or cmployees that lhe Receiving Party: obtaing in connection witki
this Agreement, in each case including, Without limitation:

1) Information coiteming maiketing plans, objectives and fGnancial
resulis;

2} information regarding business systging; methods, prodesses, clients,
‘hnaucmg, 3 duta, programs and Products;

3) information uhrelated to this Agrecment-obtained by the Receiving
Parly in gonneclion with this Agreement, ineluding, without limitation,

by accdssing or being present at {he business focation of the. Dlsu]omngf

Parly;

4) propr Tetary technical 4n foimation, in¢luding trade secrels, source-codes
or other proprielary information of the: Disclosing Party developed in
totineétion vwith this Agrcemen t; and

5) aity pravision ef this Agreenent designated as confidential by either of
the parties.

(e) Without lirmiting the forégoing, Amtrak Confidential Infarmation includis:

13 information relating to Aritrak customers or prospective. customers
crealed or obtained in connection with (his Agreement oi othérwise
obtained from Amtrak oF directly from Amirak™s customers or
prospective eustouters, including fhe Payment Related Tiforiation 6f
ils custoiners, agents, aird confractors;
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7.3

74

1.5

2 lisis and data concerning Amtrak cuslomers or prospective gustoniers
inthieaggregate; Aud

3). all imformation refafed to Arraw and the dmtrak Web Services,

{d) Without limiting the foregaing; Atriis Contidential Information inchudes all
information tégarding the Atriis System and Atriis”clients or clients’
custonters: provided, however any Antrak PNR information shall not be
deemed Atrits Confidential Information (excepl PNR information).

The Receiving Party shall mainiain, dispose of aid atherwise tieat all
Confidential Information of the Disclosing Party with the same degree of care ds
itaceords its own Confidentiil Information, but in no event less than a reasonable
degree of care.

The Receiving Party shall use and disclose Confidential Information, ouly for the
purpase of per f'urlmn];2 its abliggaiions or on foreing its rights with respect 1o thig
Agreement of as otherwise expressly permicted by this Agreement, did shall ndt
obiain, tise or disclose Conlidential Information for any other purpose. The
Receiving Party shall, in decordaitce witli the ters of this Agreement, Limit
ac¢eess to Confidential Tnformation to those ¢mployees, sntlisrized agerits,
vetidors, consuliants, nccountants, service providers and representatives who have
a commercially reasonable need to aceess-such Confidential Information in
eonneetiog with-this: Agreemetl.

Upon the termination or expiration of this Agreement, the Recelving Party shall
rclain and destroy the other parties’ Confidential Information in accordanee with
apl'}l_icg'ihié lawe and the Receiving Parly’s records retention and desiruction
policies.

With respeel lo Anitrak, Confidential Information, Atiiis shall:

{a) keép tlic Confidential Tnlormiation confidestial. and secure. in accordance with
Section § ~ Security of Confidential Information of this-Agréement and
idustry practices;

(b) tréat all Payment Related Tnformation in aceordance with the requirements of
the PC1 1388 and othier applicable reguircmciits ot standards promulgated by
the PCT SSC, as furthier described in Section 8- - Security of Confidentia}
Infarmation of this Agrcement;

{6): froplément and maintain Lommercmﬂy reasotiable physical, electronic,

administrative and procedurd! scourity meagures, inchyding {,ommcmially
1easoﬁahle dutheitication, acééss cantrols, virus protection aud ntrugion

Fage 7




detection practices and procedures i -sccordance with Section 8 — Security-of
‘Confidential Information-of this Agreewent;-aad

(d) cbsute thal any person with ageess to:the Confidential Information agrées in
writing (o Tollow the Confidentiality provisions of this Agreement (muludmg
bt -not limited to Seetion 7— Cosfidentiatity and Scefion 8 = Security of
‘Confidential Informaiion) and maintain the existence of this Agieément and
‘the nature of their cbligations fiereunder strictly confidential. Atriis shall npt
prov;dc any-Amtrak customer of prospective pistomer Non-Public Peisarial
‘Information (as defined herein) fo.any third parly without Amtrak’s express
-wnrtm applovwl Furlhermm A{ms must :nakc quch shal ing agreement i
1cleqlmte to c@mply w1th its. obhgdllons bolll lhercundei and under appllcdb]e
laws. “Nen-Public Personaf Inforimaticn” mcans (1) pérsonally idéntifiable:
information and/or (2) any list, description, or ofher grouping of customers
('md publicly-available information pertaining lo them) that is derived using
any personally Jdcnulmhlt financial information that is not publicly available:

{e) Without limitihg the foregoiliy, fa the event of an aclual or- suspected
infornmation gcourity breach of the Atriis System that resuited in er may have
resulted in a breach of'the séourity of the data of any Anirak customer or
praspective customer whose Non-Public Personal Tnfermation or Paymeof
Related Infarmation is.or niay have:béen dequired or accessed by an
‘upauthotized person or for unauthorized purposcs, Adriis shall {1) tmmcdzalaiy'
.noufy Amitrak of suirch actual or suspected.breach; 12) consult with Amtrak
regarding the appiopriate yesponse fo eacli-acinal or suspéoted breach, and
comply with Amtrak’s requests related thereto; (3) be responsible for
coniplying with all. apphuablﬁ: Lws fequiring nolification (o custoriers whose
Nén-Public Personal Information or Payment Related Information was or may
have beew compromised due 10 the sotual or suspected security biredch,
including mailing natice, if quuued to the Amtrak customers or prospective
gustoiniers at Alriis’ Sole expénse, 4) comply with sueh vther reqiilremerits
related to-the investigation and remediation of thie aclual or suspected
information security breach as Atinrak niay-equest; gnd (5) oblain 4 new PCI:
D88 certifieation from 4 s¢e ity assessor approved by tlie payment ard

networks; In addition, Atriis shall provids affegted customers with one. (])

year of gompli_mentai_y aceess to credil monitaring services, cradit protection
services, credit frmid alerts, of similar services, Atriis shall consult with and
gbtain approval fiom Amtrak regarding te gontent of iny liotice of a security
breach:to be provided'to Amirak custowers or prospective eustomers gnd
régarding credit monitoring and/or rela ted sétvices 1o be providéd. Iivadvance
of 111a1lmg any sueli-notice, and as Uetween: the parties, Amtrak; atits ¢lection,
shull male fhe fiiial detefimination of the cotitent of any such fotice.

7.6 The féstrictions on .discfosurﬁ of Confidential nformation ity this. Section 7 ~
Confidentiality shall Not apply ¢ infortydtion that:
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(a) is already rightfully kiown to the Receiving P'uly, wholly apart from this
Agréement as shown by. the Receiving Par by’s written records, uf the time it
obuing Confideitial information from the lecloqmg Party;

(b) 4t the time of the disclosice s or becames generally-available to the public
ather than as-a result of disclosure in breach of this Agrecment-or &ny Sther
conlidentiality-obligatious;,

(c) is lawfully received by the: Receiving Party-on a non-confidenlial basis from a
third party authorized to disclose such intormation without restriclion and
withoul hreach of this Agfestaeit;

(d) is contained in, or is capable of being discdvered solely (hrough examination
of publicly available recards or prodiets;

(e) is yequired td be diselosed by applicabilé law, regiilation, valid court ordet,
government ageney order, for law enforcement parposes, or fiy a-self-
reguiatory bedy, plovldc:,d that (1) it pmmbie, the Recewmg Party. shall
prempily notify the Digclosing Par by of any such feyuirenient priodrto
disclosyireé te.affoed the Disclosing Pasty an-epportunity to seck a protective
order-or other appropr iate remedy 10 prevent &r lmit that disclosure; and 2
Confidential Information of the Disclosing Party must only be disclosed to the
extenl regprired; or

(f} is-developed by ibie Receiving Pavty without the ase ofany Cenfidential
Informatian provided by the Disclosing:Parfy under this Agreement, 4s
demonsteated bythe written records-of the Reeéiving Party.

Security of Confidential Information

8.1

Adriis and Asfitrak shall at alf times fiainiain physical, electranie, adiministrative
and proeedural security measuressufficient.to plotect all Cerifidential Information
froin both jriternal And 3% teinal threats and sufficient fo- somply with all applicable
locdl, state and tederal laws. conecrning 3 the searity ol such data

Atriis acknowledges that it and ils cmployees, agents and 'subeshttactors ake
iesponsible for complying with, and shall at all tines comply with and eiisure that
the System and Liok comply wilh, the Payment Card idustry Data Security
Standard (“PCIEDSS™), any other applicable requitements of stairdards
promiilpited by (he Payiierit Card Industry Seeurity Standards Couneil (the *PCI
SSC™ and other information security requireiments promulga’rcd by the payuient
card netiworks (including thase whose payarent card products are identified on.
Aftachment 2 — Payment Cards Accepted attached hereta). Adriis riust, at all
times. durmg, ; the téxm of this Agreement, protect The security and-gonfidentiality
af demu.nt Related: [iformgtion and shall obtain, retain, and renew, as

Page 9



g3

84

8.5

appropriate, itg egriificaion of compliance with the PCI-DSS. Atriis shall provide
Amtrak with a copy. of iLs curreit PC-DSS Atlestation of Compliance letier and
copies of related: annual audit resalts upon:the Effective Date of this Agreement
atid on egel anniversary date thereof Tor the duvation of this Agreement,

Alrits shiall mainlain ah-adequate information security policy and provide. Ariiak
with a copyaf tie eurrent policy ypon the Etfegtive Date of this Agreement,
Dulmg thé term of this Agreement, Atviis shall provide Amtrak timely updates
and Fevisions thereto,

Atrils shall faihtain and enforoe safety and physical sceurity procedures with
respect lo'ils aveess and maintenance and disposal of Condidential Iinformation
that;

(8) in the gase of Payment Relaled Tnfoimation, ihests br exceeds PCI
tequirements forsafety and physical securily for Payment Related
Tntormation; drid

(b pravides ppropyiate technicnl #nid organizational safeguards against
acetdental orunlawiul destruction, loss, alteration of unauthorized disclosure
of"or-access to the Conlidential Information under 1his Agreement.

Without Himiting the g generality of'the foregoing, Atrils shall lake all-éornmercially
reasanable measures to secure and defend its foedtion dnd equipment against

“hackérs” and, others who may seek;, wiiliout authorization, to aceess or modify its
systems of the fnformation found thersin, Atriis shall régular by test its systems for

potential arcas whete *hackes™ and others could breach security, sueh testing to
be:conducied on 41 least a qualtuly basis. Afiis agrees to advise Amtrak
immediately by telcphone and in writing via facsimile of any-actual of suspacted

security breach that may have compmmmud any Confidential Information, orof
any actual or suspected unauthorized misappropridtion, disclostite, decéss to oi

use by any. person of ikie Confidential mformation or Payment Relaled
Information, whicl may eome tg Alriis” attention, Atilis shall take all steps and
employ its hest and most dlllbbnl eflorts to remedy suehi breach of security or
wnantherized access-in & limefy manner 41id to: deliver to Amtrak a root cause
assessmicnt and future, umdmt—mﬂngatmn plan with regard to any trédeh of
seourity o unauthotized acoess. af‘fu,lmg Confidential liformation or Payment
Related Information,

s

cnwronment thﬂt protcctb it ﬁom undulhomed dLCEbS l‘l’lOdlﬁC&thﬂ lheﬁ mt&uxc
and destruction. In addition to these general standinds, Alriis shdll maintain an
appropriate fevel. ofphyszr:al security controls over its: ﬂlczhty incfading, but not
fimited v, appropiiate aldim systems, fire supprcssion, dccess eontrols: (inchrling

aff~hour ¢ontrols) which may include visitor access procedures, secnrity griard.
foreg, video surveillance, and staff efiress scaielies. Audis shall maintain an
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8.6

adequate level uF data secirfity conirols, including, bui not liniited to, those set.

forih in Attaglibient 7 — Data Sécurity Controls. Amibrak may tevise lhe dala
security controls atany tieypon written hotide to Attils,  fiviog at least ‘rhirly
(30) days advance notice when possible and/or practical.

Atriis shall maintain and implement disastor recovery and. avoidarce procedures
and backup procedures as.it relates to Contidential Information, Atriis shail
provide Amirak with an opportunity. to review st Aliiy" premises its current
disasterrecovery gind avoidance plag and backup procedures and all updates
thereto upen reasonable nalice at a mutually cenvenienl time durng business
howrs, Atriis ghall review dnd tipdate, as necessary, its disaster recovery and
avoidance plan and hagkup. procedures based on thie respective recaveéry priority
of each business unil. If Atriis. performs any-audit with regard to its disaster
recovery and gvoidance plan and bagkup ocedures (e.g., 1SO 9000), Atriis. shall
muake the results of that audit.available to Amtrak’s information sceurily ditector
for an-sile review upan reasgnable-notice at a mutually convenient time during
business houts, Amtrak may-glect, at its option, to couduct ongite reviews of
Atriis’ facilities for, among other Lhings, assessing disaster recovery preparedness
and backup procedures. '

9, Records and Audit

9.2

Atnis acknowledges and agrees that Amir ik's Qifice of Inspector General

( *0IG”) nmay inspect, copy and/or andit Atriis” data and records (in hard copy
and/or electronic Tarmat) felated in (o fhe Agréémeiit, [ncludmg without
limitation, all data and records refating lo; (a} support for any piopmal thange
order, or teqi@st for gquitable ad]uslmt,nt submitted to Amirak by Atrdis;

(b) Agreement compliance and.per formance, mciudmg any waik of d(..IWCI ables.
in progress; (¢) onipliance with app]ncablu prowsxous of Amirak’s federal grant;
regulations and staiuies; and (d) support for all direct and-indireet ¢osts or prices
charpged to. Amtrak,

Atriis agrees to maintain all sich data and records throughot theterm of the
Agrecment apd until three (3} years after Tinal payment under the Agreement, dnd
agrecs to coopetate with all audit acfivities.

In counection with audit and ingpeetion activitics, Amliak OIG shinll be afforded,
upoen request ot a m‘umﬁlly corivenient tinie during business hours; (a)-access to
Atriis' facilities sud v Agreement work or deliverables it progress; (B) tlie
Oppdrturiity to inteivicw Atriis' employces concerning.any matfer relating to the
Agreement; and (¢) adéquatc and appropriate workspace.

Albrils agrees 1o réimburse Amtiak, within sixty(60) éaléndar days after reecipt of
& wrilten request, the full amount of any undisputed audit findings or questioned
GostE, vinless gthiciwisesigreed by Amitrak in the .course of post-audit negotiations
with Afsis.
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9.5 Atriis shall mclude il provisivns of' this clause in vyery subconfract or purchase

Grdéddi4) ps well a5 a provision tequiring alk subcentractors to
include these provisiang it any fower tiér subcontrdsts.ov purchase orders
[ | Atrijs shall be responsible for subcaniractor or fower tier

sibcontractor’s complisnce with 1his clause.

9.6  Nothing in this Agreement shall be construed to limit Ihe rights, obligations,
guthority, or icspons,lbllxtlcs. of Aintrak's Office of the ]nspecto: General putsudut
to the nspector General Act of 1978, as-amended, including the nghl to seek
tinformation by sebpoena.

Motices

Each party.must provide any nolice, request, demand or other communication requited of
permiited hereunder in weiting. and in reference to this Agreenrent. The following

constitutes proper hotice: (4)-personal delivery; (b) delivery by registered ot certified
matl, relurn recedpl requested and acknowlodged, postage pr cpaid; or (¢} lwo (2) business

day‘; after déposit with a private'industry-express codrier, with written confirination &f
receipt: Bach party-agrees to send all Botices to.the. addresses sct forlh jn Attacliment 6 —
Contacts, wiiich sither party may chafige by providing proper notice to the party
hereunder:

Indemnification and Limitation ¢f Eiability

11.1  Eachparty{(as the “Indemnifying Panty™} agrees to defeud and indemnify (he
other’ parly (ds the “lndemnified Party”) and its officers, directors, employees,
agents, sérvarits, Conliactors, subcoritraetors, SUCCUsSors, assigns. and subsidiaries
and iheir respective successors, assigns and personal reprosentatives (collectively
“Indemnified Panies™), from zmd against-any third party claims, [osses, liabilitics,
fines, penalties, actions, damages, cosls and expoiscs whatsocvcr (mcludmg costs
of defensc and-attorrieys’ fees) (collgstively “Claims™), Which any of the
TIndemnified Parties may hereafter incur, luive respunsibility for or pay arising out
gfot related tor

(a) -anny act or failure to act by the Indemnilying Party and/or ifs directors,
officers, emiployees, agénls, sibconfractors, servants, or any other. person
acting for or on behalf of fhe. [nciemmfymg Party;;

(b} the Indenmifying Party's breach of auy term df this Agreeiment;

(¢) any actual or clapmed Infringement af misappiopriation gflid- -pitty
intellectual propérty riglt(s} by the: Indemnifying Party; and/or

(d) the Indemnifying Party’s breagh of any contraet, promise or undertakmg with
01 to any third parky and rolated to this Agreemcnt,
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12,

13.

The Idempified Parties shall prnmprly notify the Indeémiifying Party in writing
wilhin a reasonablo-lime atter notice-of any sach Claim,

11.2  The Indeminifying Patly-shall have: ihe digcretion ‘to settlé pily siich Claitn,
provided that, if any settjement I’bqu]'[‘ﬂ& an obligation of any of the Tndemnified
Parties, then such scttieinent shafl require the applieable Indemnified:Party’s prior
Writtenrconsent, Which consent will mot s tnreasonally withlield, delayed ot
coniditioned.

13 The [ndemnifying Party shall keep the Indemnificd Parties advised-of the status of
any sucli Claim and of ils defense and/or ncgolnnon efforts. The Indenwified
Parties shall have lic- optmn 19 partieipate tn-such agtion 4t their own cxpeise.

114 The existence of any insurance policy pracured or maintained by Atrils or any
liinitation on the mmGuiit or typé of damages, tompensation or bencfils payable by
or for Alriis or any subcontractor-shall not limit the: indemnification obligations
undér this Scetion,.

[1.5.  Except forcach parly's indemni fication obligations hercin, to the éxtent permitted
by law, neilher pariy or irs affiliates, and thejr respective officers agents and
eniployees (collectively, its * 1cprc‘;cmam'u.") shall be fiable to the-other party or
Ay t}_u:(l parly Tor any- mdueci e'{empial ¥y lilbldbnlal or eonsequential ddmages
‘however caused, whether based in contragt, tirt mcludmg negligence) 6f-any
other tlicory of liability, even if sich patty'or its fepresentatives bave been
advised of the possibility of such-damages or even if auy such lass or damages
were reasonably forcseeable,

Injunetive Reliel

Each party acknowledges that the breacli'of dity provision of Section 3— Adver tising,
Marketiug and Promotion {excluding Section 3.1); Section 7— leﬁdenhahty, ar
Scction B —Security of Confidenting Infor mation IaY calise mepamble injugy to the
other pacty; and agrees that the ather party.ghall have the right to geek temporary,
preliminary and permanent injunctive relief, without the necessity of praving aclual
damages Of Posting a bond, 10 pirevent gty Such breach,

Ripresentation and Warrantics

13 Afytis represents and warrants that it shall perform i't’s-i‘gspoﬁsibiii'tié's'1ji‘1d_"(‘-:1_' this
Agreement witli promphiress-and diligenes and’in a professional jginiet, in:
accordance with best practices and highest industry standards. Adtriis shall use
commereially rédsonable ffgrts 10 eiisure that Tis Distribution Products dogs tiot

contain or passes lo Amtrak any malware; spyware or adware soflware.code.
Atriis-and Amuak shall gach handle all customer induiries and complajrits that
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32

133

[3:4

13.5

13.6

cachparty is responsible for iri 4 fifotpt, cotrteous and diligent thanner, Afiis
shall:eooperate with Antrak tp deal appropriately. with dny custommer cemp}amt

Hiach party represents wid warrants that it knows of no ciréumstances that would
materially impede its ability lo-perfonn tnder this Agreement and-shall promptly
notity (he other: party in writing if it acquires knowledge of auy ciroumstances that
would miaterially impede its ability to- per form under tiis. A;,z cement. Witliout'
limiting the foregoing, Atriis: 1epmsults and warrants-hat it shall immediately
fiotify Aintrak of. (a) ity change in its owhership.or ¢ontrol; and/for (b) its
invelvemenl in any actual or threatened major litigation.

Bach pacty represents and warranls to.ihe other fhat It has the uqmsm coiputite
power-aid authority to enter into this Agreement and (o carry-out the transactions
contemplated by this Agreemeérit.

Buch party vépresents and wartants that, it currenily is and throughout the entire
term of this Ageeenieinit shiall be; in gomplinsice with all'applicable loeal, state,
Tederal and forcign laws, riles and regulations:

Each party represenls. and warrants that il is not the subject of any litigation
initiated by any credit.dard dssociation or ctedit-card processot with respect to-its
aceeptance of eredil card payments on behalf of itself or any other merchant,
Adfriis. repleaenis and warranis that po agreements; iizjunctions, restrictions or
otherwise exist which may pr ohibit it from performmg its-obligations under this
Apreemeit cither by statule; rule: , regulation, agreement or atherwise.

Each party represents.and warrants that its advertising, marketing and
]nomolmnal matepals; including Alriis websites, other web space: that Atiiis
couliols and ihe conlent and other information:contained or referred to therein.
will mot:

(1) goustitute libel, defaniation, false or Iegal advertising;

(b) ¢anstitufe dn invasion of privacy-or aviiolation of the rights to publicity of any
1hird patty;

(e mlringe any patén, copyright or tradeinark;
{d) contain, link or refer fo any offensive or indecent information of any kind;
(e) conitain any itforation thatcould be deemed pr oprielary, except proprictary,

informatlon owned by or licensed to Atriig: foruse therein or therewith (othies
than trade narne(s); lTadﬁlTlallsS s@ivice marks, or any camparable intelleciydl

property rights); or
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(f) suggest or state that Atriig and: Akittiak hive any jt‘,]ﬂtm]\‘shl]) 4%:42¢s: for one
another, ag'patiners, as joink venturers or sinilar relatmmhlp exeeptay
ax]:nessly providid Herein,

I Atriis becomes aware of any claim, allegation ornotificalion that the foregoing
wairantics have been breached, Atriis shall promptly nofify Amtrak.

137  Except as otherwise provided herein, each. party makes no other:-warranties, gither
express or implied, undier thiy Agrecment.uivd Amntrak hicieby discldimsiall
implied warraolies, including any warranties regarding | fitness for & particular
purpose, merchantibility or noninfri ingement, Ateiis digclaimg any warranty {liat
the Atriis,System or Link will eperate error-free or uninterrapted. Ambrak
diselaiins’ atly warranty Hiat Amtrak Web Services.oi Arrow will eperate error-
free-or yninterrapted.

14.  Tisuiinee

14,1 Atriis shiall pracuré and maintain, &t i{s .6Wn cost and expense; centinnously -
during tlie term of this Apreement, and'to-lhe extent i{ carries any instrance on.a
“claims-made,” “claims-reported,” or “oseurrences- reported” basis for three (3)
years beyond the lerm of this Agicement, the types of insurance spécifidd bélow:

(a) Conumercial Genetal Li.lbilit'v Insueaiee. A policy issued.to and covering
ligbility itnposed upon Alrils arising oul of Atrils* premises or operations or
the gervices 1o be performed and/or planned and those of any subeontractors
or agents and all ehligations assumed by Atriis ynder he terms of this
Agreemeat. The poHey must include products/campleted operalmns liability,
indcpentont-contractory linbility, contiactual liability, personal injiiry liability
auid advertising liability doverages. The palicy must name Nafional Railroad.
Passenger Corperation as anadditional'insured with réspest to Atriis’
Prémises, operations and seevices,.and the policy shall contain a waiver of
subrogation against National Riilroad Passenger COTpO[“l[lO]] its §ubsidiaries.
and theit directors, officers, employees, aud apents._Coverape under this

olicy, or policics, shall have i Hmit af1jability of?®
b4}

{b) CyberPrivacy Insurance. A policy that shall include ¢overage Tor loss,
disclosurs and theft of data i any forny, systcm failure; network security
ﬁzllule, 11101udm&, Butnot linted 16, sumai cnglﬂeeung, plnbhmg, fansomware,
depial 6F service attacks and transmission of malicious cede, Coverage shall
inelade regulatory fines and penaltjes, the.cost of notlfymg individuals of'a
security or data breach; the cost of sredit mionitpring scrvices and any otlér
cavsally-related ctisis Inanagement expeise for up to-one:(1} year.. Coveragu
under the pelicy shall extend to actual or alleged acts, gfrors or gmissions
eoimitted by Alriis oits agrents, subcontiactors, independent contragtors or
employees and will include Dishonesty-of Fmployccs coyverage. Additionally,
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sich policy shall céver consequeéntial or vicarious Habilities and direct losses.
This policy shall bave the "“lnsured v, Insured” exclusion dmended to allow an
“Additional Insured” to bring a ¢laior against the Wamed: Insured, Such-palicy
shall cover-consequential of vicarjous:linbilities and dirget losses for the
wrongful acts ot failures of Atriis. The *Tnsured v, Insured™ exclusion under
the policy shall be amcnded 1o dllov dn Additional Tasured to bring a elaim
apainst the Named Insured.

Reauired Insuiance:

b)(4)

If ©yber Privacy Insurance 1s written on a claims-made basis, then in addition
to the coverage regnivements abave: (1Y the policy retroactive date coincides
with ar precedes Contragtor’s start.of contidct services (incliding subsequent
po’licius pur Lhabed as n.newals or Teplacemuﬁs), (2) thc‘ policy Wiil allow for
chmm {3y (*ontlactm w:ll use 1t<: beqt effortq {o mamtam sumlar Ingarance
m],d(._r the $ame terms and -.,ondui_ons for at least two years following
completion of the services under the contract; and {4) 1f ingurance is
terminated foi any réason, Cortrastor dgrees to purchase an extended
reporling provision of 4l least one. year to report ¢laims arising fioih services
pecformed in consiection with {he Conteact, '

142 Atsiis:shall submit io Aintrak a cevfificate of insurance giving: evidence of the
yequired éaverages prior to-the Effeotive Date-of this. Agleemem Atriig-sliall
donlinue fo submil ceriificates ofinsurance doding the term of [his Aprcenent for
thase policies to which Seétion 18— Sucvival applies, 4s often 4s nseded to
reflect any material changes in, or-renewal ar replacement of; the required
coverages,

143 Auiis shall procure all #istsance from insusers whieliz (2) Amtrak reasonably
deeins acecptable; (b) have financial vatibgs of A VIIT o belter in the Best's Koy
Ratihg Guide, latest edifion in effect as-of the Effective Date of this Agreement,
and subsgqucnily inn effeet at the tinie of renciwal of any policies required
hereynder; and {c)-agree to give Amirak thivty (‘50) days advance wrilfen notjes of
sacellation; hon-renevid!,-or material ghan Be in-coverage,

15, Survival
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17,

The following provisions shall $ivive e:\piran ai of teimination of this Agreement:
Seclion 3 — Advertising, Marketing and Promotien {excluditig Sestion 3.1); Scction 7=
Confidentiality; Section 8 — Scumly of Confidential Tnformation;-8ection 9 —Records:
and Awdit; Scetion 10 ~ Notices; Seetion 11 - Indermnificatian; Scttion 14 ~ Insurance:;
Section 13 — Survival; Seetion 22 - Governing Law; Jurisdiction and Venue: aid ary

othér provisioi _'1‘_ca§_oi1ab]y nhderstood to Eluvive (emiination or cxpiration.of thig
Agreement.

Assignment

Alriig shall ot assign , delegdte or otherwise transfer this Agreement orany right-or
obligation hereunder (whether by express transfer, operation 6f law or diber wise) without
the prior written consent of Amfrak. Notwithstanding the [Oregoing, Atriig may delepate
the perforindnee of gerlain obljbalmm ¢ certain third party eontractors, provided that
Atriis gives Amtrak thirty (30) duys’® written notice of the pr oposcd delogation-and Afiis:
¢ontrols the delivery of such obligations to Amirak and.remaing réspansible to Anitrak
for the delivery of such. nb[;gaimm Any uttempled or purporicd assigntment or other
[ransfer not complylng wiili the foregoing will be null atid void. Subject to-the fmégmng,
this Agreement will inwie o the beficlit of and bind (he successors and assigns of the
parties,

Modifications

Cxcept as otherwise expressly provided herein, any waiver, modification or amendment
of any provision of this Agreement shall be effective only if in writing and signed |Jy the
authorized representatives of both partics.
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18.

19;

2,

215

22,

23,

}lcadings

The various section fieadings exist for convenjence of reference onty and shall not affect
the meaning or interpretation of this Agreement or auy section thereof.

Severability

Siibject to Section 22 — Governmgm Laiw; Jurisdiction and Venne, if any plowswn of
this Agreement is determined to be.invalid, void or unenforceable in any-respect, such

determination shall not affect, impair or invalidaic atfy other provision hereof.
Constiuction

Al partics drafted thiis. Agresment and, in the event of u dispute, no party hereto may
attemnpt to construe any provision against any other party by claiming that ane particular
party-drafted il..

No. Waiver

No course of dealing, sowrse of performance or failure of either party strictly to enforee
afy termy, fight or condition of thig Agreement constitutes g waiver of such term, right or
condition. Ne waiver or breagli-of any. provision of this Agreement constitutes a waiver:
of any subsequent breach 6f the samie or any-Gther provision.

Guv‘ernih‘g Law, ;I"mfi'sdicﬁnr[ #nd v enue

Each party agrces 16 exctule and interpret this Agreement in accordance with and Sllbjccl
to the internal laws of (he Distriet ot Columbia, without giving effect to any choice of law
rule that would esuse the appllcallon of thic laws ol any jurisdiction other than the internal
laws of the District of Columbia, Each parly agrees lo commenee any legal suit, aetion or
proceeding arising:out of of relating to this Agréement in the United States District Couitt
for the District of Columabia, and each party ircevacably submils to the exclusive

jurisdiction and venue.of such court in such suit, action.of proceeding..

Compliance with Laws

Hach parly, its directors, officers, employees, agents and subcontraciors shall comply
w1th nll appl:cable louai st’lte fedclal and F01e1g|1 Iaws, z'ulc'a and iegula‘rmn‘-z enacted by
within a. rcas{mahlc time:1 dﬁ.{’:l 1ece1vmg netive of any 1'-1111110 fo or '1llcgatmn ofa ialJurc
o comply with:the dppllcablc luws. Alrifs ingst delend, indeibnify and lold harmless
Amtrak from and against any loss, damage, expensc.or ﬂthcl harny.ov {{ubility incurred or
sufféred by Amirak-due todny fatlure by. Atiis, any of us dirgctons, Otficers, eitiployecs,
agents or stbcontraztors to camply with such laws, miiles, ot regulations.
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18.

19,

20,

21.

22.

23,

Headings

The varions section hieadings.gxist (or tonvenience of reference only and shall not allect
the meaning or interpretation of this Agtécment.or any section thereof,

Severability

Subject lo Section 22 — Governing Law, Jurisdiction and Venne, if any provision of
this Agreement is determined (G be invalid, void of inenforeeable in ity respeet, silch
determination shall not stfect, impair or invalidate any-other provision hercof.

Caonstriction

All partics drirfled thig Agreement and, m the event of a dispute, do party hereto may
attempt to. constriie any-provision against any other patty by claiminig that one particular
fatty: drafted it,

No Waiver

No course ol dealing, course of performance or faiture of either party strictly to enforce
any terim, Hight or condition of this Agreement constjtutes a waiver of such termi, ught or
colldllien No waiver or breach of any provision of this Agrcenicit constifutes a waiver
‘of any subsequent breach 6f the same or any-other provision.

Governing Law, Jurisdiction and Venue

Bach parfy agiecs'to exceute sud interpret this Agreement in ageordance with and subject
1o the internal laws of ti¢ District of Coluimbia, wilhout givihg effect to any choice of law
rule that would cause the application of the laws-of any jucisdiction other than the inlernal
Taws of'the Disttfet of Columbia. EHach patty agrees to coimménce any- legal suit, action or
proceeding arising oul of orrelating o lhis Auacmgni in the Unifed States District Court
For the District of Columbia, and gagchi pérty ivievacably subnits to the exilusive
Jurisdiction and venue of such-court in such suit, action o jwgeeeding,

‘Compliance with Laws

Eachi pirty, its directors, officers, emyiloyees, agents and subeontractors shall comply
with.al] applicable Jocal, state, federal and foreign laws, tules and regulations enacted by
duly constituted goveriimental bodies, Atilis hclchy agrees. to notify Amtrak in writing:
within a reasonable time after reeeiving notice of any failure to of atlegation of a fajlure
to.comply with thé u pphc.tb le laws. Alrijs must defend, indemmnify and hold hannless:
Amtrak from and against any loss; damage; expenge or gther barn o liabmly incaried or
suffered by Amtrak-due to any lailure by Ateils, any ofits directors, officers, employees,
agents or subcantragiors d ,cgn_l_pl_y with sych laws, rules, oi _I_Lblllal_ll).l_)s.
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24,

25,

26,

29.

Relationship of the Parties

It is andersiood -ahd agreed 1hat nothing:contained in this Apreement shall be deemed or
congtrued as creating a pactnership, joint ventive, ageficy of employmeit relationskip
between Amirak-and Afriis. Nothing contained herein or in any agreement between
Atriis gnid-any agent or subcontractoi shall éreate (a} any contractual relationship bietwesn
Amfrak and such agent or subgontractor ot (b) any thitd=party beicficiary rights in any
sixch agent or subcontracter. The terms agent, subconiractor and independent cortractor
a5 used throughout this Agreement do not include travel agénts and tour operators.

Foree Majetire

Néither party has any 1e<;ponslb1hty or liability for any delay or failure to perform to the
extent due to unforeseen circmstances or causes. beyond ifs reasonable vonirol,
including, withoul limitation, acls of God, carthquake, fire, flood, émbargoes, labor
dnpu‘rcs andl steikes, riots; dets of teirorism, war, and acls-of eivil and military authorities;
provided that such party gives the other patty prompt wrilten notice of its. failure to

"peiform and the reason therefore-and emplays its reasonabie efforts fo limit the resulting

delay in“performance. If either party fails (o perform any of its: obligatiotis under-this

Agreement ducto a Force Majeure condition, as defined in this Scetion, for sixty (60)
suecessive days, the other parly has the vight to-terminate this Agreeraent immediately
upon wrilten notice,

Entire Agreement

This Agreement, and any aflachinents and exhibits (heteto, cobtain the enfire
understanding of the: parties with. respect. (o the subject matter of this Agreement and

‘merges and supersedes all prior aid contemporaneous agidements and utiderstandings

belween the parties, whetber oral or writlen, with respect to the subject matter of this

Agreement. All attachments-arg incorporated by reference and.made 4 part of this

Agreeinent.

Facsimile Signafures Accepiable

“This Agreement inay be executed by facsimile in any fumber of counterparts, each: of

Which whén so sxccuted and delivered shall be deemed to be ars original and allof which.
faken togéiher shall constitute the sime mgtrumert.

SIGNATURE PAGE TO FOLLOW
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IN WITNESS WHEREOF, Amtrak and Atrifs have each caused this Agesment to be signed-and
delivered by its duly authorized officer, all'as of the date first sel forth-gbove.

NATIONAL RAILROAD PASSENGER -A’[‘RI_[S-%
- CORPORATION X
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ATTACHMENT 1 - AMTRAK PRODUCTS

S

Aceln T 2100730

Capitol Limited X
Cardinal . SU'S b .
Crescent 19,30

Downeaster .('}7__8—'(1'89' )

~ Lake S.hoi‘e'LimitecI

48, 49 447, 448, 449

66, 67,71

Northeast Regrignal %2{9?
tp-198
Silver Service gi 32
_ 89, 90
City. oi New Orleans 58,59
Texas Eagle 2]‘ 22
o 421,422
_C_‘zi_lil‘(;rnia_Zd_;_ihyr ‘ 5,_6 T
Cascodes 500-517
Const Stardight L

Empire Builder

7,8.27, 78
807, 808

Soudrwest Chief ' 3.4

Sunset Limited =

e 518 - 553

Capitol Cortidor "72()*'_?51_ N
Cavolipian / Piedimont '?:9_,'80

Empire Service

230-288

Tithan Allen Express

290 - 296

_!_iea;_-_l_k_u_:d Flyer

21,822

Hiawathe

324 - 342




Haosier State

Tllinois Service

XN
3804385

393, 393

. Keystone.

6004674

Lincoln Service

300 - 309

Migsow River Ruuinef |

A1 —316

Pacilic Surfliner

562~ 5399

761 - 796

_ Palimetto . 89'_, 90

| .Penn,s.y_l_v;}n_i;in 42,43
San foaquin 761-718
Vermonier 54-57 )
Walverine 350 - 359

Blue Walei o

364-365

370 - 373

‘Pere Marquette

The Awmitrak Product information shall include (8) passenger types fare categories - Adult, Senior

{62+), Chljl_d, Infant, and Military Adult and (b) membership programfare discounts - AAA
Adulr and Child, NARP, and Veterans Advantage.



ATTACHMENT 2 - PAYMENT CARDS ACCEPTED

Visa
MasterCard
Amefican Expless

Discover Card (NOT ineluding Discover Partners of JCB, China Union Pay, Diners Club
Internatiotial, BC. Caid. (South Korean Card), Dina Card (Serbian Card}).
UATP (Universal Air Travel Plan)

Amtrak does NOT acoept any PIN based PIN Debif Cards of any brand. However If a PIN debit
card fiom one &1 the brands above can-also funetioni as a gredit card (Signature Based) Amtrak
ean ggeept it,



ATTACHMENT 3 - AMTRAK WEB SERVICES INTERFACE SPECIFICATIONS

To initerface wilh Amtrak Web Services, Atrits must sitisly the sechnical ‘requireménts on the
attached document.



ATTACHMENT 4.-- AMTRAK. WEB SERVICES TERMS:-OF USE

Amtrak Web Services user, Atriis, will utilize standard Web Services Sucuuty as deﬁned by
Oasis in the W8 Security 1.1 specltlcallon when required for a particular web service.
Cliirrently, Artrak fequites and is:using SSL (chent and server cer’nﬁcates) for transport layer
seeurity, . Production tertificatés-nust be isgued by 4 known. signing authority: Both partics
will work together to-ensure that all information exchariged is sgfe andf seciire, Atriis must
immediately implenient, employ-and support such other security features a3 réquested by
Amtrak,

Amtrak has the right to disable and/or suspend gecessto Amitak Web Scrvices to invéstigate
4niy situations (hat may appear a8 possible security attacks or breachies and YOS (Denial of
Service) attacks, pr Gvided that Ambrak will reasonably cooperale with Atrlis with respect 1o
such investigation and not iinreasonably withlivld ai delay sueh aceoss.

In the event Amntrak Web Services monitoring revéals worlkioads exceeding the agreed upon
velumes; or in situations wliere optimal per formance of the Aptrak comiputer system is being
Jeopaldwcd and measures iaken by Atriis 1o reduce the:number-of web service calls back to
acceptabie levels. age not effective, Amtrak reserves (he right to Timi{ (throitle), disable and/or
snspend aceess to Amirak Web Services, Amtrak agrees to cooperate with Altriis.in an effort
fo-investigate allemate progessing methods that retuin wirkload back wittiin eptimal
petformance limits.

In the event Amtrak ' Web Scrvices monitoring reveals volumes éxcecding the agieed upon
transaction vates, Atcils will be notified and must plm‘nplly {ake measures to fallback iy
changes that have caused unacceptablb unpantt. Atciis must respond with corrective action
within timeframes agreed to by Amilrak, in an efforl 16 énsure worklodd returns to the
aeceptable benclunarks. Amtrak reserves the right to limit (thirotile); disable and/or suspeud
seecss 1o Armitcak Web-Services, in the interest of preserving Amiyak comiputer systerft
ophmal per fmmanm whﬂc Atms cxplcu ¢s neccqsary dl[’ei natiw.s Anyz‘all c,ouectwe

muiuaily agieed upon anr a: c‘abe-by—uasc basu, aud mual be szgned~01f by Amtmk

Upon éxecution of the underlying Agreement; Amirak and Atriis Contract Coordinators will
promptly meel to review the web service(s) requesi/response data that will be uséd by Atriis
from Amtrak. Atifis will eegister to use (hose web services by providing the information for
connectivity to Amirak Web Services Test and Production efvitonmerits (vefer to the- Amirrak
Web Services Registration Doenment);

. Atriis must promptly conducl a Jegression fest against riew celeases and veisions of Amirak
Web Sérvices against the Amtrak Web Services QA testienviranment within 30:cilendat
days-of their release to-that enviroiument or a mutvally-agreed upon date. Atriis must usé the
ngw 1tleaso and vetsion in production within 90 days 6f'production release or a mutually-
agreed upen date. '

A
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10.

11

12,

13

14,

Atriis nast provide a supiport-contact, réachable 24X7, o assist withiissues. related to. Atriis'

acdtivitiés and/ox to-notify Atriis of an Amtrak emergency or operating exception (e.3.,
neésdinig o extend weekend maintenance window),

[ ihe event that the new relcase or version of Amirak Web Services réquires a.change to
Atriis® processing code, Atriis may githier perform such-changes to enable Atriis to use the
new releass or version within thc 90-day peitod of 1erminate the Agrecment; this 90-day
perfod js subject {o extension tn-case Atrits las issués with c’hangmg their processing eede,
Rxtensions to the $8-day period will be mutually agreed on, o1y a case-by-casc basis, but'will
not exaeed more that an ddditional 60 days.

Atriis must conduct all testing against the test envirgninent and not the production
enviranment. Atriis shall send web serviees rgguests using a sectire Internet connection;
There witl be no-Jeased lines or VPN comnections. Secured Intermet conriections will be used
in development/QA test, QA staging and production. The Atriis application myst be
configurable to acconimodate changes in.the URL of {he Amtrak web saivice, The URL of
the web service should net be hard coded in the dpplication.

Atrids must pre-arrange ali Toad-testing against Amtrak Web Services with Afntrak
Application Testing group, Toad testing will be allowed only in the web services $taging
environmeil.

. Atriis'must inform Amtrak of their implementation schedula, Atriis niust keép Amirak

informed of any business changes (i.¢. adding corporate accounts, train schedules or
extending featurcs) that could drive an increase jii transaction. volumes, so that necessary
préparations cn be made to: support the changes. o the event that theré-are changes to
Attiis® business, whisther considered-a direct impactto- Amicalks or nenimpacting to- Amtrak
(i:e..changes made to dddress avothét mrmr} Atriis will berrequired to conduct regression
testing against Amtrak Web Services; festing i§ required for ady/all ¢nhancements made, and
Adriis thiist pré-arrange such regression test-efforts with the Amitrak Application Tésting

group.

Atriis musl adhere to gmdehms provided by Amtrak in managing transsction workload,
volumes deemed acceptable by Amirak, Using the Estimaled Transaction Volumes and
Estimatled Growth figures fiond the Amlrak Web Services Registration document provided by
Amtrak, Atriis agrees {0 aclively manage transaction worlgload.

. Atriis. agrees to work with Amtrak in a coopetative effort to address transaction workload
concerns when transaction volumes exceed. estimates fram the Anittak Web Services

Registration docuinent, of if'the above berichinarks are not being met, or as detetmisied by .
Amtrak.

Atriis agtees to strictly restrict sales to the specific routes authorized by Amtrak. Aritrak has
the nght to dlsab e andfm bllSle‘ld dc,c-" ‘s_?tm Amnak ch Sewlccs to mvualu,ate dny

'1ouics
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i5. Atriis shall recognize Amtrak's 24x7 production system availability; which excludes & bi-
iaonthly: thaintenance sevicé otitage window on Sunday: from 3:00 amm.to 6:00 2.m. U.S,
ET, Amtrak-reserves the right to.ekténd the maintenarice service outage window; Amfrak wﬂl
‘provide Atriis a hree (3) days’ sdvanes ligtice when possible,

16. Atrits mustadbere to. Amteak's liouis of test systcm availability, mormally during core
‘business houry, Monday through Friday, 8:30 d.m. {0 5 ) g, U.S, ET, Test systems.are not
available on Wednesday § pm. 16 Thursday 8:30a.m. Alitis may hiave dceess 1o test systems
at other fimes; however, Amirak staff cannof support them. Witl priol arrangement, Altiis
may acdess a supported test system outside core business hotus,
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ATTACHMENT 5 — LICENSED MARKS

A



ATTACHMINT 6~ CONTACTS

Any notices, reports, or other information required under this Agreemeént, shdnld be ent 10 the
addresses set forth below. Either party can change the contact representatives upon teh (10) days
prorwritten hotice,

Tf to Aratrak:

Coritract and Program Represéntative:
(b)(®)

Marketing Represeniative:
(b)(6)

Technical Representative:
(b){E)

If to Atriis:

Contract, Marketing and Prograni Representative:

(0)(6)

A
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Teclnical Representative:

(0)(6)




h.

ATTACHMENT 7~ DATA SECURITY

Amtrak has tﬁé--’ﬁght to disable and/or suspend access to Amtrak Web Services 1o
investigate ajy situations that may apipear as possible DoS (Desidl of Service) attacks.

Atriis must implement measures to ensure that Atlis® applications/systems ghall osly
allow aceess to those who are authorized to nse the applieations of systems.

Afriis must enswre that-aceess to resources required for the development, design and
operation 6f Atrits' processing code is based on authenticated Afriis identification.

Atriis:must ensure that all data files, databases, gic, ,as'soci'atcd._ wilh Atrlis’ processing
code, applications gnd systems are protected against unauthorized access.

Alriis inust ensure that Atrils' applacalmns sysiems and precessing code generate 4
seouuty audit trail that contgins information sufficient for nvestigation of loss or
impropriety, Atiiis must ensure that at a minimum, legs record 411 security iélevant
gvelits, including the Atriis 1D associated with the events, Atriis will erisure that Log

-events include inforination 1egaldmg (a) Invalid, Adriis authentication attempts, (b}

Logons and activities of piivileged Atriis, e.g., System Administrators, (¢} Unsuccessful

.data ot transaction access attempts, (d) Successful accesses of securny-cntlcai resources
-(c g sacuruy on; séour |[y wmmdnda), (L-) Ch'mges lo seowr |ty prof‘]es p1 lvllcges or

conﬁguralmn

Atriis agrees Lo maintain and implement disaster recovéry dnd avoidance procedures to

érisure that Alriis' operation can be restored to normal operation in the évent of the losg of

dla files, hardware or 1he processing facility itself. Atriis agrees that a disaster recovery

plan and.’m procedires will be developed, documented and maintained, outlining the
steps required fo restore- Atriig* appl;cauonﬂ.ystcm in the event of a disaster, Atriis agrees

thigt Atriis’ disaster recovery plan-andfor procedures will be tested at least annually dnd

that results of disusier recovery. tests will be available to Amtrak at Amtrak's request,

Atrdis Eff:,leeb to monitor security threat and attack trexds and agsess how they affect
Atrlis" applications and syst(.ms Afiiis agiees {o patch all vulnerable versjons of Atrils'

software (including versions for multlp!c platforms) whea vulnerabilities impacting
Atriis* applications and systems are idenitified.

Atriis Tiust prov1de a-support contacl, reachable-24/7 , fo asgist with issues related to
Atriis! activities andior to notify Atriis of an Amtrik emergency or opudtmg exception
(e.g, needmg to extend weekend maintenutice window).

dH




Travelport —

Redefining travel commerrs

National Railroad Passenger Corporation
80 Massachusetts Avenue

N.E. Washington D.C. 20002

USA

25 November 2015

Dear Sirs,

Re: Travelport Agreement between National Railroad Passenger Corporation (“Armtrak”)
(1) and Travelport LP (2) and Travelport Global Distribution System BV (3) dated 17 June
2013 (“Agreement”)

We would like to notify you of a change taking effect next year.
Change in Travelport corporate structure

The Travelport group has restructured its operational entities and effective as of 1 January 2016,
the internaticnal operations of Travelport Global Distribution System B.V (‘TGDSBV”) will be
transferred to Travelport International Operations Limited (*TIOL").

As part of this restructuring, your agreements with TGDSBY (the “"Agreements”) will be assigned
from TGDSBY te TIOL, with TIOL agreeing to assume all of TGDSBV's responsibilities under the
Agreement. The parties to these Agreements will not be changed in any other respect.

Therelore, as of 1 January 2016, all notices relating to your Agreement should be sent to:

Travelport International Operations Limited
Axis One, Axis Park,

10 Hurricane Way,

Langley Berkshire,

SL3 8AG, UK

Attention: Legal Department

Key points to note
1. TIOL is incorporated in the United Kingdom under the provisions of the Companies Act

2008.

2. TIOL is registered for VAT in the UK and the VAT number for the company is 221 6779
06.

3. From 1 January 2016 and until otherwise notified, all payments under the Agreements
should be made to TIOL. Bank account details for the company will be communicated to
you in due course.

4. Invoicing changes that may be required as a result of the assignment will be
communicated to you in due course.

5 VAT changes
i. Following the above change, those parties domiciled in the Netherlands will no
longer be charged Dutch VAT for services provided by TIOL under the Agreements.
From 1 January 2016, services will be subject to 0% UK VAT (under the European

Travelport Global Distribution System B.Y.

Registered office address: Taurusavenue 334 - 2132 LS Hoofdderp - Nederland
Postal address: P.O. Box 3064 - 2130 KB Hoofddaorp

telefoon + 31 {0}23 5675333

fax +31 (0)023 5675332

Handelsregister K.V.K. Amsterdam Nr. 34074814 « BTWhnr. ML 0092 351 52 BO1
Bankrelatie: Bank of America Amsterdarm — Rekeningnummer 26.65.25.547



Council Directive 2008/8/EC, Article 44) and those parties will be obliged to self -
account for Dutch VAT due on the services under the Reverse Charge Procedure.

ii. Following the above change, those parties domiciled in the UK will be charged UK
VAT for services provided by TIOL under the Agreements at the standard rate.

If you have any questions or concerns regarding this matter, please contact your Travelport
account representative,

Yours sincerely
(0)(E)




EXECUTION CCPY

Amendment No. 1

This Amendment No. 1 (the “Amendment”) to the Sabre Rail Associate Distribution and Services Agreement

dated December 10, 2015 (the “Agreement’}, and as subsequently amended, is entered into by and between
National Railroad Passenger Corporation (*Asscciate”) and Sabre GLBL Inc. fik/a Sabre Inc. (“Sabre”) (collectively,
the *Parties").

For good and valuable consideration, the Parties agree as follows:

1.
2,

This Amendment is effective as of December 11, 2018 (the “2018 Effective Date”).
The Agreement is amended as of the 2018 Effective Date as follows:
2.1 Section 9 of the Principal Agreement shall be amended and replaced with the following:

The term of the Principal Agreement is amended to provide that: (i) the Principal
Agreement remains in effect for a period of one (1) year from the 2018 Effective Date {the
“Extended Term"). This Agreement continues in effect after the Extended Term until
terminated by either party, upon at least ninety (90) days prior written notice to the other
party unless terminated earlier in accordance herewith.

Counterparts. This Amendmen! may be executed in counterparts by the Parties, each of which are deemead
to be an original, but all counterparts shall fogether constitute one and the same document. Signatures may
be exchanged by facsimile or email. Each Party is bound by its own facsimile or electronic or scanned
signature and accepts the facsimile or electronic or scanned signature of the other Party.

Governing Law. This Amendment is governed by and censtrued in accordance with laws of the United States
and the District of Columbia without regard to its conflict of laws rules. Each party hereby consents to the
non-exclusive jurisdiction of the courts of the District of Celumbia and the United States District Court far the
District of Columbia in any dispute arising out of this Amendment. The United Natians Convention on the
International Sales of Goods is specifically excluded from this Amendmant.

Entire Agreement. This Amendment contains the entire agreement between the parties with respect fo the
subject matter hereof and supersedes all prior agreements, oral and written, between the parties with respect
to the subject matter hereof. Except for the terms in this Amendment, al} other terms and condifions of the
Agreement and all rights and liabilities accruing before the 2018 Effective Date shall remain unaffected. To
the extent that there is any inconsistency between the terms and conditlons of this Amendment and the terms
and conditions of the Agreement, the terms and conditions of this Amendment will prevail,

Construetion. The Parties acknowledge that this Amendment and all the terms and conditions contained
herein have been fully reviewed and negotiated by the Parties. The Parties agree that any principle of
construction or rule of law that provides that, in the event of any inconsistency or ambiguity, an agreement
shall be construed against the drafter of the agreement shall have no application to the terms and conditions
of this Agreement,

Confidentiality. The terms and conditions of this Amendment will be held strictly confidential, and neither
Party will disclose the same te any Person, except its directors, officers, employees, auditors, lawyers and
agents, provided that a Party will be liable for any failure of any such Person fo hold the terms of this
Amendment strictly confidential, uniess, and except to the extent, a Party is reguired to disclose the terms
and conditions of this Amandment by lawful demand or subpoena from a court or a governmental agency, or
applicable laws or regulations. [n such an event, each Party agrees to notify the other as soon as possible
50 as to provide the other party reasonable time, under the circumstances, to object to, or seek to limit, the
disclosure of the information. The obligations of a party under this paragraph do not apply to inforrnation that
is or bacomes publicly available other than as a result of a disciosure by that Party in breach of this
Amendment.

Amendment No. 1 fo the Sabre Rail
Associate Distribution and Services Agreement 1



National Railroad Passenger Corporaticn

Sabre GLBL Inc.

EXECUTION COPY
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Amendment No. 1 to the Sabre Rall
Associate Distribution and Services Agreement




GLOBAL SALES AND SERVICES AGREEMENT
BETWEEN
NATIONAL RAILROAD PASSENGER CORFPORATION
AND

SILVERRAIL TECHNOLOGIES, INC.
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GLOBAL SALES AND SERVICES AGREEMENT

This Global Sales and Services Agreement ("Agreement’) is entered into as of the 1% of April,
2014 ("Effective Date”) by and between the National Railroad Passenger Corporation, a
corporation organized under 49 U.S.C. § 24101 et seq. and the laws of the District of Columbia,
with its principal office located at 60 Massachusetts Avenue, N.E.. Washington, D.C. 20002
(“Amtrak”), and SilverRail Technologies, Inc., a Delaware Company organized under the laws
of Delaware, with its principal office located at 300 Trade Center, Suite 5500, Woburn, MA
01801 ("Company” Delaware).

1. Background

1.1

1.2

1.3

Amtrak, which provides nationwide passenger rail services in the United States,
seeks to increase its sales in certain markets (‘Territory”).

The Company'’s SilverCore system provides corporate and leisure partners with
the ability to integrate passenger rail into third party reservations systems, as well
as its own customer facing interfaces. The SilverAgent platform, used by travel
retailers, is for journey planning offering agents and bookers access to domestic
and international rail content and reservations, online and offline.

Company and Amtrak desire to use Company’s market knowledge and rescurces
to market and sell select Amtrak products and services (“Amtrak Products”) in the
Territory.

2, Company Services and Connectivity to Amtrak Web Services

2.1

22

Company shall provide the services (“Company Services”} set forth in
Attachment 1 — Company Services in accordance with all requirements and
time frames contained therein. The markets that Amtrak seeks to target with
Company are set forth in Attachment 2 — Territory. Amtrak reserves the right,
in its sole discretion, to modify Attachment 2 — Territory at any time to {(a) add
any market in which Company conducts its business or (b) remove any market
by providing written notice of the changes to Company. Company shall modify
its interface as necessary to incorporate and reflect changes to Attachment 2 —
Territory within ninety (90) days of receiving written notice of such changes. If a
longer time period is necessitated to modify the interface, the parties shall use
good faith efforts to agree upon the time period for such modification.

Company will be an authorized, non-exclusive seller of the Amtrak Products
listed in Attachment 3 — Amtrak Products in the Territory. Amtrak reserves the
right, in its sole discretion, to revise Attachment 3 — Amtrak Products at any
time to add or remove any Amtrak Product(s) by providing written notice of the
changes to Company. Company shall medify its interface as necessary to
incorporate and reflect changes to Attachment 3 — Amtrak Products within
ninety (90) days of receiving written notice of such changes. If a langer time
period Is necessitated to medify the interface, the parties shali use good faith
efforts to agree upon the time peried for such modification.

Page 1 o720
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2.3

24

2.5

26

2.7

In order for Company’s reservation system {the “System”) to connect to Amtrak's
ticket reservation and booking engine, Arrow, and Arrow's web-interface
application, Amtrak Web Services, Company must develop a connection to the
System. Company shall develop and support the connection at its own cost and
expense.

Company shall, at no cost to Amtrak, develop, implement, support and maintain
the System, which will connect to Arrow and Amtrak Web Services. Amtrak shall
provide reasonable assistance and cooperation, at Amtrak’s sole discretion, to
Company in the development, implementation, support and maintenance of the
System, as well as in the on-going connectivity of the System to Amtrak Web
Services. The technical reguirements for interfacing with Amtrak Web Services
are set forth in Attachment 4 — Amtrak Web Services Interface Specification.
Amtrak reserves the right to revise Attachment 4 — Amtrak Web Services
Interface Specification at any time by providing written notice to Company of
such changes. . Company shall modify its interface as necessary to incorporate
and reflect changes to Attachment 4 - Amtrak Web Services Interface
Specification within ninety (90) days of receiving written natice of such changes.
If a lenger time period is necessitated to modify the interface, the parties shall
use good faith efforts to agree upon the time period for such modification. In
the event of any inconsistencies between Attachment 4 — Amtrak Web
Services Interface Specification and Attachment 3 ~ Amtrak Products
regarding authorized Amtrak Products, Attachment 3 - Amirak Products
controls.

During the term of this Agreement, Company shall ensure that the System
complies with Amtrak Web Services Terms of Use, set forth in Attachment 5 -
Amtrak Web Services Terms of Use. Amtrak reserves the right to revise
Attachment & — Amtrak Web Services Terms of Use at any time by providing
written notice to Company of such changes. . Company shall modify its
interface as necessary to incorporate and reflect changes to Attachment 5 -
Amtrak Web Services Terms of Use within ninety (90) days of receiving written
notice of such changes. If a longer time period is necessitated to modify the
interface, the parties shall use good faith efforts to agree upon the time period for
such modification.

Company agrees to immediately notify its agents and subcontractors of any
changes made by Amtrak pursuant to this Section and to modify the System as
necessary to incorporate and reflect the changes made to the relevant
attachment within ninety {90) days of receiving written notice of such changes,
except for certain circumstances that would reasonable require immediate
change as determined by Amtrak. If a longer time period is necessitated to
medify the interface, the parties shall use good faith efforts to agree upon the
time period for such modification. Company shall comply at all times with
Amtrak’s then current ticket booking procedures, which Amtrak will specify from
time to time. Amtrak shall strive to provide Company with thirty (30} days
advance notice of any change to the ticket booking procedures.

Amirak reserves the right, in its sole discretion, to prohibit the distribution, sale or
resale of any or aff Amtrak Products to any Company customer, agent or
subcontractor upon reasonable written notice to Company. Cempany shall
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2.8

modify the System as necessary to prohibit the offering of the specified Amirak
Product(s) to those Company customers, agents or subcontractors within five (5)
days of receipt of such notice from Amtrak.

Company shall authorize Amtrak to access the System for the sole purpose of
monitoring and ensuring compliance with this Agreement. For avoidance of
doubt, Amtrak will not have access to customer information of customers wha are
not Amtrak customers. Only Amtrak employees and contractors may access the
System. Amtrak may not access the System to print tickets and will not be
allocated ticket stock. Company may revoke Amtrak's access to the System
upen termination of the Agreement or upon any default by Amtrak,

a) Company shall supply Amtrak with the necessary software required to
access the System. Company shall provide such software components
and documentation to Amtrak within a reasonable time after execution of
this Amendment.

b) Company shall offer System training to Amtrak as reasonably necessary
to ensure that Amtrak has at least one trained Amtrak employee
operating the System.

c) Company shall provide Amtrak with System technical support through
access to Company's technical support desk.

3. Payment and After Sales for Amtrak Products

3.1

3.2

At the time of booking a reservation for an Amtrak product sold pursuant to this
Agreement, Company shall securely submit to Amtrak for payment a valid credit
card which must be included in Amirak’s list of acceptable credit cards as per
Attachment 6 - Payment Cards Accepted. Amtrak may revise Attachment 6 —
Payment Cards Accepted upon thirty (30) days written notice, except for certain
circumstances that require immediate change as determined by Amtrak. The
parties may agree by amendment to this Agreement to have payment made “on
account” by which Amtrak shall invoice Company on a monthly basis for
bookings made during the previous month and Company shall pay the invoice
amount as specified by Amtrak.

Company shall provide adequate communication to ensure that its customers will
have access to appropriate customer support including, without (imitation,
providing its employees, agents and subcontractors appropriate training and
maintaining call center and sales staff at adequate levels. Company will be
responsible for all Amirak-related after sales customer service issues arising
from its obligations to the customer, including but not limited to customer
complaints, ticket changes or refunds, as appropriate.

Company Compensation

Amtrak shall initially compensate Company as set forth in Attachment 7 — Company
Compensation.
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Advertising, Marketing and Promotion

5.1

52

53

54

5.5

5.6

57

Company shall jointly work with Amtrak on an annual marketing plan to promote
the Amtrak booking process on the SilverRail website. The marketing plan will
include promoting Amtrak at trade shows and SilverRail Field Marketing staff to
Corporate accounts.

All advertising and promotional materials must contain disclaimers, {imitations of
liability notices, proprietary notices (e.g., trademark and copyright notices) and
such other ncotices as required by Amtrak.

To satisfactorily perform the duties and obligations set forth in this Agreement,
Company may need to use certain service marks, trademarks, logos and trade
names (collectively, “Marks”) and copyrighted works owned by or licensed to
Amtrak. Company agrees and acknowledges that its use of these Marks and
copyrighted works exists pursuant to a royalty-free, nontransferable,
nonexclusive license or sub-license. Company understands that it will not
acquire any ownership interest in Amtrak’s Marks or copyrighted works or have
the right to use such Marks or copyrighted works other than for the sole purpose
of performing its duties and obligations to Amtrak under this Agreement.

Company agrees to comply with ali of Amtrak’s instructions regarding the use of
Marks and copyrighted works, inciuding but not limited to the Amtrak Brand
Guidelines. Company shall not use Amtrak's Marks or copyrighted works in any
manner that does, threatens to or will likely diminish their value or harm the
reputation of Amirak.

Prior to publication, Amtrak will have the right to review and approve any and all
content, artwork, copy, advertising, promotional materials, direct mail, inserts,
press releases, newsletters, web pages or other communications or any other
publicity published, distributed or displayed by Company or at its direction or
authorization which uses Amtrak’s Marks, name(s) or trade names or which
otherwise refers to Amtrak Products or this Agreement (collectively referred to as
“Advertising Materials™). Amtrak shall provide notice of its approval or rejection
within a reasonable time frame of receipt of a request for its review.

Company shall submit Advertising Materials to Amtrak's representative listed in
Attachment 8 - Contacts, which may be changed at any time upen written
notice, at least thirty {30) days in advance for Amtrak’s written approval.

Notwithstanding Amtrak's written approval of any Advertising Materials, upon
Amirak’s written request, Company shall employ commercially reasonable efforts
to cease publishing, distributing and/or displaying any Advertising Material
immediately or within such other period as requested by Amirak.

Contract and Program Administration

Each party shall designate a Contract and Program Representative who shall handle all
issues related to this Agreement. Each party shall designate a Technicai Representative
who shall address technical issues related to this Agreement. Current contacts wiil be
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listed in Attachment 8 - Contacts. Each party may change such representatives upon
written notice to the other party.

Term and Termination

7.1 This Agreement shall commence on the Effective Date and continue until three
{3) years {"Initial Term”) unless terminated earlier pursuant to the terms herein;
thereafter, either party may reguest to renew this Agreement for a successive
twelve (12) month period (each, a "Renewal Term” and, together with the Initial
Term, “Term”) upon the other party’s approval by providing notice to the other
party within thirty (30) days prior to the end of the Term.

7.2 Either party may terminate this Agreement upon written notice to the other party
if the other party materially breaches this Agreement and fails to cure such
breach within thirty (30} days of receiving written notice of the breach, or such
other time period if mutually agreed upcn by the parties. In the event of an
incurable breach the other party may terminate this Agreement upon ten (10}
days written notice to the breaching party.

7.3 Notwithstanding anything to the contrary in this Section 7 = Term and
Termination, either party may terminate this Agreement immediately upon
written notice, without providing opportunity to cure, upon the occurrence of any
of the following:

a) the filing of any petition by or against the other party under any chapter of the
Bankruptcy Code, or other insolvency or bankrupicy act enacted by a duly
constituted legislative body of government;

by a dissolution and winding up of the other party's business;

c) an oceurrence of a general assignment for the benefit of creditors of the other
party; or

d) an appointment of a receiver or trustee to take possession of all or
substantially all of the assets of the other party.

7.4 Notwithstanding anything to the contrary in this Section 7 — Term and
Termination, Amirak may terminate this Agreement immediately upon written
notice, without providing Company the opportunity to cure, if:

a) Company, its directors, officers, employees, or agents commits any
fraudulent act or makes any fraudulent representation under this Agreement;

b) Company is terminated by its credit card processor or merchant bank {except
under the circumstances where termination is not due to any fauit of
Company);




10.

7.5

7.6

a company that would require for the existing operational relationship te be
materialty changed

d) Company is subject to a data breach and/or PCI-DSS violation as defined in
Section 11 - Security of Confidential Information.

Notwithstanding anything to the contrary in this Section 7 — Term and
Termination, Amtrak may terminate this Agreement immediately upon written
notice if there is any adverse publicity arising out of:

a) an alleged or actual fraudulent act or statement by Company, its directors,
officers or key employees: or

b) a misrepresentation by Company, its directors, officers or empioyees and
Company fails to remedy such adverse publicity to the satisfaction of Amtrak
within ten {10) days of Amtrak’s written notice to Company.

Notwithstanding anything to the contrary in this Section 7 — Term and
Termination, Amirak may terminate this Agreement immediately upon written
notice if Company’s risk rating falls within the "High” risk category as defined
below and Company fails te cure such rating deficiency within ninety {90) days of
Amtrak’s written notice ¢f the High-risk rating. The risk rating is calculated as
set forth below:

(0)(4)

Reports

a1

8.2

Company shall provide to Amtrak the reports and information, in such format
specified in Attachment 9 — Reports.

Company shall provide such other information and reports as reasonably
requested by Amtrak at any time in such manner as prescribed by Amtrak.

Letters of Credit

If payment is made "on account” as specified in Section 3.1 — Payment and After Sales
for Amtrak Products above, Company shall, at its own expense, deliver to Amtrak an
irrevocable letter of credit (“Letter of Credit”) for the benefit of Amtrak as security for
Company’s proper performance under and compliance with this Agreement. This
procedure will be detailed in a mutually agreed upon addendum to this Agreement.

Confidentiality

10.1

For purposes of this Agreement, “Confidential Information” means any of the
following:
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a) information provided by or on behalf of either party {as the “Disclosing Party”)
to the other party (as the “Receiving Party™) in connection with this
Agreement, including any information collected or used to process payments
for the Amtrak Products, including, without limitation, credit or debit cards or
other payment or credit or debit card account information collected from or
relating to customers or prospective customers ("Payment Related
Information”} belonging to a party to this Agreement and including information
provided prior to the date hereof or the Effective Date;

b) information about the Disclosing Party or its affiliates, or their respective
business or employees, that the Receiving Party obtains in connection with
this Agreement, in each case including, without limitation:

i. information concerning marketing plans, objectives and financial
results;

. information regarding business systems, methods, processes, clients,
financing data, programs and products:

iii.  information unrelated to this Agreement obtained by the Receiving
Party in connection with this Agreement, including, without limitation,
by accessing or being present at the business location of the
Disclosing Party;

iv.  proprietary technical information, including trade secrets, source
codes or other proprietary information of the Disclosing Party
developed in connection with this Agreement; and

v. the terms and conditions of this Agreement.
c) Without limiting the foeregoing, Amtrak Confidential Informaticn includes:

i information relating to Amtrak custcmers or prospective customers
created or obtained in connection with this Agreement or otherwise
obtained from Amtrak or directly from Amtrak’s customers or
prospective customers, including the Payment Related Information of

its customers, agents, and contractors,

i. lists and data concerning Amtrak cusiomers or prospective customers
in the aggregate, and

ii.  all information related to Arrow and the Amtrak Web Services.
d) Without limiting the foregoing, Company Confidential Information includes the
System, all information regarding Company's customers, including the
Payment Related Information of its customers, agents and subcontractors
and Company’s financial statements.
10.2 The Receiving Party shall maintain, dispose of and otherwise treat all
Confidential Information of the Disclosing Party with the same degree of care as
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it accords its own Confidential Information, but in no event less than a reasonable
degree of care.

10.3  The Receiving Party shall use and disclose Confidential Information only for the
purpose of performing its obligations or enforcing its rights with respect to this
Agreement or as otherwise expressly permitted by this Agreement, and shall not
obtain, use or disclose Confidential Information for any other purpose. The
Receiving Party shall, in accordance with the terms of this Agreement, limit
access to Confidential Information to those employees, authorized agents,
vendors, consultants, accountants, service providers who have a commercially
reasonable need to access such Confidential Information in connection with this
Agreement.

10.4 The Receiving Party agrees that any use or disclosure of Confidential Information
other than that specifically permitted under this Agreement will cause immediate
and irreparable harm to the Disclosing Party for which money damages might not
constitute an adequate remedy. As a result, the Receiving Party agrees to the
appropriateness of injunctive relief in addition to any other remedies the
Disclosing Party may have under applicable laws.

10.5  Upon the termination or expiration of this Agreement, the Receiving Party shall
comply with the Disclosing Party’s instructions regarding the disposition of the
Confidential Information, which may include return to the Disclosing Party of any
and/or all of the Confidential Information (including any electronic or paper
copies, reproductions, extracts or summaries thereof). The Receiving Party may
retain one archived copy of such material, subject to the terms of this Agreement,
which the Receiving Party may use solely for regulatory purposes and not for any
other purpose. The Receiving Party shall certify such compliance in writing,
including a certification that the Receiving Party has not kept any copies of
Confidential Information except as necessary for regulatory purposes.

10.6  With respect to Amtrak Confidential Information, Company shall:

a) keep the Confidential Information confidential and secure in accerdance with
Section 11 - Security of Confidential Information of this Agreement and
industry practices;

b) treat all Payment Related Information in accordance with the requirements of
the Payment Card Industry (PCI) Security Standards;

¢) implement and maintain commercially reasonable physical, electronic,
administrative and procedural security measures, including commercially
reasonable authentication, access controls, virus protection and intrusion
detection practices and procedures in accordance with Section 11 —
Security of Confidential Information of this Agreement; and

d) ensure that any person with access to the Confidential Information agrees in
writing to follow the Confidentiality provisions of this Agreement (including but
not limited to Section 10 - Confidentiality and Section 11 - Security of
Confidential Information} and maintain the existence of this Agreement and
the nature of their obligations hereunder strictly confidential. Company shall
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10.7

not provide any Amtrak customer or prospective customer non-public
personal information {as defined herein) to any third party without Amtrak’s
express written approval. Furthermore, Company must make such sharing
agreement in writing and ensure that the third party has security processes
and procedures adequate to comply with its obligations both thereunder and
under applicable laws. “Non-pubiic personal information” means (i}
personally identifiable information, and (ji) any list, description, or other
grouping of customers (and publicly available information pertaining to them)
that is derived using any personally identifiable financial information that is
not publicly available.

e) Without limiting the foregoing, in the event of an information security breach
by Company resulting in a suspected or actual breach of the security of the
data of any Amtrak customer or prospective customer whose nonpublic
personal information or Payment Related Information is or is reasonably
believed to have been acquired by an unauthorized person or for
unauthorized purposes, Company shall (a) consult with Amtrak regarding the
appropriate response to each actual or suspected breach, (b) be responsible
for complying with all applicable laws requiring notification to customers
whose nonpublic perscenal information or Payment Related Information may
be compromised or reasonably believed to be comprised due to a security
breach, including mailing notice, if required, to the Amtrak customers or
prospective customers at Company’s scle expense and (c) obtain a new PCI-
DSS certification. In addition. Company shall provide affected customers with
one (1} year of complimentary access to credit menitering services, credit
protection services, credit fraud alerts, or similar services. Company shall
consult with Amtrak regarding the content of any such notice and the service
to be provided. In advance of mailing the notice, and as between the parties,
Amtrak, at its election, shall make the final determination of the content of any
such notice.

The restrictions on disclosure of Confidential Information in this Section 10 —
Confidentiality shall not apply to infermation that:

a) is already rightfully known to the Receiving Party, wholly apart from this
Agreement as shown by the Receiving Party’'s written records, at the time it
obtains Confidential Information from the Disclosing Party;

b) at the time of the disclosure is or becomes generally available to the public
other than as a result of disclosure in breach of this Agreement or any other
confidentiality obligations;

c) is lawfully received by the Receiving Party on a non-confidential basis from a
third party authorized to disclose such information without restriction and
without breach of this Agreement;

d} is contained in, or is capable of being discovered solely through examination
of publicly available records or products;

e) is required to be disclosed by applicabie law, regulation, valid court order,
government agency order, for law enforcement purposes, or by a seif-
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11.

regulatory body, provided that (i) if possible, the Receiving Party shall
promptly notify the Disclosing Party of any such requirement prior to
disclosure to afford the Disclesing Party an opportunity to seek a protective
order or other appropriate remedy to prevent or limit that disclosure, and (i)
Confidential Information of the Disclosing Party must only be disclosed to the
extent required; or

f) is developed by the Receiving Party without the use of any proprietary or
non-public information provided by the Disclosing Party under this
Agreement, as demonstrated by the written records of the Receiving Party.

Security of Confidential Information

1.1 Company shall at all times maintain physical, electronic, administrative and
procedural security measures sufficient to protect all Confidential Information
from both internal and external threats and sufficient to comply with all applicabie
local, state and federal laws and all applicable credit card association rules and
regulations concerning the security of such data.

1.2 Company, its employees, agents and subcontractors shall at all times comply
with the Payment Card Industry Data Security Standard (PCI-DSS) required by
the credit card associations. Company must, at all times during the term of this
Agreement, obtain, retain, and renew, as appropriate, its certification of
compliance with the PCI-DSS. Company shall provide Amtrak with a copy of its
current PCI-DSS certification and annual audits upon the Effective Date of this
Agreement and on each anniversary date thereof for the duration of this
Agreement.

11.3  Company shali maintain an adeguate informaticn security policy and provide
Amtrak with a copy of the current policy upon the Effective Date of this
Agreement. During the term of this Agreement, Company shall provide Amtrak
timely updates and revisions thereto.

11.4  Company shall maintain and enforce safety and physical security procedures
with respect to its access and maintenance and disposal of Cenfidential
Infermation that:

a) meets or exceeds industry standards for the territories listed in Attachment 2
- Territory;

b) in the case of Payment Related Information, meets or exceeds PCI
requirements for safety and physical security; and

¢) provides appropriate technical and organizational safeguards against
accidental or unlawful destructicn, loss, alteration or unauthorized disclosure
of or access to the Confidential Information under this Agreement.

Without limiting the generality of the foregoing, Company shall take all
cemmercially reasonable measures to secure and defend its location and
equipment against "hackers” and others who may seek, without authorization, to
access or modify its systems or the information found therein. Company shall
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reguiarly test its systems for potential areas where "hackers” and others could
breach security, such testing to be conducted on at least a quarterly basis.
Company agrees to advise Amtrak immediately by telephone and in writing via
facsimile of any suspected security breach that may have compromised any
Cenfidential Information, or of any suspected unauthorized misappropriation,
disclosure or use by any person of the Confidential Information or Payment
Related Information, which may come to Company’s attention. Company shall
take all steps and employ its best and most diligent efforts to remedy such
breach of security or unauthorized access in a timely manner and to deliver to
Amtrak a root cause assessment and future, incident-mitigation pian with regard
to any breach of security or unauthorized access affecting Confidential
Information or Payment Related Information.

Company must store all Confidential Information in a physically and logically
secure environment that protects it from unauthorized access, medification, theft,
misuse and destruction. In addition to these general standards, Company shall
maintain an adequate level of physical security contrels over iis facility including,
but not limited to, appropriate alarm systems, fire suppression, access controls
(including off-hour controls) which may include visitor access procedures,
security guard force, video surveillance, and staff egress searches. Company
shall maintain an adequate level of data security controls, including, but not
limited to, those set forth in Attachment 10 — Data Security Conirols. Amirak
may revise the data security controls at any time upon written notice to
Company, giving at least thirty {30) days advance notice when possibie and/or
practical.

Company shall maintain and implement disaster recovery and avoidance
procedures and backup procedures as it relates to Confidential Infermation,
During the term of this Agreement, Company shall provide Amtrak with an
opportunity to review at Company’s premises its current disaster recovery and
avoidance plan and backup procedures and alt updates thereto. Company shall
review and update, as necessary, its disaster recovery and avoidance plan and
backup procedures based on the respective recovery priority of each business
unit. If Company performs any audit with regard to its disaster recovery and
avoidance plan and backup procedures {e.g., 1ISC 9000), Company shall make
the results of that audit available to Amtrak’s information security director for on-
site review. Amtrak may elect, at its option, to conduct onsite reviews of
Company’s facilities for, among other things, assessing disaster recovery
preparedness and backup procedures.

12. Records and Audit

12.1

Except to the extent prohibited by law Company acknowledges and agrees that
Amtrak's Office of Inspector General (O1G) may inspect, copy and/or audit
Company’s data and records (in hard copy and/or electronic format) related in
any way to the Agreement, including without limitation, all data and records
relating to:

(a) support for any proposal, change order, or request for equitable adjustment

submitted to Amtrak by Company;
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13.

12.2

12.3

12.4

12.5

12.6

(b) Agreement compliance and performance, including any work or deliverables
in progress;

(c) comphance with applicable provisions of Amtrak’s federal grant, regulations
and statutes; and

{(d) suppert for all direct and indirect costs or prices charged to Amtrak.

Except to the extent prohibited by law, Company agrees to maintain all such data
and records throughout the term of the Agreement and until three (3) years after
final payment under the Agreement, and agrees to cooperate with all audit
activities.

In connection with audit and inspection activities, Amtrak QIG shall be afforded,
upon reguest, (a) access to Company's facilities and to Agreement work or
defiverables in progress, (b) the opportunity to interview Company's employees
concerning any matter relating to the Agreement, and (c) adequate and
appropriate workspace,

Company agrees to reimburse Amtrak, within sixty (60} calendar days after
receipt of a written request, the full amount of any undisputed audit findings or
questioned costs, unless otherwise agreed by Amtrak in the course of post-audit
negotiations with Company.

Company shall include the provisions of this clause in every subcontract or

purchase ordefb)4) | as well as a provision requiring all
subcontractors {o include these provisions in any lower tier subcontracts or
purchase orderg®® |Company shall be responsible for

subcontracior cor lower tier subcontractor's compliance with this clause.

Nothing in this Agreement shall be construed to limit the rights, obligations,
authority, or responsibilities of Amirak's Cffice of the Inspector General pursuant
to the Inspector General Act of 1978, as amended, including the right {o seek
information by subpoena.

Notices

Each party must provide any notice, request, demand or other communication required
or permitted hereunder in writing and in reference to this Agreement. The following
constitutes proper notice:

a) perscnal delivery;

b) delivery by registered or certified mail, return receipt requested and acknowledged,
postage prepaid; or

¢} two {2) business days after deposit with a private industry express courier, with
written confirmation of receipt.
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14.

Each party agrees to send all notices to the addresses set forth in Attachment 8 —
Contacts, which either party may change by providing proper notice to the party
hereunder.

Indemnification

14 .1

14.2

14.3

14.4

Company (as the “Indemnifying Party”) agrees to defend, indemnify and hold
harmless Amtrak (as the “Indemnified Party”) and its officers, directors,
employees, agents, servants, contractors, subcontractors, successors, assigns
and subsidiaries and their respective successors, assigns and personal
representatives {collectively “Indemnified Parties”), from and against any claims,
losses, liabiltties, fines, penalties, actions, damages, costs and expenses
whatsoever (including costs of defense and attorneys’ fees) (coflectively
“Claims”), which any of the Indemnified Parties may hereafter incur, have
responsibility for or pay arising out of or related to:

a) any act or fallure to act by the Indemnifying Party and/or its directors, officers,
employees, agents. subcontractors, servants, or any other person acting for
or on behalf of the Indemnifying Party;

b) the Indemnifying Party’s breach of any term of this Agreement:

¢} any actual or claimed infringement or misappropriation of third-party
intellectual property right(s) by the Indemnifying Party;

d) the indemnifying Party’s breach of any contract, promise or undertaking with
or to any third party and related to this Agreement.

Amtrak shall notify Company in writing within a reasonable time after notice of
any such Claim.

Company shall have the sole control over the defense and/or settlement of any
such Claim; provided, that if any settlement requires a non —monetary obligation
of any Indemnified Party, then such settlement shall require the applicable
Indemnified Party's prior written consent, which consent shall not be
unreasonably withheld.

Company shall have the sole control over the defense and/or settlement of any
such Claim; provided, that if any settlement requires a non-monetary obligation of
any of the Indemnified Party, then such settlement shall require the applicable
Indemnified Party’s prior written consent, which consent will not be unreasonably
withheld.

Consistent with and in addition to Section 14.1, Company accepts sole liability
for any fallure of Company or any of Company's officers, directors, employees,
agents, servants, subcontractors, or any other person acting for or on behalf of
Company to maintain the confidentiality of Payment Related Information and/or
Non-public personal information. Company shzall defend, indemnify and hold
harmless Amtrak against any and all Claims brought against Amtrak related to
Payment Related Information, including those resulting from the action or
inaction of Company or any of its directors, officers, employees, agents,
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15.

16.

14.5

servants, subcontractors, or any other person acting for or on behalf of
Company.

The existence of any insurance policy procured or maintained by Company or
any limitation on the amount or type of damages, compensation or benefits
payable by or for Company or any subcontractor shall not limit the
indemnification obligations under this Section.

Injunctive Relief

Each party acknowledges that the breach of any provision of Section 5 — Advertising,
Marketing and Promotion (excluding Section 5.1); Section 10 — Confidentiality; or
Section 11 — Security of Confidential Information may cause irreparable injury to the
other party, and agrees that the other party shall have the right to seek temporary,
preliminary and permanent injunctive refief, without the necessity of proving actual
damages or posting a bond, to prevent any such breach.

Performance Standards and Ability to Perform

16.1

16.2

16.3

16.4

18.5

16.6

Company represents and warrants that it shall perform its responsibilities under
this Agreement with promptness and diligence and in a professional manner.

Company shall handle all customer inquiries and complaints in a prompt,
courteous and diligent manner. Company shalil cooperate with Amtrak to deal
appropriately with any customer complaint.

Each party represents and warrants that it knows of no circumstances that would
materially impede its ability to perform under this Agreement and shail promptly
notify the other party in writing if it acquires knowledge of any circumstances that
would materially impede its ability to perform under this Agreement. Without
limiting the feregeing, Company represents and warrants that it shall immediately
natify Amtrak of:

a) any change in its ownership or control; and/or
b) its involvement in any actuai or threatened major litigation.

Neither party will be liable for any malfunction of System, Arrow, or Amtrak Web
Services due to any incompatibility with either party’s systems or due to either
party’s failure to adhere {o the guidelines and system parameters under which
System, Arrow, or Amtrak Web Services is installed.

EXCEPT AS OTHERWISE PROVIDED HEREIN, AMTRAK MAKES NO OTHER
WARRANTIES, EITHER EXPRESS OR IMPLIED, UNDER THIS AGREEMENT
AND AMTRAK HEREBY DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDING
ANY WARRANTIES REGARDING FITNESS FOR A PARTICULAR PURPOSE,
MERCHANTIBILITY OR NONINFRINGEMENT.

EXCEPT FOR EACH PARTY'S INDEMNIFICATION OBLIGATIONS HEREIN
AND/OR BREACH OF SECTION 10 - CONFIDENTIALITY OR SECTION 11 -
SECURITY OF CONFIDENTIAL INFORMATION, TO THE EXTENT
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17.

PERMITTED BY LAW, NEITHER PARTY OR ITS AFFILIATES, AND THEIR
RESPECTIVE OFFICERS, AGENTS AND EMPLOYEES (COLLECTIVELY, ITS
“REPRESENTATIVES”") SHALL BE LIABLE TO THE OTHER PARTY OR ANY
THIRD PARTY FOR ANY INDIRECT, EXEMPLARY, INCIDENTAL, SPECIAL,
CONSEQUENTIAL OR PUNITIVE DAMAGES, HOWEVER CAUSED,
WHETHER BASED IN CONTRACT, TORT (INCLUDING NEGLIGENCE) OR
ANY OTHER THEORY OF LIABILITY, EVEN IF SUCH PARTY OR ITS
REPRESENTATIVES HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES OR EVEN IF ANY SUCH LOSS OR DAMAGES WERE
REASONABLY FORESEEABLE.

Certain Representations and Warranties

171

17.2

17.3

17.4

17.5

17.6

Each party represents and warrants to the other that it has the requisite
corporate power and authority to enter into this Agreement and to carry out the
transactions contemplated by this Agreement.

Each party represents and warrants that the execution, delivery and performance
of this Agreement has been duly authorized and the requisite corporate action on
the part of such party for the consummation of the transactions contemplated by
this Agreement have occurred.

Company represents and warrants that, it currently is and throughout the entire
term of this Agreement shall be, in compliance with all applicakle local, state,
federal and foreign laws, rules and regulations.

Company represents and warrants that, it currently is and throughout the entire
term of this Agreement shall be, in compliance with the then current automated
clearinghouse and bankcard association guidelines, rules, reguiations and
procedures applicable to its payment processing and other services, including,
without limitation, the provisions of the Federal Reserve Board's regulations E
and Z, the operating rules and operating guidelines cf the National Automated
Clearing House Association and the rules, reguiations and procedures of all
credit card associations and companies.

Company represents and warrants that it is not the subject of any litigation
initiated by any credit card association or credit card processor with respect to its
acceptance of credit card payments on behalf of itself or any other merchant.
Company represents and warrants that no agreements, injunctions, restrictions
or otherwise exist which may prohibit it frem performing its obligations under this
Agreement either by statute, rule, regulation, agreement or otherwise.

Company represents and warrants that its advertising, marketing and
promotional materials, including Company websites, other web space that
Company controls and the content and other information contained or referred to
therein will not:

a) constitute libel, defamation, false or illegal advertising;

b) constitute an invasion of privacy or a viclation of the rights to publicity of any
third party,;

¢} infringe any patent, copyright or trademark:;
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