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U.S. DEPARTMENT OF
HOMELAND SEGURITY

Transportation Sacutity
Adrninistration
Transportation Sacurity Directive

Subject: Threatio Passénger Rail Systems—National Railroad Passenger Gorporation
(AMTRAK) and Alaska Raiiroad Corporation

Number: SD RAILPAX-04-02 Date: May 20, 2004

This Security Directive must be implemented within 72 hours of issuance. Recipients must
immiediately initiate action t6 implement the measures-contained in this SD.

EXPIRATION: Indefinite

THREAT INFORMATION: Intelligence Indicates tat terrorists have considered attacks on
subways and trains in & nufriber of countries, including the Linited States, using a variety of means
including explosives, incendiary materials, small arms, and poison gas. The recent train bombings
in Spain emphasize the intent of terrorists to target railsystems in Westemn Countries with the aim
of causing mass casualties. ' '

On March 141, 2004, ten bombs detonated on four commuter traitis in Madrid, Spain, killing more
than'200 individuals and injuring more than 1,600. The bombs were fimed to detonate during the
peak of rush hour &s the trains were approaching or stopped at rail stafions, apparently in an effort
to maximize the casualties of passengers, as well as bystanders. intelligence indicates terrofists
have also considered attacks on subways and trains in the:United States, Althiough. ho current
infelligence exists on any ongoing. plans for attacks an subways or trains in the United States,
terrorist organizations are capable of conducting such attacks. In-addition, terrorists involved with
the previous train bambings, inciuding the attacks in Madrid, ars still at large. '

TSA is issuing this Security Directive (SD) to require the implementation of security maasures to
address the curment threat.. This SD estabiishes a consistent baseline of protective measures
applicable to all passenger rail operators. TSA recognizes th at- many passenger rail aperators are
currently implementing security programs and plans that Include the measures set forth in this SD.
TSA anficipates issuing-additional SDs to address specific vulnerabilities arid/or specific threats 1o
a rail system or area as future circumstances warrant,

APPLICABILITY: This SD appliés to passinger opérations conducted by the National Railioad
Passenger Corporation (AMTRAX) and the Alaska Railroad Corporation,

PROTECTIVE MEASURES: The measures outlined in tis SD shall be carried out by AMTRAK
and ihe Alaska Railroad Corporation.
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The following security measures must be implementsd at all locations nationwide:

1. Designate a primary and alternate Security Coordinator {SC) and provide to TSA via e-mail to
sd raji@dhs.gov, thé names and phane numbers of the. primary SC and alternate SC,
Immédiately notify TSA via e-mail whenever the nama(s) or telephone number(s) of a
designated SC changes. ‘

2. Ensure that primary SC and alternate SC:

&. Serve as the owner's andfor operator's primary and immediate contact for intelligence
information and security-related activilies and commun ications with TSA.

b. Are avallable to TSA'on-a 24-hourbasis, =~

¢. Review with sufficient frequency, as practicable and appropriate, all security-related
funotions to ensure thiy are effective and consistent with all -applicable rail passenger
security measures, including. this SD.

d. Upon leaming-of any instance of nor-compliance with TSA-required security measures,
immediately initizte corrective action. i ‘

8. Coordinate implementation of the security measures with'all other entities involved in the
security operation, including, but not limited to, third party ewners of rail passenger stations
and freight railroeds hosting the operations.of parties to which this-8D applies.

3. Report potential threats or significant security concarns to-appropriate law enfércement:
authorities and 1o the TSA's Transportation Security Coordination Center (TSCC). The TSCC's
24-hour/7-day-a-week riumber is (703) 563-3237 and e-mail Js M&L. TSCC@itsa.dot.gov.
NOTE: Ttiis reporting requirement dogs not prohibit the operator from also reporting incidents
to other appropriate contacts.

4. Provide TSA via e-mail to sd.rzil@dhs.gov with the date of the most recent vulnerability
assessment conducted by or on behalf of the passeriger rail bperator. Allow TSA access 1o the.
vulnerability assessment and carresponding security plan (if avallable) of the passenger rall
operator, If no vulnerability assessment has been conducted, so advise, DHS will protect this
information from disclosure-in accordance with applicable laws and regulations. DHS is
developing a vulnerability self-assessment {ool that can be used to evaluate the risk to assets
and effectiveness of countermeasures and plans to make the tool availablé to rail passeriger
operators in the near future.

5. Ensure all apprapriate operator and owner pergonnel are notitied via briefings, e-mail, voice
mail, or signage of any changes in threat conditions and protective measures, and reinforee
-employee watch programs.

6. Direct employees 16 be aleit and immediately report through their appropiiate chain of
command any situation that appears fo constitule a threat or suspicious activity. To the extent
resources allow, utifize surveillance systems to monitor for suspicious activity.

7. Ensurs information on heightened security measures is communicated to passengers in

stations where practicable oron trains.and ask passengers to report unattended property or
suspicious behavior o uniformed crew meribers-aridior faw enforcement personnel,
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8. At passenger rail stations at-which a vulnerability assessment has identified a-significant risk,
and to the exient practicable, remove from platform.areas of passenger terminals and stations
frash receptacles and other non-essential receptacles or containers, with the exception of bomb
resistant receptacles or clear plastic receptacles which may continue. to be used. Instail bornb
resistart receptacles to the extent resources allow. '

9. Utilize explosive detection canine teams, if available,

10. Allow TSA-designated canine teams at any fime or place to eonduct canine operations under
the overall direction of the authority responisible for security of the rail operatar.

11. In coordination with the SC, allow TSA/DHS-designated Security Parinership Teams; at any
time or location, t perform inspéctions, evaluations, or tests, including copying records, with
régard to the execution of this SD., DHS will protect this information from disclosure in

accordance with applicable laws and regulations.

12. Conduct frequent inspections of key faciliies, stations, t€rminais, or other critical assets for
persans and itemns that do-riot belong.

13. At regular periodic intervals, inspect each passenger rail car for suspicious or unattended items.

14. Ensure that appropriate levels of policing and security are provided tht correlate to DHS threat
levels and threat advisories.

15. If equipped with locking mechanisms, lock alt doors which aliow access to the engineer's cab or
compartment.

16. At the ihitial point where tickets are checked, either prior to:boarding or after board ng, request
identification (ID) from all passengers who appear 18. years of age or older.. The following are
acceptable forms of ID; '

8. A photo ID issued by a government authority, I
b. Two otherforms of 1B, at least One of which shall be issued by a government-authority,

AMTRAK AND THE ALASKA RAILROAD CORPORATION ACKNOWLEDGMENT: AMTRAK
and the Alaska Railroad Corporation must immediately provide confirmation-of receipt of this SD to

TSA via e-rnail to sd.rall@dhs.qov.

AMTRAK AND THE ALASKA RAILROAD CORPORATION DISSEMINATION REQUIRED:
AMTRAK and the Alaska Ratitoad Corporation shall immediately.pass the information-and
directives set forth in this SD to all stations affacted.- AMTRAK and the Alaska Raiload
Corporation shall disseminate this SD to its senior management parsonnel and supervisory
security and law enforcement personne! st all locations, Distribution of the information in this SD
should be limited to those peisons with &n operational need to know.
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APPROVAL OF ALTERNATIVE MEASURES: With respect tp the provisions of this SD, the
AMTRAK and the Alaska Railroad Corporation may submit to T8A, proposed altemative measures
and the basis for submitting the alternativa measures for approval by the TSA Assistant
Administrator for Maritime:and Land Security. AMTRAK and the Alaska Railroad Corporation shali
immediately notify TSA whenever any procedure in this SD canriot be carried out by AMTRAK or
the Alaska Rallroad Corporation or its agents.

FOR TSA ACTION ONLY: The TSA shall issue this. SD immediately to the-corporate security

element of AMTRAK arid the-Alaska Railroad Corporation,
AUTHORITY: This 5D is issued under the authority of 49 U.S.C. 114. The Administrator has

determined that this-SD does not contain sensitive security information (S31) as defined in
49-C.F.R. Part 1520.

TSA will continuously evaluate the need for this Security Dirsctive and issue updates as
appropriate.-

Acting Administrator
Transporiation Security Administration
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