NATIONAL RAILROAD PASSENGER CORPORATION
60 Massachusetts Avenue, NE, Washington, DC 20002

April 22, 2015

A MTR A;g
D 7
Mr. Edward Hasbrouck "‘
The Identity Project
1736 Franklin Street
9" Floor

Oakland, CA 94612

Re: Freedom of Information Act Request — Interim Response #2
Tracking Number: 15-FOI-00021

Dear Mr. Hasbrouck:

We are further responding to your October 29, 2014 request for information made under the Freedom of
Information Act (FOIA), which was received via e-mail by Amtrak’s FOIA Office on the same date.

Your request seeks the records described below:

(1) Any records of policies, procedures, technical specifications, contracts (including agency
appointment agreements), or directives to staff, contractors, or agents pertaining to transfers of
data about Amtrak passengers or customers to the Department of Homeland Security (DHS), any
DHS component including US Customs and Border Protection (USCBP), the Canadian Border
Services Agency (CBSA), any other Canadian government agency, or any other foreign
government, or the subsequent handling or use of such data, including without limitation
Advanced Passenger Information (API) and any personally identifiable data obtained or derived
from the ARROW reservation system.

(2) Any records pertaining to the legal basis for such data transfers, including any e-mail messages
pertaining to this subject within or between Amtrak, Amtrak agents, Amtrak contractors, and any
third party or parties.

(3) Any records of policies, procedures, technical specifications, contracts (including agency
appointment agreements), or directives to staff, contractors, or agents (including without
limitation travel agencies and agents authorized to sell Amtrak tickets, and other ARROW users)
regarding disclosures to be made concerning transfers of data about Amtrak passengers or
customers to government agencies including DHS.

(4) Any records of policies, procedures, reports, or directives to staff, contractors, or agents
(including without limitation travel agencies and agents authorized to sell Amtrak tickets, and
other ARROW users) regarding compliance with the Personal Information Protection and
Electronic Documents Act (PIPEDA) of Canada, including handling of requests for records or
other requests or complaints made pursuant to PIPEDA and any disclosures to be made to
passengers or customers.

(5) Any e-mail messages within or between Amtrak and Amtrak agents, Amtrak contractors, and any
third party or parties containing any of the text strings "Personal Information Protection and
Electronic Documents Act", "PIPEDA", or "Privacy Commissioner of Canada".
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(6) Any electronic file in which any of the above records are included.

(7) All metadata pertaining to any such file, such as file system information indicating the creation
data, modification date, etc.

You were advised in my April 15, 2015 e-mail communications that we are continuing to reach out to
Amtrak Offices for responsive records and that we would provide nonexempt responsive records as they
are processed. Accordingly, we are releasing in part, the enclosed records that have been determined to
be responsive to items 1, 3 and 4 of your request. As information, pages, 1, 2, 5, 6, 12 and 13 were
retrieved from the Manifest Document. Pages 29 and 30 were retrieved from Amtrak’s Passenger and
Crew Information.

The names and personal identifying information of Amtrak passengers have been redacted from the
enclosed records pursuant to exemption 6 of the FOIA on the basis that disclosure would constitute a
clearly unwarranted invasion of the personal privacy of these individuals. In weighing the public interest,
it was determined that there was no public interest in disclosing this information.

Pursuant to Amtrak’s FOIA regulations (49 CFR 701.10), if you wish to appeal the decision to withhold
the above-mentioned information, you may file an appeal with Eleanor D. Acheson, Executive Vice
President, Chief Legal Officer, General Counsel and Corporate Secretary, within thirty days (30) of the
date of this letter, specifying the relevant facts and the basis for your appeal. Your appeal may be sent to
Ms. Acheson at the above address. The President and CEO of Amtrak have delegated authority to the
General Counsel and Corporate Secretary for the rules and compliance to the FOIA.

We will continue to keep you updated on the status of your request.. If you have any questions please feel
free to contact me at (202) 906-3741 or via e-mail at Hawkins@amtrak.com.

Sincerely,

i H—

~ Sharron Hawkins
Lead FOIA Specialist

Enclosure
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4 .PASSENGER NAME LISTS

4.1 DESCRIPTION

When'PaSseﬂQef Name Records. dre’ created,  thay are stcred_in random
Tocations Facilitate ’ subsequent. retrleval ' suchi records;
pointers are created in the form. of: passenger name. 1nd1ces which: are
Filed: g traln/date order, that' “isy - for every passenger. in: a recoxrd,
an index ditem is created’ for: each segment iw the itinerary.

Eachf-cf_;these “indek o items  contains. such information as . name’ of
passenger (sk; CHimber  of - people ‘with'' this™ name)’ . total’ number of
accommodatlons, board apd’ off polnts,?.accommodatlon ‘coda,  PNR
repervation number, tlcketlng, etoy

Bgent set- entries’ are: provided to: allow- agents  to. obtain: several
types: of’ selective name  lists. This list: may be’ dlsplayed or the
ENRf s may he sent to gueue.

A xist . may . be' requested: . for  passengers . going - to . a: particular
destinaticn, passengers traveling ii groups, unticketed pagsenders,
passengers who require notification, and several: other: functions for
al train: ofi: a given date, or date range.

The::alphabetical name liats: will have the pass rider matrix colon
codes’ for the coach and accommodations on’ the. traini: If there are o
acooms on the train, the color will default to whitey

Pets are treated as passengers regarding Gounts and name lists.

This Decument covers the following entries: -~

B SOL*A Advanced Payment Namé List
- SOL#sE 7 Border Crossing: List
. SOLD bestination Name List
A S0L*R Erergency Name List (Currently restricted)
: SOL*G Group Bocking List

S50L*T Inbound Connection Train Manifest
: SOL*N Passenger Name List
g S0L*0 Qutbound Connection Train Manifest
S0L*U Unticketed Wame List
5 SOL*V Vehiclie NMName List

SOL*Y Cancelled Passenger Name List

SOLZ Other Carrier Manifest
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4.2 INPUT FORMATS
4.2,180L* - GENERAL NBME LIST ENTRIES
: S0L*func train#{/ (date) {{brd) (off) {(-)})
% S0L* - Action code for Passenger Name Lists
’ func - Special function requested
A - Advanced Payment List
N - Passenger Name List
U - Unticketed Passenger List
V - Vehicle Passenger List
¥ - Cancelled Passenger List
traing = Required
date - Optional - Defaults to train origin date or city-
train date 1if city is selected
brd - Optional - Passengers boarding city code
{ NOT OPTICHAL FOR func I, 0, G}
off - Cptional ~ Passengers: deboarding city code
- - Optional - The dash (-) option is used to indicate
a limited name Jist. FEntry of the city code is

required. The limited report: shows all. persons on
board the train when departing from requested
location.

4.2.2 S0L*B - BORDER CROSSING LIST

SeL* B ttit /[ (ddmmmi) cég ¢/SEND)

Where:
J SOL*B: 0 Eotien code for Border Crogsing Manmifest
‘ Ertt o Traim number’ (1 — 4 mumerdcsy
£ Delimiter
ddmamm - oOptional datey defaulttel “train origin date’ or
Yeity train dace”
[alalay o Display all passengers’ (ineluding the crew} on-
board &t, or after this city
:} ‘ {SENB - Optional parameter: to transmit Border Crossing
: Manifest to APLS €BP (Customs Border Protection)
/EDSP .o Optiocnal paratieter: to display Border Crossing

Manifest: {(only available: fof usexrs: with the €S
duty code)
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4.3 INPUT EXAMPLES

4.3.1

4.

4.3.

4.

4.

4.

3.

.3,

3.

3.

3

.3.5

6

7

8

SOL*A. 100

SOLAN

SOLAY

SCL*U

SOL*UT

SOL*Y

SOL*X

SOL*R

Request a list in alphabetical order of all Advanced Payment
Passengers who will tTravel on train 100 today.

100/24SEP BWI

Request a list in alphabetical order of passengers who will be
boarding at BWI on Train 100 on 24 September.

100/BWI-

Request a list in alphabetical order of passengers who will be
on board Train 100 when it leaves BWI. '

56/258EPBWIPHL

Request a 1list in alphabetical ordér of passengérs who will be
boarding at BWI and deboarding at Philadelphia on Train 56.
(e-TICKET will not be shown in this display)

100/25SEPBWIPHL -~

Request a list in alphabetical order of Unticketed passengers
who will be on board Train 56 on 25% September when it leaves
BWI and arrives at Philadelphia.

Pagsengers whose reservaticns indicate prepaid (P}, advance
paid (A), or “firm” (F) or have no specific indicaticn are
included in this list; passengers whose reservations indicate
ticketed (T)or etickets({®, C, L} are excluded from this ilst.
The Unticketed passenger display is modeled after the S0L*N
display, with one exception: for auto trains, only the
reserved passengers are Iinciluded in this 1ist. All B8SO0L*N
dispiay options are available teo the SOL*U display.

52

Reguest a list in alphabetical order of all vehicles items on
train 52 for today’s date.

100

Reguest a list in alphabetical order of all cancelled passenger
items on train 100 for today’'s date.

69 / 060CT NYP

Reguest ' a: st in alphahetical order of all border grossing
passengers, who. are. supposed to be on boapd train 6% at or
after the c¢ity NYP, with date of birth and’ country of
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citizenship information. Crew_members will be. designated with
Nef, o infants: with ‘17, primary: pames. (im the PNR) with Y*r,
Names’ of: people travallng in: & group- will' be. preceded by &
hyphien and’ wiil appear. in the' order. that they. cecur in the PNR
Anot alphabetlcaily, usually) under the group name; which will
be in the list in its proper place alphabstically.

SOL¥B 69 / 060CT NYR /SEND

Electronlcally transmit. to. CBR. {Custcms. 'aiid. Border Protection)
in. ERIFACT format, - Botl & Crew List and a Passenger 1ist of
1nd1vmduals booked: orv’ train 69 at or  after NYP, with date’ of
birth: and: gountry. of c1tizenship Information. & Bach: list will
be inm alphabetical order [with the exception of group members).

SOLAB 69 /- 0BOCT NYP /SEND
Display: te the  screen. the EDIFACE data,  ¢ontalning Woth the
Crew List and Passenger llst af lnlelduals book on train: 69 at
or. after NYP with' date’ of birth and: country of citizenship
1nformatlon. Each list will be'in alphabetlcal order: (with the
exception of group members) .

SOLD3/CHI-M
Request a destination name 1ist of all passengers traveling
from Chicage on Train 3 on today’s date

S0LD3/050CT CHIABQ-M

Request a destination name list of all passengers traveling
from Chicago to Albuquerque on train number 5 on 5™ Octaber.

S0LD3.0332EC, 7/50CTCHILMY ~M
Request a destination name list of all passengers traveling

Lrom Chicago TO Lamy on car 332, with an "EC" accommodation
type in rocm 7 on the 5% October.

801LD3.0332EC, 7/50CTCBILAX-Q/WAT
Quene ali PNR's to Q36 of Queue city WA7 for passerngers

traveling from Chlcago to Los Angeles on car 332, with an "ECY
accommodation type in room 7 on the 5% October.

SOL*E 100/WAS (Entry currently rastricted)

Request a list in destination order of all persons on Train 100
when it departs Washingten.

SOL*EGY9/NYP-MTR (Entrv currently reatricted)

Request a list in destination order of all persens on Train 69
when it departs New York. Also display, in boarding city order,
all passengers walting to board Train 69 thru and including
Montreal.
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EXPLANATION OF BORDER CROSSING LIST QUTPUT FORMAT
Ly ritle
S (2)77 Train Number,
(4) - Béarding- City - bofder crossing passengers onboard on or

after this city.
. {B) - Passenger: fype indicator (¥ = prime name ltem,(only digplays
if signad in as 8C or C% duty codes), I = infant, C.= Crew)
{BY Passenge _name
ATy - PNR: redervation number
- {8) Reservatlon Booking De31gnator
{9y ' Date’ Of: Birth
'(10):'Country of Citizenship

;_(12)_ 1D (identification form, ie passport, birth certificate)
{13} Number: of ID (ie passport: sumber)
{14): Members of & group
A{15: Group Name:: (notei this ig: inalpha order within the list
while the member names are not.)

4,4.8 " SOL*B69/060CTNYP (Border Crossing List)

R T e
NAME LIST  TRAIN' 69/60CL i

ATy By Y (1&)(11)(12)(13) Exemption 6
: bt i

2 ZER e EE e

MEEmEEER MRS
g B B L
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4.4.9 SOL*B69/060CTNYR/SEND (Successful Manifest Transmisaion)
BORDER CROSSING NAME LIST TRAIN 69/01APR NYP
TRANSMISSIGN SUCCESSEUL 06/14/05
4.4.10 SOL*BES/0QGOCTNYR/SEND {Unsuccessful Manifést Transmission)
BORDER' CROSSING NAME LIST  TRALN GB/Z8MAR MIR
TRANSMISSION FAILURE ° (F6/14/08 ' )
MANUALLY FAX MANIFEST TO CBP. - CALL HELE DESK TQ REPORT ERROR
4.4.11' BOL#B6S/14JANNYR/SEND (Edifact Display)
APIS
UNA:+.7 #
UNBAUNOA : 4 +APTS AMT s 2V+USCESAPIS : Z27+110105: 0655406554 34+APIS#
UNGH+PAXLSTHAPIS AMT: 2VHISCSAPTS: AZ+110105: 0655+00000001 +UN+D: 0284
UNH+06554 3+PAXTST : D028 : UN: IATA++01: C#
BGM+250++%
NAD+MS+++ARROW? ON? CALL#
COM+202- 438 0192:TE+202 433 0192 :Fx$
TDT+201+2V69%
LOCHL254NYPE
DTM+189¢1101140815: 2004
LOCHG 7T+MTRE
DTM+232:1101141810:201#
CHNT+41: 0004
ONE+C0003+0659543#
UNAS+.7 _
UNB+UNOA { 44+APLS AMT: 2VHUSCSAPTS : 224110105 0655+065543++APTS#
UNG+PAXESTHARTS AMT : 2VHUSCSAPTIS 1 Ba+110105: 06556+00 000001 +UN+D: 0284
UNH+0655434+PAXLST :D: 02B : UN1 TATA+H+02 : B
BEMFTA5T i _
NADHMS++FARROW? ON? CALLE
L ,
4.4.12 SOID3/CHI-M (Destination Name List)
(1)
DESTINATION LIST TRAIN 3 2338EP CHI )
NAME PNR CAR RBD RM/SEAT PHONE NUMBER INDICATORS
{2) (3} {4} (5) (&) (7). (8) {(9)

KCy

¥D NONE T
¥D B T

YF

YD

YD

¥D NONE
YB

0331 EB 4
0331 EB 4 NONE

I I I I~ B B

0331 EB1C NONF.

Exemption 6
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Baga 29

e SPIR {(2INF) A4/ mm / dad, .4 {/83 wmm ooy Jo /E'}Duc_,_,..‘[ Farmatted: Highlight

B Primary action code
PID 5-figld daka bype of Passengex ID
{*INF) Optional delimiter used to indicabe BID data belong
ko an lnfant in bhe specified Name-field
ii Type of ID offared
RA ~ US Resident Alien fard

PR ~ LER {legal Pexmanent Regldent) Card

PP ~ Passport

RE — Re~antry Permit

. RT - Refugss Travel Dooument

b HC - Naturalization Certificate

N *'L"A-Note&'&"k

BC - Birth Cerbifivate {requires phote id}
LEE VAt T T

MO — Milirary Orders (vegquires photo i8)

BC - A Pagaport Card

TP - Trugted Teavalexr Card

E ~ Enhanced Drivers Idoense {recquires US Ygate

aoda) :

ET ~ Hnbanced Tribal Card

MY - Merchent Mariner

AT - mmewican Indian Card

/ delinicer

fn i-~character country/state dode of the supporting
document

4 delimiter

ddd. . ,q ID number or data {(Max 15 chayse)

Raquired for the following types:
BB~ U8 Rasldent Alien Cpid
FR ~ LPR [Legal Permanent Resident) Caxd
PP ~ Passport
RE - Re-aptry Permit
RT - Refugee Yraval Document
WC - Maturalization Certificate
BC - U4 Pagspork Camd
TP ~ Trugted Traveler Card
ED - Enhanced Driverts License {recuirez US State
aoda)
BT - Enhanced Wribal Cazd
M~ Mexchant Marviner

Opticral for the followding types:
BC - Birth Certificate (requirves photo id)
MO - Militaxy Orders (vequires photo id)
AT ~ Meddoan Indian Oawd

/ doLimiter

{3d wnta coyy) Document Bxpization date.
Mandatory £or the following documant typess
PP - Passpowt
B ~ US Fagsport Caxd
IT - Trusted Traveler Card
ED - Brnhaweed Driver’s ldicense
EP - @nhanced Txibal Card
MM - Merchant Marinar
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Hot mccepted for the following document types:
BC - Birth Cextificate
Opticnal for all othar ypes

/ delimiray
P q Gender
i ¥ o~ Male
N ¥ - Female
i delimiter for Passenger Agsociation number
KK Pasaenger Asgoclation number (1 to 285}

hENoEat AR
The followin 113 types wil] no funger be aceapied adult trave) afror Muy 31 2009, howsver
they are valid for some childres - see below:

¢ U8 or CA Birih Certificats
¢ Regular PNRs - pasmsengers maet be uwnder 16 years of
age on first departure dats
@ Group FNRE - passengers must be 38 years of aga or
. under on firat departure date
# U8 Naturalizakion Cextificate
¢ Regulax PNREs ~ passengers must be under 16 years of
age on filrse departuve date )
¢ Group PNRs ~ pagsengers wmust be 18 yeara of age ovr
uider on firat departure date






